CIAAIT
CAFE LAB

Voltaire Advanced Data Security, Ltd.
2in1 PC™
Final Evaluation Report
Version 1.5

Robert J. West
Nicholas Pantiuk
Eric J. Grimes

June 7, 1999

COACT, Inc. Rivers Ninety-Five
9140 Guilford Road, Suite L
Columbia, Maryland 21046
Phone: 301-498-0150

Fax: 301-498-0855

Registration No. TTAP-CC-0004
Document No. CA-0299-011



21
22
23
24
25
2.6
2.7

31
311
3.2
3.3
34

4.1
4.2
4.3
4.4
4.5

51
52
53

6.1
6.2
6.2.1
6.3

7.1

711
7.1.2
7.1.3
714
7.15
7.2

721
722
7.2.3
724
7.25

TABLE OF CONTENTS

PRODUCT OVERVIEW... .ottt sttt b e b ae bbb e et b sbeene e e 1
IDENTIFICATION ...ttt sttt ettt st sb ettt b et s b e b s ae e e e st e sb e e ae e st e sbesbe e e e sbesbesaeennesnea 4
LI LI ST RSP PRSUPTR 4
PRODUCT VERSION NUMBER.......ccoiiiitiiiiieit sttt sttt ee b b e nnesne s 4
VERSION NUMBERS FOR PRODUCT CONTENTS......coiiiieiirerie et 4
EVALUATION ASSURANCE LEVEL (EAL) oottt 4
CONFORMANGCE CLAIM ..ottt sttt st s e e st st sie b e sbesbe s e e nna e 4
REGISTRATION. ...ttt ittt sttt sttt sttt sb e b bt e et e bt be e e e sbesbeeseebesbesbeeneesbesbesreennenaeas 5
KEYWORDS.......coiitiitteieeie sttt ettt sttt be st b e b b e ae et e e bt s he e e e e beeb e eheebesbesbeeneenbesbesreennanaens 5
SECURITY POLICY ..ottt sttt sttt sttt s he e b b he e bbb e s he e b e b e sb e s e et e sbesbe e e e naennas 6
PARTITIONING ACCESS POLICY ...ttt sttt bbb e ne e 6
Exceptionsto the Partitioning ACCESS POIICY ......coveieiiiiiiiiiie et 8
ADMINISTRATOR ACCESS POLICY ..ottt s 8
IDENTIFICATION AND AUTHENTICATION POLICY ..ot 9
FLOPPY DISK SWITCHING POLICY ..ottt sre s 9
ASSUMPTIONS AND CLARIFICATION OF SCOPE ........oootitieeeierie e 10
ORGANISATIONAL SECURITY POLICY ASSUMPTIONS.......ccceiiiierierieeeesie e 10
ENVIRONMENTAL ASSUMPTIONS........coiiiiiitiiieie sttt 11
CLARIFICATION OF SCOPE ........ceiiiitiitiiiieienie sttt sttt se et st e st sae e e b saesae s e e 11
TARGET OF EVALUATION ..ottt sttt sttt sbe s s ne b b sne e sne 12
CLARIFICATION OF TERMINOLOGY .....cciiiiiiiitiniieiinie st see ettt sre e ne e 12
ARCHITECTURE........oi ittt sttt bt b et b e ae et e b b e et e sbesbe s aeebesbesbeenee b e 14
SYSTEM OVERVIEW ...ttt bbb bbb e nee e 14
HARDWARE OVERVIEW ..ottt bbb e 15
SOFTWARE OVERVIEW......ociiiitiiet et s nne e 16
DOCUMENTATION ...ttt sttt sttt sttt sttt st sb e ae e b e sbesbe e e e sbesbesbeeasesbesbesaeenneneeee 17
USER GUIDANCE.........o ittt sttt sttt bbb b bbb b e e et et sbe e e e b nnas 17
ADMINISTRATOR GUIDANCE .......c.ooiiiiitieiesie sttt sb b e e 17
SECUNitY-REIEVANT EVENES.....couiii ettt et et b e 18
VENDOR DOCUMENTS PROVIDED IN SUPPORT OF EVALUATION......ccccovinienieiene, 19
PRODUCT TESTING ... et ittiieeteite st eiee e sttt sttt st sseesbe st sbe e e e besbesbe e e e sbesbesbeessesbesbesaeenneneenes 21
REPLICATED VENDOR TESTING .....cctiiiiiiiriieeenie ettt 22
DetailS Of the TESE SUITE........eoiieiitieieeie e 22
TESE CONFIGUIBLION ...ttt ettt ettt et et e e bt e e saee e sabeesnbeeeabeeesaeeesnneaans 23
Coverage and Depth ANEIYSIS ........coiiiiiiiieii et 24
TESHNG APPrOBCI ...ttt ettt ettt sat e e s abe e s be e e ebe e e sree e snreaaa 25
RESUILS OF VNI TESING. ... teietieeitie ettt see et e e e sae e sane s 25
EVALUATOR TESTING ..ottt sttt bbb s sne e 25
DetailS Of the TESE SUITE.......eoiieiitieiie et 26
TESE CONFIGUIBLION ...ttt ettt ettt ettt et e et e e bt e e shte e sabeesnbeeenbeeesneeesnneaaa 27
Coverage and Depth ANIYSIS ........ooiuiiiiiiiie ettt 28
TESHNG APPrOBCI ...ttt ettt ettt e sate e s abe e s be e e nbe e e saeeesnreaan 29
RESUILS Of VENAOT TESING. ... teietiieitiee ettt et see e st e b e e sae e sane s 29



TABLE OF CONTENTS—- CONTINUED

8 EVALUATED CONFIGURATION. ... coittittiterieriestesteeeestestesiesseessestessesssssessessessssseessessesnsssseses 31
8.1 EVALUATED HARDWARE AND SOFTWARE COMPONENTS......ccoooiiirieene e 31
811 Evaluated Hardware COMPONENES.........c.uiaiieaiieieiee et seie et esbee e sae e sese e ssneesbeesbeeesaeeesaeeas 31
8.1.2 Evaluated Software COMPONENTS. ... ...couiiiiiaiiiieitee ettt et sae e seee e sare e st e sbe e e saeeesaee s 34
8.2 CONFIGURATION AND USAGE NOTES......coci ittt 35
8.21 Required and Allowed Configuration SELtINGS. .......ccoiuieiieerieieie e 35
8.2.2 Evaluated Configuration SEtHINGS.........oueeiiieiiii ettt sae e 38
8.2.3 Non-Evaluated Configuration SEHINGS .........coiveiiieieiiie et 38
8.24 Incorrect Installation of the Evaluated Configuration............cccocueeiieeiennien e 39
8.3 TARGET ENVIRONMENT ...ttt sttt sttt s n e b b sae e nne 39
8.4 RESIDUAL VULNERABILITIES......coi ittt 39
9 RESULTS OF EVALUATION ...ttt ittt sttt sttt st b e sbe st see e s e sbe b sae e e e 41
9.1 SECURITY FUNCTIONAL REQUIREMENTS ..ottt e 41
9.1.1 FDP_ACC.1 Subset ACCESS CONLIOL.......ceciiiiiieeiiiiee e cce s st e srre e e e srre e e s saraeeeaans 41
9111 FDP_ACC.1.1 — Partitioning ACCESS POIICY .....ccoueiiiiieiiiie e 41
9.1.1.2 FDP_ACC.1.1 — Administrator ACCESS POLICY.......ccoceiiiiiiiiieiiee e 42
9.1.1.3 (D] 0100 (= g Tor [ O 42
91131 FDP_ACF.1 — Security attribute based access CONtrol ...........coocveveieiiiieeniee e 42
9.1.2 FDP_ACF.1 — Security Attribute Based Access CONtrol ...........ocoveieieiiieieenien e 42
9121 Partitioning ACCESS POLICY ......couuiiiiiiiii et 43
91211 FDP_ACF.1.1 — Partitioning ACCESS POIICY ......cccueieiiiiiiieiiee e 43
9.1.21.2 FDP_ACF.1.2 — Partitioning ACCESS POIICY .....c.cceiiiiiiiiieiiei e 43
9.1.21.3 FDP_ACF.1.3 — Partitioning ACCESS POIICY .......ccueiiiiiiiiieiiee e 44
91214 FDP_ACF.1.4 — Partitioning ACCESS POIICY .....cccceiiiiiiiiieiiee e 44
9.1.22 AdMINIStrator ACCESS POLICY ... ..co ittt 44
91221 FDP_ACF.1.1 — Administrator ACCESS POIICY .......ciiiiiiiiieiiei e 45
9.1.222 FDP_ACF.1.2 — Administrator ACCESS POIICY .......cioiiiiiiiiiieeeie e 45
9.1.2.23 FDP_ACF.1.3 — Administrator ACCESS POlICY .......ciiiiiiiiieiiei e 45
91224 FDP_ACF.1.4 — Administrator ACCESS PONICY .......ciiiiiiiiieiiii e 45
9.1.2.3 DEPENABINCIES ...ttt b et a b e et e e s abe e e be e e sbee e saee e sabeeenbeeeaees 45
91231 FDP_ACC.1 — SUDSEt @CCESS CONIOL ....cuviviieeieeie sttt nee 45
9.1.2.32 FMT_MSA.3 — Static attribute initialiSation ...........cccceevciee e 46
9.1.3 FDP_ITC.1 Import of User Data Without Security AttribULeS............ooceeveeiiiniiieeeeee, 46
9.131 FDP T C. L Lttt bbb bbbt e b e b b e e he et e st sbeeneenenre s 46
9.1.32 FDP T C. L2 ettt bt b e bt s he bbb e e he e bt sbesneenne e 46
9.1.33 D ] B IO e F TS PP URUURPRTURUPPRPN 46
9.1.34 (D] 01 00 (= g To [ RS URPR 47
9.1.34.1 FDP_ACC.1 Subset aCCeSS COMLIO .....ccciiiiiieiciiee et 47
9.1.34.2 FMT_MSA.3 Static attribute initialiSation...........coocveeeiiciie e 47
914 FIA_UID.2 — User Identification Before Any ACiON.........cooceiiiiiiiiiniee e 47
9.14.1 FLIA_UID.2. L.ttt bbb bbbt s b e s he b st besneene e 47
9.14.2 (D] 0100 (= g Lo [ RSP RURPR 47
9.15 FMT_MSA.1 — Management of Security AttribULES...........coociiiiiiiiie e, 47
9.151 FIMT _IMISALL Lttt et bt bbbt bbb e s he e b e s besbesaeene e 48
9.15.2 (D] 01 010 (= g To [ RSV UURPR 50
9.1521 FDP_ACC.1 — Subset ACCESS CONIOL ......ccviiveeieeiisiisieeee ettt 50
9.15.22 FMT_SMR.1 — SECUNMLY ROIES ...ttt 50
9.1.6 FMT_MSA.3 — Static Attribute INitialiSatioN............coceee i 50
9.16.1 FIMT _IMISA LB L ettt et bbbt bt bbb bt s he et sbesbesaeene e 50
9.16.1.1 FMT_MSA.3.1 — TranSition SEBLE .....ccccevveruirieeierie ettt 51
9.16.1.2 FMT_MSA.3.1— StateS A anU B......ooeeiiiee e 51



TABLE OF CONTENTS—- CONTINUED

9.16.2 FIMT M S A . 3.2, ettt b e e e b e n e e n e 51
9.1.6.3 DEPENABINCIES ...ttt et e b e at e et e e s be e e be e e sbee e saee e sabeeenbeeeaees 52
9.1.6.31 FMT_MSA.1 — Management of security attribUutes...........ccocoeiiiiii i, 52
9.1.6.3.2 FMT_SMR.1 — SECUNLY FOIES......cueiiieiiieiiiee sttt 52
9.1.7 FMT_SMR.1 — SECUNLY ROIES ......cviiiiiiieeieiestee ettt 52
9171 FIMT _SIMRLL L. ettt r et ne e n e e e 52
9.1.7.2 FIMT _SIMRLLZ. et e e n e n e ne e n e e 52
9.1.7.3 (D] 01010 (= g Lo [ RV 52
9.1.7.31 FIA_UID.1 — Timing of 1dentifiCation............ccooiiiiiiiiiiieee e 52
9.1.8 FMT_SMR.3 — ASSUMING ROIES........coiiiiiieieiie ettt 53
9.181 FIMT _SIMRLB. L. ettt bbbt e e n e r e s n e n e e 53
9.1.8.2 (D] 01 010 (= g Tor [ R UURPR 53
91821 FIMT_SMR.1 — SECUNLY FOIES......cueiieeiiiiiiiie ittt 53
9.1.9 FPT_FLS.1 — Fail SECUIE ...ttt 53
9.191 e B T O T TSP PP PP PP PR 53
9.1.9.2 (D] 0100 (= g Lo [ R UR R PR 54
9.1.9.21 ADV_SPM.1 — Informal TOE security policy MOdel..........ccooeiiiiiiiiiiiiee e, 54
9.1.10 FPT_RCV.4 — FUNCLION RECOVENY ..ottt 54
9.1.10.1 FPT _RCV AL ..ot b e e n e n e n e e n e 54
9.1.10.2 (D] 01 010 (= g Tor [ RPN 54
9.1.10.2.1 ADV_SPM.1 — Informal TOE security policy Model ...........cooceeiiiiiiiiiiieniee e 54
9111 FPT_RVM.1 — Non-Bypassahility of the TSP .......cceiiiiiiie e 54
91111 FPT _RVIMLLL ottt n e e n e ne e 54
9.1.11.2 (D] 01010 (= g To [ R RPR 54
9.1.12 FPT_SEP.3 — Complete Reference MONITOL ............cuoiiiaiieeiiee e 55
91121 T _SEP.3 L. 55
9.1.12.2 T _SEP .3 2. e 55
9.1.12.3 T S, 3.3 e 56
9.1.12.4 (D] 01 010 (= g Tor [ RSP RRUPRPR 56
9.2 ASSURANCE REQUIREMENTS ..ottt 56
9.21 ACM_CAP.2 — Configuration [TEMS........cocueiiiiieiiee ettt sbe e 57
9211 EVIdeNCe EIEMENIS oo e 57
9.21.2 Evaluator Action Elements and FINAINGS..........oooiiiiiiiiiiee e 57
92121 UNiQUE VeErsion NUMDEYS......ccouiiiiiieiie ettt ettt ettt e sbe e snee s 57
92122 Labeled With REFEIENCE. ........eiiiieieee e 57
9.21.23 (001110 [U ¢z 1 To] o N1 TSR 57
92124 Description of Configuration Items that Comprisethe TOE .........ccccoovieeiennieeenieeenieenn 60
9.21.25 Method of Unique I dentification of Configuration Items...........cccoveeeiieeien e, 64
9.21.2.6 Unique Identification of Configuration IteMS............ccooiuiiiiiiiii e 65
9.21.2.7 Configuration [temMS EVIAENCE ........c.uii ittt 66
9.2.2 ADQO_DEL.1 — DEliVEry PrOCEAUIES........coivieiiieiteesieesiee ettt ettt sreesreennee 66
9221 EVIdeNCe EIEMENIS oo e 66
9222 Evaluator Action Elements and FINAINGS..........oooiiiiiiiiiiieecee e 66
92221 Description of DEliVery PrOCEAUIES..........uei it 66
92222 Delivery Procedures EVIOENCE. ........coo ittt 67
9.23 ADO_IGS.1 - Ingtalation, Generation, And Start-Up Procedures...........cccceeveeieninecennnnn. 67
9231 EVIdeNCE EIEMENIS oo e 67
9.23.2 Evaluator Action Elements and FINAINGS..........ooiiiiiiiiiiee e 67
9.2321 Description of Installation, Generation, and Start-Up..........ccceeieeeiiiinieenien e 67
9.23.22 Determination of Resulting Configuration ............ccooeiiiieeiieriiee e 68
9.23.23 Installation, Generation, and Start-Up EVIAENCe...........cocoiiiiiiiiiiiiieeeee e 68



TABLE OF CONTENTS—- CONTINUED

9.24 ADV_FSP.1 — Informal Functional SpecifiCation ............cccooueeiiiiieiiiie e 68
9.241 Documentation Included in the Functional Specification............ccocccvviiiiiiiiic i 68
9.24.2 EVIdeNCe EIEMENIS oo e 68
9.24.3 Evaluator Action Elements and FINAiNGS..........coooiiiiiiiiiieeee e 69
92431 Description of the TSF and External INterfaces.........cvevieeiiiiiie e 69
9.24.32 INtErNAlY CONSISEENT ... eeiiiei ettt ettt e e be e e sbe e saee e sabeea 69
9.24.33 Purposes and Uses of External INterfaces. ........coooeioiiiiiiiciieei e 69
9.24331 [SA BUS.... ettt bbb e b bbb bbb bt e bbb e nre e 70
9.24.33.2 IDE BUS— PC...iiti ittt et bbb bt b bbb b e e e 71
9.24.333 IDE BUS = DISK ..c.itiitieiiesie sttt sttt sb et b e sbe et s be bbb b e sne e 72
9.24.334 NEIWOIK CONNECIOIS. ....eeteetieiteesteeste sttt st ettt sb et sb e b e sr e e sr e e sreesreesreenreenreens 72
9.24.335 SEEUP PING/PIUGS. ...ttt sttt b e st b b b ne e nne e 72
9.24.3.3.6 JUMPEE PN, ettt ae e s be e st e e et e e e rbe e e sneeesnneeaa 74
9.24.34 Complete Representation Of the TSF ..o 75
9.24.35 Accurate and Complete Instantiation of TOE Security Functional Requirements........... 76
9.24.6 Functional Specification EVIAENCE .........ooieiiiiieee e 77
9.25 ADV_HLD.1 — Descriptive High-Level DeSIgN.........ccouiiiiiieiiee e 77
9.251 EVIdeNCe EIEMENIS oo e 77
9.25.2 Documentation Included in the High-Level DeSigN ..........coveeiiiiiiieiie e 77
9.25.3 Evaluator Action Elements and FINAINGS..........oooiiiiiiiiiiiec e 77
9.2531 Informal High-Level DeSION ......cc.uiiiiiiiii ettt 78
9.25.3.2 INtErNal CONSISEENCY  ...eeiiiiieiiie ettt ettt ettt b e e st be e s be e e sbe e e sane e sabeeans 78
9.25.33 Structure of the TSF in Terms of SUDSYSIEMS .........ooiiiiiiiiie e 78
9.25.34 Security Functionality Provided by Each Subsystem of the TSF.........cccciiiiiiiienn 78
9.2534.1 MAIN BIOCK. ...ttt b b e 78
9.25.34.2 IDE BIOCK ..ttt sttt bbb bbb b e sre e 79
9.25.343 EEPROM BIOCK ..ottt bbb e 80
9.25.34.4 State MaChINE BIOCK..........eoiiiiiiiiiiiiesee e 82
9.25.35 Underlying Hardware, Firmware, and/or SOftWare...........ccocovvieriiieeniee e 84
9.25.3.6 [dentify All Interfacesto the SUDSYSIEMS..........cuiiiii e 84
9.25.37 Accurate and Complete Instantiation of the TOE Security Functional Requirements......85
9.254 High-Level DeSign EVIOENCE.... ..ottt 86
9.2.6 ADV_RCR.1 — Informal Correspondence Demonstration............ccoceeereeerieeniensieeesiee e 86
9.26.1 EVIdeNCE EIEMENIS oo e 86
9.2.6.2 Evaluator Action Elements and FINAINGS..........oooiiiiiiiiiiiiee e 86
9.26.21 Correspondence DEMONSIFELION. ........ccicuei ittt 86
9.2.6.3 Informal Correspondence BEVIAENCE ..........cooii i 88
9.2.7 ADV_SPM.1 — Informal TOE Security Policy MOE! ..........cccoiiiiiiiiniiceee e 88
9271 EVIdeNCe EIEMENIS oo e 88
9.2.7.2 Evaluator Action Elements and FINAiNGS..........oooiiiiiiiiie e 89
9.27.21 INfOrmMal TSP MOGEL ... bbb 89
9.2.7.22 Description of Rules and CharaCteristiCs..........ouueieiiiiiieeiieeiee e 89
9.2.7.2.3 Consistent and Complete MOE ..........ocoiiiiiii e 89
92724 Correspondence Between TSP Model and Functional Specification.............ccoccevveennee. 91
9.2.7.25 Informal Security Policy MOdel EVIAENCE.........ccoiiiieiiiieii e 91
9.2.8 AGD_ADM.1 — Administrator GUIJANCE .......cccviieeiiiee et e 92
9.281 EVIdeNCE EIEMENIS oo e 92
9.28.2 Evaluator Action Elements and FINAINGS..........cooiiiiiiiiiie e 92
92821 Describe Administrative Functions and INterfaces...........ccocvvvreieie s 92
9.28.2.2 Describe How to Administer the TOE in aSecure Manner ...........cocovvceeeeenieeeecne s 92
9.28.2.3 Warnings About Functions and Privileges that Should Be Controlled.............ccccceeveeee 92



92824
9.28.25
9.28.2.6
9.28.2.7
02828
9.2.9
9291
9.29.2
92921
92922
9.29.23
92924
9.29.25
9.29.2.6
9.2.10
9.210.1
9.2.10.2
9.210.2.1
9.2.10.2.2
9211
92111
9.211.2
921121
9.211.2.2
9.211.2.3
9.2.12
92121
9.212.2
921221
921222
9.212.2.3
921224
9.2.13
92131
9.213.2
921321
9.2.13.2.2
9.2.13.2.3
9.2.14
9.214.1
9.2.14.2
9.214.2.1
9.2.14.2.2
9.2.14.2.3
9.2.14.2.4
9.2.14.2.5
9.2.14.2.6
9.2.14.2.7
9.214.2.7.1
9.214.2.7.2

TABLE OF CONTENTS—- CONTINUED

Assumptions Regarding User BENAVIOX ..........oooueiiiiiiii e 93
Security Parameters Under the Control of the AdminiStrator ...........cccoeeeeieenieenienenne. 93
SeCUNity-REIEVANT EVENES ..ot 93
Consistency Of DOCUMENTALION. ........ueiiieiiiie ettt sre e 94
Security Requirements for the IT ENVIFONMENt ..........cccooieiiiiieiieeiee e 95
AGD_USR.L — USEr GUITBNCE.......cetiiiiieeiesie sttt e e b b sie s b sbe e e nne e 95
EVIdeNCE EIEMENIS oo e 95
Evaluator Action Elements and FiNAINGS..........ooooiiiiiiiiiiieee e 95
User FUNCLIONS and iNTEITACES. ........coieiiiiiieiee e 95
USE Of USE FUNCLIONS.....c.eiiiiiieieiee i 95
Warnings About User Functions and Privileges ..........ocviiiiiiiiiec e 96
USer RESPONSIDIITIES. ......eiiieieeiiei ettt 96
Consistency with Other DOCUMENEALION ........cceieiiiiiiiieie e 96
User Relevant Environmental Security REQUIFEMENES.........c.oovieieniieiiee e 97
ATE_COV.1 — EVIdence Of COVEIAQE......ocuiiiiieiieeiiee ettt ettt e e saea s 97
EVIdeNCe EIEMENIS oo e 97
Evaluator Action Elements and FiNAINGS..........oooiiiiiiiiiiece e 97
Correspondence Between Tests and Functional Specification............ccoccveviiiiennienenne 97
Test CovErage EVIAENCE. .........ciiiiiie e 99
ATE_FUN.1 — FUNCLIONEl TESHING.....eeiteeiiieeitee ettt sbe e saee s 99
EVIdeNCe EIEMENIS oo e 99
Evaluator Action Elements and FINAINGS..........oooiiiiiiiiiiiee e 99
Content of TeSt DOCUMEITEAEION........ccveeiriereesriete ettt 99
Developer Test Documentation EXamination ............cccoveeeiieeiierinee e 100
Test Documentation Examination RESUILS............coveeiiiiiiiienee e 100
ATE_IND.2 — Independent Testing — SampPIe.........ooouiiiiiiiiiieiiee e 102
EVIdenCe EIEBMENIS oo s 102
Evaluator Action Elements and FINAINGS..........ooiiiiiiiiiii e 103
TOE SUItable fOr TESLING ......veeiieiiitiieiie ettt sane e sabe e 103
Equivalent Set Of RESOUICES.......ccoiuiiiiiieiie ettt e b e 103
Test aSUDSEL Of tNE TSF ... .o bbb 105
Verify Test Results for a Sample of TESIS......coo i 106
AVA_SOF.1 — Strength of TOE Security Function Evaluation ..............ccoceevieiennienene 108
EVIdenCe EIEBMENIS oot 108
Evaluator Action Elements and FINAINGS..........ooiiiiiiiiiiee e 108
Minimum Strength LEVE] ..........ooi e 108
Meets or Exceeds Claimed Strength of Function MEtricC..........ococvvieiiniiiiiec e 108
Confirm Correctness of Claimed Strength of FUNCLION ..o 108
AVA_VLA.1 - Developer Vulnerability ANAlYSIS.......ccocoeieiiiiiieeiiie e 108
EVIdeNCe EIEBMENIS oo 108
Evaluator Action Elements and FINAINGS..........coouiiiiiiiiii e 108
Content of Developer’s Vulnerability ANalySiS..........cooiiiiiiiiiiee e 108
Security Threats Addressed by the TOE ... 109
Security Threats Addressed by the Operating ENvironment..............cccoocveeieeenieeniienns 109
Obvious and Residual VUINerabilities...........cooveiiiiieiiiiiiiere s 109
Exploitability of Obvious VUINerabilities...........ocoieiiiiiiiiiieeee e 110
Consistency Of DOCUMENTALION. .........eeiiieiiie ettt be e sae e e sabe e 110
CAFE Lab Vulnerability TESHNG........ccrueueverereeeteteieteeeieeeeeseeeeesesesesesesessesesesesesesesesns 111
ObVIoUS VUINEIabIlItIES ......cveeiieiiee e e 112
Residual VUINErahilities. .........oiiiuiiiieieseee e 113

Vi



TABLE OF CONTENTS—- CONTINUED

10 EVALUATOR COMMENTS/RECOMMENDATIONS ......ooiiiiiriesienieeie et 114
10.1 PRODUCT ENVIRONMENT ..ottt sttt st s sbe e s nne b b siee e e 114
10.2 INDIVIDUAL IDENTIFICATION & AUTHENTICATION ......ooiiiiiiiiirie e 114
10.3 USE OF THE CEM ..ttt ettt b e s sb e b s n b sbe e e nne e 114
TABLES
Table1-1 Security Functional REQUIFEMENLS .........cooiiiiiiieiiee e 2
Table1-2 ASSUraNCe REQUITEIMENTS ......ooiuiiiiiee ittt 2
Table3.1-1 Trangition State ACCESS RUIES........c.eoiiiiiiieeeeeereee e 7
Table3.1-2 State A ACCESS RUIES. ......ooiiiiiciiee e 7
Table3.1-3 State B ACCESS RUIES.......ooiiiiiiiietee e e 8
Table 3.4-1 Floppy Disk Switching Policy RUIES...........ccoceiiiiiiiiieeeee e 9
Table7.1.2-1 Partition ConfigUIalion..........ccocuiiiiiiiei et 23
Table7.1.2-2 SettingS CONfIQUIALION. ... .ceieiiiieiie ettt 24
Table7.1.3-1 Developer Tests Correspondence to Functional Specifications............cccccue... 24
Table7.2.2-1 Partition ConfigUIalion..........ccoceiiiiiie et 27
Table7.2.2-2 SettingS CONfIQUIALION. ... .ceieiiiieiie ettt 28
Table7.2.3-1 Independent Tests Correspondence to Functional Specifications...................... 28
Table7.2.5-1 Overall Test Correspondence to Functional Specifications...........c.ccoceveeeeen. 29
Table8.1.1-1 Evaluated 2iN1 PC™ Card LiSt.......cccoeeeririnieeiese s 32
Table8.1.1-2 Evaluated Elements Complementing the 2in1 PC™ Card..........cccoooeevieerienne 34
Table8.2.1-1 Allowed Configuration SELtINGS.........ccuereiireieriee e 35
Table9.1-1 Security Functional REQUIFEMENES ..........coiiiiiiiieiee e 41
Table9.1.2.1.2-1 Partitioning Access POlICY RUIES............cooiiiiiiiiieee e 44
Table9.1.5.1-1 Administrator Dependant Attributes and Parameters..........cccooeeveeieniienenee, 48
Table9.1.6.1-1 Administrator Selectable Security AttribULES...........ccovieiiiiiee e 51
Table9.2-1 ASSUranCe REQUITEIMENES .....ooiuiiiiiee ettt 56
Table9.2.1.2.3-1 CONLAINEY TTEIMIS. ...c.eiiiieieert et 58
Table9.2.1.2.3-2 Software ElementS DisK L.........coeeieeieereeiee et 58
Table9.2.1.2.3-3 Software EIementS DiSK 2.........coveieiieeiieiiesee e 59
Table9.2.1.2.3-4 Card COMPONENES. ......eteeiieeetee ettt ettt et e e e sbe e saee e sabe e sbeeenbeeesaeeas 60
Table9.2.1.2.4-1 CONLAINEY TTEIMIS. ...ttt 60
Table9.2.1.2.4-2 Software ElementS DisK L.........coeeieeieereeiie e 61
Table9.2.1.2.4-3 Software EIementS DiSK 2.........coveieiieeiieiiesee e 63
Table9.2.1.2.4-4 Calrd COMPONENES. ......eteeiieeetee ettt ettt et e e sbe e saee e sabe e sbeeenbeeesaeeas 63
Table9.2.1.2.4-1 CONLAINET TTEIMIS. ...ttt 64
Table9.2.1.2.5-2 Card COMPONENES. ......eteiiieeetee ettt et e ettt et e e sbe e saee e sabe e sbeeenbeeesaeeas 65
Table9.2.4.3.3-1 UsSes Of the IDE INEITaCE........eoieeieeiee sttt 71
Table9.2.4.3.3-2 SEtUP PING/PIUG USES. ...ttt 73
Table9.2.4.3.3-3 2iN1 PC™ JUMPEY PiNS......ciiitiiiiiieiieeiiee ettt s saee e saee s 74
Table9.2.4.3.5-1 Security Functional Requirements to Functional Specification Mapping.......... 76
Table9.2.5.3.4-1 Administrator Dependant Attributes and Parameters..........cccoceeveiiieniiienenee, 80
Table9.2.5.3.6-1 Interfacesto the BIOCKS .........cooiiiiiiiee e 84
Table9.2.5.3.7-1 Mapping of Functional Specification to High-Level Design ..........cccooceeviene 85
Table9.2.5.3.7-2 Mapping of High-Level Design to Functional Specification ............cccocceevene 86

Vii



TABLES—- CONTINUED

Table9.2.6.2.1-1 Functions to Security Functional Requirements Mapping.........ccceveeereeeriieenne 87
Table9.2.6.2.1-2 Security Functional Requirements to Functional Specification Mapping.......... 87
Table9.2.6.2.1-3 Mapping of Functional Specification to High-Level Design ..........cccooceeiiene 88
Table9.2.6.2.1-4 Mapping of High-Level Design to Functional Specification ...........ccccocceevene 88
Table9.2.7.2.3-1 Mode/Role USe BY POIICIES ........cooiiiiiieiiee et 90
Table9.2.7.2.3-2 Partitioning Access PoliCY RUIES............coociiiiiiiiiee e 90
Table9.2.7.2.3-3 Partitioning Access Policy EXCeption RUIES...........cooiiiiiiiiiiieeeeeeeeee 90
Table9.2.7.2.4-1 Security Policy Model to Functional Specification Mapping............ccceeveeeneeen. 91
Table9.2.10.2.1-1 Correspondence of Developer and Independent Tests to Functional
SPECITICALIONS. ...ttt saee s 97
Table9.2.10.2.1-2 Identification Of DeVEOPEr TESES........veiiiieie et 98
Table9.2.10.2.1-3 I dentification of Independent TESES........ocov i 98
Table9.2.11.2.1-1 Vendor Test DOCUMENEALION .......ccueeiveerieniieriee et 100
Table9.2.11.2.2-1 ATE_FUN.1.1C — Test Documentation Examination ............cccceeeevveeeeeinnnnnn. 100
Table9.2.11.2.2-2 (DY < (0] o= gl = SRR 101
Table9.2.11.2.2-3 INAEPENAENT TESES......eiiteiiiee ettt b e sbe e e sabe e 102
Table9.2.14.2.4-1 Obvious VUINErabilities. ........ceeiiiiieieceee e 109
Table9.2.14.2.4-2 Residual VUINErabilities.........cccoiiiiiiiiesese e 109
Table9.2.14.2.6-1 Vulnerability Mapping ......c.coeieeeiieeiiee et 111
Table9.2.14.2.7-1 Sample Teststo Confirm Developer Vulnerability Test Results..................... 112
Table9.2.14.2.7-1 TSF Tests to Confirm Mitigation of TOE Vulnerabilities............cccoveeniene 112
Table9.2.14.2.7.1-1 Obvious VUINErabilities. .......cceeiiiiieeee e 112
Table9.2.14.2.7.2-2 Residual VUINErahilities........ccceeiiiiiiiiesese e 113
APPENDICES
A ACRONYMS ...ttt bbb bt et e s b s bt e ae e beeaesbe e e e s besbesaeennenbe e A-1
B Evaluation Test Plan for the 2in1 PC™, VErsion 1.21 .......ccccocvieieeieenieeie e B-1
C BIBLIOGRAPHY ..ottt bbb bbb b bt et s be b sae e sne s C-1

viii



SECTION 1

EXECUTIVE SUMMARY

1 PRODUCT OVERVIEW

The Target of Evaluation (TOE) isthe 2in1 PC™ card, the supporting software provided
on the installation floppy diskettes, and the documentation provided as part of the 2inl
PC™ product developed by Voltaire that provides physical separation between two
networks through the use of a hardware based security controller that is embedded on the
2in1 PC™ card. The 2inl PC™ card isinstalled on a single host PC that conforms to the
PC/AT standard and is configured by using the supplied installation diskettes. These
diskettes partition the host PC’s hard disk into three or four separate disk partitions and
allow for the configuration of the security functions on 2in1 PC™ card itself. Oncethe
2in1 PC™ card has been configured, the security controller manages both the PC's
connection between two networks and the access to the PC’s configured disk partitions.
This enables a single PC to securely connect to two physically separated network
connections, while protecting the data stored on the PC’s hard disk(s). Security is
achieved by a state machine that allows the PC to access only the network connection and
disk partition(s) associated with that machine state.

The 2in1 PC™ installation disks partition a PC into two distinct user domains (A and B).
Each of the domains consists of a portion of the hard disk, a network connection, and,
optionally, some other devices (e.g., floppy disk, SCSI interface, etc.). It also provides a
capability for an administrator to set-up and configure the controls necessary to
implement these functions.

The TOE recognises two types of users (roles), users and administrators, and two modes
of operation, work mode and set-up mode. In work mode, there are three user machine
states; A, B, and Transition (T), and four user visible functions that the TSF controls.
They are:

1 Read or write access to disk partitions,

2. Connectivity to networks,

3. Connectivity to other (optional) TSF controlled devices, and

4. Switch user states.

In set-up mode, only the administrator function is recognised and permits the
Initialisation or modification of parameters and configuration information. In this mode,

|/O operations to the hard disk are not monitored and both network connections are
severed. The administrator role is determined through the installation of an internal set-up



plug or the use of an external set-up plug in combination with an internal enabler plug
inserted onto the 2in1 PC™ card. A user isidentified by the absence of a set-up plug.

The TOE has four security policies. The first is the Partitioning Access Policy, which
controls access between users and the protected objects that they access (i.e., disk
partitions, network connections, and other interfaces). The second policy isthe
Administrator Access Policy, which controls write access to the EEPROM. The
EEPROM iswhere many of the security parameters and attributes that are used to control
the Partitioning Access Policy are stored. The third policy is the Identification and
Authentication Policy, which specifies the two user types recognised by the 2inl1 PC™
card. The fourth policy is the Floppy Disk Switching Policy, which controls the access to
the floppy disk drive when switching through the Transition machine state.

The TOE configuration is accomplished using a standard PC that was not evaluated.
The TOE is at the Evaluation Assurance Level 2 (EAL2). The EAL2 assurance
requirements are augmented by an Informal Security Policy Model requirement
(ADV_SPM.1). The TOE was evaluated against the requirements shown in Table 1-1,
Security Functional Requirements, and Table 1-2, Assurance Requirements.

Security Functional Description
Requirement
FDP _ACC.1 Subset Access Control
FDP_ACF.1 Security Attribute Based Access Control
FDP ITC.1 Import of User Data Without Security Attributes
FIA_UID.2 User Identification Before Any Action
FMT_MSA.1 Management of Security Attributes
FMT MSA.3 Static Attribute Initialisation
FMT_SMR.1 Security Roles
FMT_SMR.3 Assuming Roles
FPT FLS.1 Failure with Preservation of Secure State
FPT_RCV.4 Function Recovery
FPT_RVM.1 Non-Bypassahility of the TSP
FPT_SEP.3 Complete Reference Monitor
Table 1-1 Security Functional Requirements
Assurance Requir ement Description
ACM_CAP.2 Configuration Items
ADO DEL.1 Delivery Procedures
ADO I1GS.1 Installation, Generation, and Start-Up Procedures
ADV_FSP.1 Informal Functional Specification
ADV_HLD.1 Descriptive High-Level Design
ADV_RCR.1 Informal Correspondence Demonstration
ADV_SPM.1 Informal TOE Security Policy Model
AGD ADM.1 Administrator Guidance
AGD USR.1 User Guidance
ATE COV.1 Evidence of Coverage
ATE FUN.1 Functional Testing

Table 1-2 Assurance Requirements




ATE IND.2 Independent Testing — Sample
AVA_SOF.1 Strength of TOE Security Function Evaluation
AVA VLA.1 Developer Vulnerability Analysis

Table 1-2 Assurance Requirements (Cont.)

The CAFE Laboratory of COACT, Inc. evaluated the TOE against the security target as
authorised by NSA under its Trust Technology Assessment Program. It was found that
the TOE meets all the requirements defined in the Security Target and should be awarded
acertificate at EAL2.



SECTION 2

IDENTIFICATION

2 |DENTIFICATION

This section provides product identification information.
21 TITLE

Voltaire 2in1 PC™

2.2 PRODUCT VERSION NUMBER

2in1 PC™ Verson 1.21

2.3 VERSION NUMBERS FOR PRODUCT CONTENTS
2in1 PC™ card Version 1.21

Installation Disks Version 1.21

2inl PC™ |nstallation Guide Version 1.21

2in1 PC™ Quick Installation Guide Version 1.21

2in1 PC™ User Guide Verson 1.21

2inl PC™ Application Notes Version 1.21

2.4 EVALUATION ASSURANCE LEVEL (EAL)

Functional and Assurance claims conform to EAL-2 (Version 2 Final of the Common
Criteria, May 1998)

2.5 CONFORMANCE CLAIM

The 2in1 PC™ Version 1.21 TOE is compliant with the Common Criteria, Part 2,
functional requirements specified in the Security Target and listed in Table 1-1.

The 2in1 PC™ Version 1.21 TOE is compliant with the Common Criteria, Part 3,
assurance requirements for EAL2 augmented with ADV_SPM.1, Informal TOE Security
Policy Model. Thisis consistent with the Security Target and the requirements are listed
in Table 1-2.

The 2in1 PC™ Version 1.21 TOE does not claim conformance to any Common Criteria
Protection Profiles (PP) as of the date of the development of this Security Target.



2.6 REGISTRATION

Registration No. TTAP-CC-0004

2.7 KEYWORDS

Multi-level security, COTS, access control, discretionary control, network security,

network security hardware, networked information systems, data security, and
information protection.



SECTION 3

SECURITY POLICY

3 SECURITY POLICY

This section describes the four security policies implemented in the TOE. Two of these
policies are access policies, the Partitioning Access Policy and Administrator Access
Policy. The Partitioning Access Policy controls access between users and the protected
objects that they access (i.e., disk partitions, network connections, and other interfaces).
The Administrator Access Policy controls write access to the EEPROM. The EEPROM is
where many of the security parameters and attributes that are used to control the
Partitioning Access Policy are stored. The other two policies deal with specific
conditions. They are the Identification and Authentication Policy and the Floppy Disk
Switching Policy.

3.1 PARTITIONING ACCESSPOLICY

The Partitioning Access Policy is arole based policy intended to contain a user session to
an authorised environment that includes a network connection, disk partition(s), and other
local interfaces, depending on the local organisational security policy and the
configuration settings set-up by the administrator. This policy applies to both the user
roles and administrator roles, however the administrator is not subject to the rulesrelative
to disk partitions and has no access to the controlled networks.

The subjects of the TOE Security Functions (TSF) are users and processes operating on
behalf of users. The objects are disk partitions, network connections, and control of other
external devices (optional). The operations between subjects and disk partitions are read
and write. The operations between subjects and the other objects (i.e., network
connections and hardware interfaces) are connected or not connected.

The TOE state machine implements three different user states with different access rules.
Within each of these states, accessis controlled to disk partitions, network connections,
and other external devices (optional).

The administrator sets the parameters that control a part of the security policy during the
initial set-up of the TSF. The administrator controllable parameters are:

1 Partition boundaries— A, B, T, and F(configurable — see Section 4);

2. If partition F exists, the access permissions (i.e., Read, Write, Read/Write, or No
access) to partition F from each of the machine states (i.e., A, B, and T);

3. If asecond disk is present in the configuration, the state in which it is available
(i.e, AorB);



4, If access to other interfaces (e.g., floppy disk and SCSI interfaces) are controlled
by the TSF, the state in which they are available (i.e., A, B, !A, or IB).

(Note: 'A means available in all states except A. 'B means available in all states except
B. Either of these provides for the device to be available during the Transition state.
Devices connected through !A or !B are also available in set-up mode.)

Table 9.1.5.1-1 lists al of the administrator dependent attributes and parameters.

Table 3.1-1 shows the access rules enforced in the Trangition state (i.e., state T).

Objects Allowable Access By Subjects
Four separate disk partitions
Functional Selectable* (Default — No access)
B No access
Transition Selectable* (Default — Read only)
A No access
Two network connections
B No connection
A No connection
Other hardware interfaces (e.g., Floppy and SCSI interfaces) — as configured
A No connection
1A Connected
B No connection
B Connected

* Access permissions as defined by the administrator.

Table3.1-1 Transtion State Access Rules

The Trangition state is considered to be secure because it allows no network connectivity,
no accessto the A, B, or F disk partitions, read only accessto the Transition disk
partition, and access only to other connected devices that are connected through the !A
(Not A), or IB (Not B) jumper pins. A PC with the TOE installed (without the set-up
plug installed on the 2in1 PC™ card), that has been shut down for any reason will always
boot up into the controlled Transition state, where the environment is trusted and cannot
be altered by either a user or an intruder. Table 3.1-2 shows the access rules enforced in
user state A.

Objects Allowable Access By Subjects

Four separate disk partitions

Functional Selectable* (Default — Read only)

B No access

Transition No access

A Read/Write
Two network connections

B No connection

A Connected

Table 3.1-2 State A Access Rules




Objects |

Allowable Access By Subjects

Other hardware interfaces (e.g., Floppy and SCSI interfaces) — as configured

A Connected
1A No connection
B No connection
B Connected

* Access permissions as defined by the administrator.

Table3.1-2 State A Access Rules (Cont.)

Table 3.1-3 shows the access rules enforced in user state B.

Objects Allowable Access By Subjects
Four separate disk partitions
Functional Selectable* (Default — Read/\Write)
B Read/Write
Transition No access
A No access
Two network connections
B Connected
A No connection
Other hardware interfaces (e.g., Floppy and SCSI interfaces) — as configured
A No connection
1A Connected
B Connected
B No connection

* Access permissions as defined by the administrator.

Table 3.1-3 State B Access Rules
3.1.1 Exceptionsto the Partitioning Access Policy

When the administrator has identified himself by inserting the set-up plug into the 2inl
PC™ card the following exceptions are made to the Partitioning Access Policy:

1 Unconditional accessis allowed to all disk partitions. Typically, the administrator
accesses only partitions associated with the partition he is booted from, but that
access is not monitored or controlled by the TSF.

2. No network connections are allowed.

3. Other device connections are allowed for devices associated with 'A (Not A) or
IB (Not B), and disallowed for devices associated with A and B.

4, Always boot into A, boot into T is bypassed.

3.2 ADMINISTRATOR ACCESSPOLICY

The Administrator Access Policy provides the rules for write access to the EEPROM,
where many of the security parameters and attributes that are used to control the



Partitioning Access Policy are stored. Other dynamic parameters, such as the current
machine state, are stored in the Altera chip.

The Administrator Access Policy is arole-based policy intended to limit write access to
the EEPROM to administrators. Like the Partitioning Access Policy, the subjects are
users and processes operating on behalf of users, but the only object isthe EEPROM and
the only controlled operation is write. The Administrator Access Policy isvery smple;
administrators may write to the EEPROM, users may not.

3.3 IDENTIFICATION AND AUTHENTICATION POLICY

Another security policy covers identification and authentication. The TOE identifies only
user roles (i.e., user and administrator), not users as individuals. By definition, any
individual operating without the set-up plug in place is a user. Also by definition, any
individual operating with the set-up plug in place is an administrator.

3.4 FLOPPY DISK SWITCHING POLICY

The final policy enforced by the TOE has to do with state switching after DMA2 activity
has been detected. This detection is performed by the DMA controller receiving DMA2
activity fromthe ISA bus only. Since PCI devices do not interface with the DMA
controller, their operation is not monitored by the TSF. The Floppy Disk Switching
Policy statesthat, in the Transition state, once DMA2 activity has been detected, the state
machine may not change without a reboot from the hard drive. Table 3.4-1 shows the
rules enforced by the Floppy Disk Switching Policy.

State DMAZ2 Activity Switching Allowed
Detected
T No Yes
T Yes No

Table 3.4-1 Floppy Disk Switching Policy Rules



SECTION 4

ASSUMPTIONS AND
CLARIFICATION OF SCOPE

4 ASSUMPTIONSAND CLARIFICATION OF SCOPE

This section provides information about assumptions regarding organisational security
policy and the operating environment used in the evaluation of the TOE, clarification of
the scope of the evaluation, and clarification of some terminology used either by the
vendor or the evaluators.

4.1 ORGANISATIONAL SECURITY POLICY ASSUMPTIONS

The following organisational security policies are beyond the scope of the Target of
Evaluation (TOE) and were assumed to be implemented in the evaluation:

1. Users must be identified and authenticated before access to the TOE can be
granted.
Rationale: In some environments, identification and authentication mechanisms
may be required and therefore must be supplied by the operational environment,
asthe TOE only requires identification for administrator privileges.

2. Administrators of the system will be adequately trained, enabling them to
effectively implement organisational security policies.
Rationale: Administrators are expected to use I T resources and information in
accordance with the organisational security policy. In order for thisto be
possible, administrators must be adequately trained to understand the purpose
and need for security controls, and to be able to make secure decisionswith
respect to their discretionary actions.

3. Theorganisation’s T resources must be used only for authorised purposes.
Rationale: In conjunction with the TOE environment, users must ensure that the
organisation’s information technology is not used for unauthorised purposes.

4. Theorganisation’s|T systems must be implemented and operated in a manner
that represents due care and diligence with respect to any risksto the organisation.
Rationale: It isimportant that the level of security afforded the IT sysembein
accordance with what is generally considered adequate within the business or
government sector in which the organisation is placed.

10



4.2 ENVIRONMENTAL ASSUMPTIONS

The specific conditions listed below are assumed to exist in the TOE environment.
These assumptions include both practical realities in the development of the TOE security
requirements and the essential environmental conditions on the use of the TOE.

1. The operating systems and supporting software stored in the Transition, A, and B
disk partitions are not relied upon for security functionality.
Rationale: These components are beyond the scope of the TSF.

2. Usersof the TOE are trusted not to modify the hardware configuration.
Rationale: Personnel security and determination of trusted usersis beyond the
scope of the TOE.

3. The TOE will be located in a controlled environment (i.e. basic physical security
is assumed to prevent modification of the system hardware / software).
Rationale: Physical security of the host systemis beyond the scope of the TOE.

4. The Personal Computer (PC) platform fully complies with the PC/AT standard
and uses an IDE controller for the primary system disk.
Rationale: Standard compliance of the host systemis beyond the scope of the
TOE.

4.3 CLARIFICATION OF SCOPE

Administrator set-up software is not a part of the TSF and is not used in work mode. It
exists on the 2in1 PC™ installation disks and should never be left available to a user. The
administrator must use physical and procedural means to protect these disks. The first
disk is a bootable floppy disk that will run only in set-up mode (i.e., with the
administrator set-up plug installed on the 2in1 PC™ card).

Thereisa“SWITCH” process present in each machine environment (i.e., machine states
A, B, and T, loaded with whatever TOE compatible operating system is loaded in their
disk partitions). This“SWITCH” process is executed when the user initiates it, either by
clicking the icon or by invoking the “SWITCH” command, depending on the operating
system and/or user choice. The “SWITCH” process notifies the TOE of itsintent to
change user states on the next reset signal, and then causes areset signal to be sent. This
processis not part of the TSF. This processis provided for the convenience of the user,
but the user could choose to provide the same functionality himself. The user interface to
the TSF, for the purpose of a state change, is the combination of the two events from the
user. If the user does not initiate the events, or initiates only one of the events, the state
change does not occur and the user is left in his present state.

The TOE must be installed on a PC/AT compatible system with an IDE controller for the
primary system drive. It does not rely on this system for any security functionality, and it

11



does not claim to provide any security functionality for any system that does not meet
these standards.

4.4 TARGET OF EVALUATION

The TOE isthe 2in1 PC™ card, the supporting software provided on the installation
floppy diskettes, and the documentation provided as part of the TOE developed by
Voltare.

45 CLARIFICATION OF TERMINOLOGY

In this evaluation, the following terms and phrases have a specific meaning that may
differ somewhat from common usage.

Control Accessto External Devices (e.g., floppy disk and/or SCSI interface) — Access
control to external devicesis provided by controlling the passage of a control signa (e.g.,
“device ready” for the floppy disk) on the device ribbon cable. The wire carrying the
control signal is physically interrupted and taken from the ribbon cable and connected to
jumper pins on the 2in1 PC™ card. From the input jumper pin, the connection is routed
through an electro-mechanical relay to the output jumper pin. Accessis controlled to the
device by allowing or not allowing the control signal through the electro-mechanical
relay. No other command, address, or data line on the device cable is monitored by the
TSF. By PC standard convention, the interface will not recognise any command, address,
or data present on the device cable until the control signal is received.

Optional — The internal enabler plug, external set-up plug, and the cables provided to
control external devices are additional elements that were not included as part of the
TOE. These additional elements were ordered from the developer and their functionality
was evaluated to verify that the jumper pins on the 2in1 PC™ card do provide the ability
to control external devices and that the combination of the internal enabler plug and the
external set-up plug is an equivalent to the internal set-up plug.

Detect Floppy Disk Usage — Floppy disk usage is associated and is based on the detection
of DMA2 (DRQ2) signals on the | SA bus. This detection is performed by the DMA
controller receiving DMAZ2 activity from the ISA bus only. Since PCI devices do not
interface with the DMA controller, their operation is not monitored by the TSF.

Control Accessto Networks— Access control to networks is provided by controlling the
passage of the network connection through two electro-mechanical relays. Both relays
must be closed for the network connection to be made.

Secure/Public — Various developer documents refer to the user (i.e., work mode) states,
aswell as disk partitions, network and external device connections, as “Secure” and
“Public”. These terms are merely labels the developer uses for the machine states and the
protected assets associated with them. In this context, the term “Secure” does not imply
that there is any inherent security associated with it. Some of the developer
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documentation, and in thisreport, “ A” and “ B” have been used in lieu of “Secure” and
“Public.”

Disk Partitions — the 2in1 PC™ installation disks use POWERQUEST Partition Magic to
partition the hard disk into either three or four partitions. The 2in1 PC™ card storesthe
partition boundary addresses of each of the partitions and controls access to the partitions
based on these boundaries. The partitions are:

1. A-Thisisauser accessible disk partition associated with and available in
machine state A. This partition is the first partition on the hard disk, starting at
physical address 0,0,1. Whenever the TOE trangitionsinto state A, the PC is
rebooted from disk partition A. The A partition is not accessible in statesB or T.

2. B-Thisisauser accessible disk partition associated with and available in
machine state B. Whenever the TOE transitions into state B, the PC is rebooted
from disk partition B. The B partition is not accessible in statesA or T.

3. T —Thisdisk partition is associated with and available in machine state T. The
default access permission for the T partition is read only, but may be changed by
the administrator. Whenever the TOE transitionsinto state T, the PC is rebooted
from disk partition T. The T partition is not accessible in states A or B.

4. F - Thisisaconfigurable user accessible disk partition that is not automatically
associated with or available in any machine state. It isintended to provide a
controlled way of passing information between machine states A and B. If this
disk partition is desired on a particular instantiation of the TOE, the administrator
must set-up the access rules for it. The default access rules for the F disk partition
are read only from state A, read/write from state B, and not accessible from state
T. Assuming that state A isamore restrictive (e.g., higher) security level than
state B, the default access rules would provide the ability for B to write up,
through the F partition, to A. It would prevent awrite down from A, through F, to
B.

13
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ARCHITECTURE

5 ARCHITECTURE

This section describes the TOE architecture.
5.1 SYSTEM OVERVIEW

2in1 PC™ isan ISA PC card that is confined to a single host, intended to interface with a
networked environment. It provides the ability to connect a host PC to two physically
separate networks while providing secure connectivity to each network and data
protection for each network by monitoring access to the host’s hard disk partitions. This
separation of networks and data defines the operating states that the TOE can operateiin,
i.e. Secure (A), Public (B) or Transition. These states are defined as:

1. Secure (A) — When the host PC is running in the Secure (A) operating state,
connection is only made to the secure network. Access to the Secure (A) disk
partition is allowed, access to the Functional disk partition is configurable (i.e.
Read-only, Read/Write or No Access) and access to the other disk partitionsis
denied (i.e. the Transition and Public (B) disk partitions).

2. Public (B) — When the host PC is running in the Public (B) operating state,
connection is only made to the public network. Access to the Public (B) disk
partition is allowed, access to the Functional disk partition is configurable (i.e.
Read-only, Read/Write, or No Access) and access to the other disk partitionsis
denied (i.e. the Transition and Secure (A) disk partitions).

3. Transtion — When the host PC is running in the Transition operating state, al
network connections are severed. Access to the Trangition partition is
configurable (i.e. Read-only or Read/Write access), access to the Functional disk
partition is configurable (i.e. Read-only, Read/Write, or No Access) and access to
the other disk partitionsis denied (i.e. the Secure (A) and Public (B) disk
partitions). The host PC is booted into the Trangition state when the PC is
powered on, when switching between the Secure (A) and Public (B) operating
states and when the PC has been rebooted.

The TOE provides separation between the Secure and Public network connections and
protects from access to disk partitions not related to the current operating state. Each of
the two network connections are controlled by two electromechanical relays and these
relays control the connectivity to each network based upon the current operating state
stored in the Altera chip on the 2in1 PC™ card. The current operating state stored in the
Altera chip also restricts access to the PC's hard disk partitions. The restrictions for hard
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disk access in each operating state is read from the EEPROM during the beginning of
each boot process. Once these access restrictions are stored in the Altera chip, al IDE
traffic isfiltered based upon the partition borders it read from the EEPROM. Traffic that
is alowed based on the disk borders for the current operating state is allowed to pass.
Traffic that is not alowed based on the disk borders for the current operating state is
denied. The 2in1 PC™ card also provides the ability to control the accessto periphera
devices. Thisis performed by purchasing an optional device cable available from
Voltaire and then connecting the severed line on the cable to the jumpers on the 2inl
PC™ card. Accessfor up to two devices can be controlled by the 2in1 PC™ card (details
of the jumper connections are located in Section 3.1 Partitioning Access Policy). Finally,
when configuring the 2in1 PC™ card, the TOE provides the administrator the ability to
install other software into the Transition partition. This software could include

| dentification and Authentication (I&A) mechanisms to prevent a user from being able to
boot the PC into the Secure (A) or Public (B) operating states until the I& A has been
successfully verified.

5.2 HARDWARE OVERVIEW

2inl PC™ isan ISA dot PC card that provides the ability to monitor access to one or two
IDE-ATA compatible hard drives on the host PC. The monitoring of disk accessis
performed by filtering all traffic on the IDE bus based upon the borders for each partition
that the current operating state is restricted by. These borders are enforced for all of the
disk partitions created after the installation of the TOE (i.e. Secure (A), Public (B),
Trangition and the configurable Functional disk partitions). Other TOE hardware used
during the evaluation are identified as:

1. Internal set-up plug — included as part of the TOE to enable user identification to
configure the card’s Security Functions. Usersthat have the internal set-up plug
are defined as an administrator. Usersthat do not have the internal set-up plug are
defined as a user.

2. Interna enabler plug — optional device used in conjunction with the external set-
up plug to enable user identification to configure the card’s Security Functions.
This device would remain on the 2in1 PC™ card and inserting the external set-up
plug would then provide the same functions as if the internal set-up plug were
installed. Usersthat have the external set-up plug are defined as an administrator.
Usersthat do not have the external set-up plug are defined as a user.

3. Externa set-up plug — optional device used in conjunction with the internal
enabler plug to enable user identification to configure the card’s Security
Functions. This device would be inserted into the external jack on the 2in1 PC™
card and would provide the same functionality offered by inserting the internal
set-up plug (Note: the internal enabler plug must also be installed on the 2inl
PC™ card). Usersthat have the external set-up plug are defined as an
administrator. Usersthat do not have the external set-up plug are defined as a
user.
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4. 'Y cable— included as part of the TOE to provide the connectivity from each of the
networks connected to the 2in1 PC™ card to the Network Interface Card (NIC)
on the host PC.

5. Two IDE cables— included as part of the TOE to connect the hard disk(s) to the
2in1 PC™ card and the 2in1 PC™ card to the IDE controller.

6. Floppy disconnection cable — optional device used to verify the disabling of the
ability to send datato afloppy disk for each of the PC operating states (i.e.
Trangition, Secure (A) and Public (B)).

5.3 SOFTWARE OVERVIEW

The TOE includes software that is provided on diskettes one and two of the installation
software. This software was used during the installation and reconfiguration of the 2inl
PC™ card. The detalils of the software components on the installation diskettes are
defined in Section 9.2.1 ACM_CAP.2 Configuration Items. The details of other software
used during the independent testing are defined in Section 9.2.12 Independent Testing —
Sample.
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SECTION 6

DOCUMENTATION

6 DOCUMENTATION

This section describes the user and administrator guidance documents and lists all of the
documentsthat Voltaire provided to support this evaluation.

6.1 USER GUIDANCE

The User Guidance describes the Switching and Data Transfer functions permitted to the
user. It also provides a description of the necessary actions and expected results when
using the appropriate keyboard or mouse inputs for the Windows 95/98/NT 4, Windows
3.11/NT 3.51, MS-DOS, and Linux/SCO operating systems. (Ref. Voltaire 2in1 PC™
User Guide)

The User Guidance describes the two basic functions provided for the user when using
the TOE. The Switching function enables the user to switch between the A and B
machine states as required. The Data Transfer function is an option which alows the
transfer of data from one machine state to another and will normally be only possible in
one direction, e.g., data could be copied from machine state B to A but not from A to B.
The configuration of the parameters for these functions is done by the administrator
during installation of the TOE and cannot be accessed or modified by the user. The User
Guidance also provides a description of the necessary actions and expected results when
using the appropriate keyboard or mouse inputs for the Windows 95/98/NT 4, Windows
3.11/NT 3.51, MS-DOS, and Linux/SCO operating systems.

6.2 ADMINISTRATOR GUIDANCE

The Administrator Guidance is contained in the 2in1 PC™ Installation Guide and is
supplemented by 2in1 PC™ Application Notes. The administrator function isinvoked in
the set-up mode through the use of an internal or external set-up plug as applicable.

The Administrator Guidance provides a detailed overview of the TOE security
functionality available to the administrator in the set-up mode. It also provides step-by-
step set-up mode procedures, configuration settings, and descriptions of the necessary
actions and expected results when using the appropriate keyboard or mouse inputs for the
Windows 3.1/95/NT, and MS-DOS operating systems.

The Administrator Guidance describes the use of security parameters and their secure
values as appropriate. The administrator controls parameters for the following functions:
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1. Configuring the 2in1 PC™ card

ap o

Custom names for the state machines

Disk space alocated to the A, B, and Functional partitions
Size of A and/or B partitions

Access to the Functional partition from the A, B, and Trandition state
machines

Transition settings

1) Power-up mode

Advanced settings

1) Reset signal

2) Network mode

3) Second hard drive

4) Forced shutdown

2. Installing Special Software to the Transition Area
a.  Writing to the appropriate batch file

3. Installing a Reset Cable, if necessary

4. General Hardware Dependent Settings (Application Notes)
a. BIOS Settings

b.
C.

Hard Disk Settings
Specific Platform Dependent Settings

6.2.1 Security-Relevant Events

The Administrator Guidance provides detailed descriptions and procedures for security-
relevant events. Specifically, the following security-relevant administrative functions are

described.

1 Changing to the 2in1 PC™ Set-up Mode
a. Internal Set-up
b. Externa Set-up

2. Configuring Your 2inl1 PC™

3. Completing the Installation Flow

4, Installing Operating Systems

5. Installing 2inl PC™ Drivers

6. Working with the 2in1 PC™

a. Switching Machine States (rebooting)

b.

Shutting Down the 2in1 PC™ System
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7. Reconfiguring, Reinstalling or Removing the 2in1 PC™ Card
8. Installing Special Software or Re-installing an Operating System

9. Advanced Configurations
a. Dual Disk Configuration
b. Configuring an Extended Partition in Windows NT

10.  Application Notes

General Hardware Dependent Settings
Chip Sets

BIOS Settings

Hard Disk Settings

Specific Platform Dependent Settings

PaepoTe

6.3 VENDOR DOCUMENTS PROVIDED IN SUPPORT OF EVALUATION

The following is alist of documents provided by the vendor in support of this evaluation
(the numbering system used for each document is defined as, digits one and two represent
an EAL-2 level evaluation; digits three through six define the month and date the
document was delivered to the evaluation lab; digits seven through nine define the
specific control number assigned to every document; and the bracketed numbers identify
the document as being revision one, revision two, and so on).

E20598004 — 2in1 PC™ Physical Data Security

E20598005 — 2in1 PC™ Security Claims

E20698006 — 2in1 PC™ Administrative Rights

E20698007 — 2in1 PC™ Security Palicy

E20698008 — 2in1 PC™ Flow Policy

E20698009 — 2in1 PC™ Hardware Design

E20698010 — 2in1 PC™ Terminal Map

E20598011 — 2in1 PC™ Product Approval Tests

E20598012(2) — 2in1 PC™ Software Design Document (Windows 3.11 — DOYS)
E20598013 — 2in1 PC™ Software Design Document (Windows NT)
E20598014 — 2in1 PC™ Software Design Document (Windows 95)
E21098015 — 2in1 PC™ Software Design Document (Windows 98)
E21098016 — 2in1 PC™ System Devel opment Plan

E21098017 — 2in1 PC™ Platform Qualifications Summary
E20598018(2) — 2in1 PC™ Platform Tests Description
E20598019(2) — 2in1 PC™ Install White Box Tests Sheet
E20897020 — 2in1 PC™ Code Documentation

E20898021 — 2in1 PC™ Hardware Failure

E20898022 — 2in1 PC™ New Version Tests

E20398023 — 2in1 PC™ White Paper

E20598024 — 2in1 PC™ System Design Document

E20498025 — 2in1 PC™ SPOCK Presentation
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E20198034 — 2in1 PC™ |DE Tests — Source Code

E21198035(4) — 2in1 PC™ Informal Security Policy Model

E20698036(3) — 2inl PC™ Hacking Tests

E21198037 — Preliminary Evaluation of 2in1 PC™

E21198038 — 2in1 PC™ Operating System QA Test

E21198039(2) — Evaluation of 2in1 PC™ Installation Guide, Version 1.21
E21198040(2) — 2in1 PC™ Vulnerability Analysis

E21198041(3) — 2in1 PC™ Configuration Items

E21198042(3) — 2in1 PC™ Functional Testing

E21198043(2) — 2in1 PC™ Tests Coverage

E21197044 — 2in1 PC™ Product Requirements Document

E21198045(3) — 2in1 PC™ Delivery Procedure

E21198046 — 2in1 PC™ User Guide

E21198047(2) — 2in1 PC™ Mapping of Assurance Elements

E21198048 — 2in1 PC™ Claims

E21198049 — 2in1 PC™ Relay Information

E21298050 — 2in1 PC™ Software Components

E21298053 — 2in1 PC™ Transition partition

E21298054(4) — 2in1 PC™ Functional Specifications

E21298056 — 2in1 PC™ Addendumto the 2in1 PC™ — Ingtallation Software
E21298057 — 2in1 PC™ |DE Tests — Output

E21298058 — 2in1 PC™ Addendumto the 2in1 PC™ — The Transition partition
E21298061 — 2in1 PC™ Updates to the SYD EEPROM Mapping Section
E21298062 — 2in1 PC™ Application Notes

E21298063 — 2in1 PC™ |nstallation Guide

E21298064 — 2in1 PC™ Quick Installation Guide

E21197065 — 2in1 PC™ |0 Protocol Tests

E20199066 — 2in1 PC™ Addendum to the 2in1 PC™ — System Design Document
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SECTION 7

PRODUCT TESTING

7 PRODUCT TESTING

The Common Criteria, Part 3: Security assurance requirements, Section 13, Class ATE:
Tests, identifies the families of the “Tests’ class and describes what the testing is
intended to accomplish. Specifically, “Testing helps establish that the TOE security
functional requirements are met. Testing provides assurance that the TOE satisfies at
least the TOE security functional requirements, although it cannot establish that the TOE
does no more than what was specified...” It also states that “The emphasisin this classis
on the confirmation that the TSF operates according to its specification. ...”

The developer’s test documentation was checked and examined in accordance with the
ATE_FUN.1C requirements identified in Section 9.2.11.1. The 2in1 PC™ functional test
documents were developed to meet the content and presentation of evidence elements for
ATE_FUN.1.

The developer test documentation included a test plan that provided enough information
to fully satisfy the ATE_FUN.1, Functional Testing, element. The 2in1 PC Functional
Testing document clearly identifies the test approach and goals in the introductory section
and provides a detailed analysis near the end of the document. The content of this
document was reviewed by the evaluators and a selection of tests was made to be verified
in section 9.2.12 ATE_IND.2 Independent Testing — Sample. Furthermore, the
Evaluation Test Plan for the 2in1 PC™ was created to satisfy the ATE_IND.2
requirement. This document identifies the vendor tests that were selected and
independent tests developed by the evaluators to confirm the TSF enforcement. These
two test suites were identified by the evaluators to verify the validity of the developer’s
functional testing and provide correspondence to the functional specifications. Voltaire
provided detailed test procedures for functional tests that could be replicated and verified
by the evaluators, see Table 9.2.11.2.2-2. The second suite of tests was independently
developed and performed by CAFE Lab evaluators, see Table 9.2.11.2.2-3. All of the test
descriptions and results are contained in the Evaluation Test Plan for the 2in1 PC™,
Version 1.21.

The EAL 2 assurance that the TOE satisfies the security functional requirementsis
provided by analysis of all of the applicable Class ATE elements, i.e., ATE_COV
(Evidence of Coverage), ATE_IND (Independent Testing - Sample), and ATE_FUN
(Functional Testing). The evaluators determined that all of the elements were satisfied
through a combination of developer test documentation, the CAFE LAB Evaluation Test
Plan for the 2in1 PC™, Version 1.21 and the tests performed and documented by the lab.
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7.1 REPLICATED VENDOR TESTING

This section describes the vendor testing.

7.1.1 Details of the Test Suite

The platform used during the TOE vendor testing is defined as:

Computer: Twinbrook Systems, Intel 200Mhz Pentium-MM X
Mothercard: TX Chipset
Hard Disk: Seagate hard disk; model ST31720A, 1,705MB
BIOS Information: Award Modular BIOS Version 5.41PGM / Award Plug and
Play BIOS Extension V1.0A
|SA Slot Cards: Voltaire 2in1 PC™, Version 1.21
Generic PIC Combo Network Interface Card (NIC)
Generic 16Bit SoundBlaster Compatible Sound Card
Diamond Stealth 4MB PCI Video Card / 3D 2000 Pro
Generic 33.6K Compatible Modem
Other: 32 MB SDRAM
24X LG CD-ROM Model CRD-8240B
Generic 3.5” 1.44MB NEC Hoppy Diskette Drive
512K L2 Pipeline Burst Cache
Operating System Used for Evaluation: DOS 7, Windows 95
2inl PC™ Drivers: Operating System Dependent
Other Software: 2in1 PC™ Configuration Information from the 2in1 PC™
Installation Diskettes, Version 1.21 (2 Disks)

The test suite used during the execution of the vendor performed tests included:

1.

2.

Twinbrook Systems, Intel 200Mhz Pentium-MMX — provided by the testing lab.

Fluke 75 Multi-meter — provided by the testing lab to evaluate the network
connectors for test VTO03 in the Evaluation Test Plan for 2in1 PC™, Version 1.21.

lIr.exe — source code was provided by the vendor and then compiled by the
evaluation lab to test the low-level read access to the hard disk based on Cylinder,
Head, Sector (CHS) and Logic Block Addressing (LBA) schemes. This
application was used in test VTO6 located in the Evaluation Test Plan for 2inl
PC™, Version 1.21.

rwe2.exe — source code was provided by the vendor and then compiled by the
evaluation lab to test the read and write permissions to the EEPROM on the 2inl
PC™ card. This application was used intests VTO01 and VTO3 located in the
Evaluation Test Plan for 2in1 PC™, Version 1.21.
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5.

diskedit.exe (Norton) — provided by the vendor to read/write to specific addresses
onthe hard disk. This application was used in test VTO5 (first and second sub-
tests) located in the Evaluation Test Plan for 2in1 PC™, Version 1.21.

The specific test details for the vendor tests performed are presented in Appendix A of
the Evaluation Test Plan for 2in1 PC™, Version 1.21. Other applications installed on the
system as part of the installation process (ref. 9.2.3 ADO_IGS.1 Installation, Generation,
and Start-Up Procedures) were also used during the vendor testing. These applications

WEere:

1.

sense.exe — provided by installed files that were loaded onto the PC from
installation disk 1. This application enables the administrator to verify that the
configuration settings stored on the EEPROM have not been modified. A valueis
displayed in hexadecimal and reflects the current configuration settings, therefore
any changes to the EEPROM’s configuration will result in a different value being
displayed. Thisapplication also displays the card’s current working state (i.e.
Secure (A), Public (B), or Transition).

report.exe — provided by installed files that were loaded onto the PC from
installation disk 1. This application generates a report of the hard disk
configuration (i.e. defining borders for each disk partition). This application
works in conjunction with report.bat.

report.bat — provided by installed files that were loaded onto the PC from
installation disk 1. This application executes report.exe and redirects the output to
the display screen. This batch file was edited during the evaluation and renamed
report2.bat so that the output could be redirected to afile for printing. The output
of thisfile was used as a reference for other tests that were executed and is located
after test VTO2 in the Evaluation Test Plan for 2in1 PC™, Version 1.21.

7.1.2 Test Configuration

The TOE was properly installed and configured in accordance with the steps provided in
the 2in1 PC™ Installation Guide. The configuration settings made during these steps are
defined in the following tables.

Partition Drive Total Primary Extended File Accessto
% MB MB MB System Functional
Functional 3 49 FAT
Secure (A) 60 950 950 FAT Read Only
Public (B) 37 592 592 FAT Read/Write
Transition 9 FAT No Access
Total: 100% 1600 MB

Table 7.1.2-1 Partition Configuration
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Transition Settings Advanced Settings
Power-Up Mode: Menu Reset Signal Advanced
Network Mode 2inl PC™
2"7HD (if exists) A only
Force Shutdown No

Table 7.1.2-2 Settings Configuration

Changes to the TOE configuration identified in the Tables above were performed for the
following vendor tests:

1. VTO5 (First Sub-test) — The TOE configuration was modified by changing the
access to Functional to ‘Read Only’” when the PC is running in the Public (B) disk
partition. This modification was performed to replicate the vendor supplied test
procedures.

2. VTO5 (Second Sub-test) — The TOE configuration was modified by changing the
access to Functional to ‘No Access when the PC is running in either the Secure
(A) or Public (B) disk partition. This modification was performed to replicate the
vendor supplied test procedures.

3. VT06 — The TOE configuration was modified by changing the accessto
Functional to ‘No Access when the PC is running in either the Secure (A) or
Public (B) disk partition. This modification was performed to replicate the
vendor supplied test procedures.

7.1.3 Coverage and Depth Analysis

The developer test documentation evidence was evaluated as to the relevance of the
identified security functions to be tested (ref. 9.2.11 ATE_FUN.1 Functional Testing).
The selection of the developer tests was based upon a requirement to verify developer
functional testing (see Section 9.2.11.2.3 Describe Scenarios) and correspondence to the
tests mapped to the 2in1 PC™ Functional Specification. With the confirmation of
developer tests performed by the evaluators, a portion of the security functions within the
TSC has been tested. Details of the vendor testing coverage are defined in Table 7.1.3-1
Developer Tests Correspondence to Functional Specifications.

Functional Specification Developer Tests

1) Allow the setting up and configuration of the
2inl PC™ attributes.

2) Provide storage for configuration data VTO1
(including card configuration and MBRS).

3) In WORK mode, provide a state machine with
three distinct states of operation: A, Band T
(Transition).

Table 7.1.3-1 Developer Tests Correspondence to Functional Specifications
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Functional Specification Developer Tests

4) In WORK mode, provide a different MBR for
each security state during boot.

5) In WORK mode, control accessto disk VT05
partitions based on the current security state and VTO06
the access security policy.

6) In WORK mode, control access to networks VT02
based on the current security state and the access | VT04
security policy.

7) In WORK mode, control the flow of state
changes.

8) Clear the PC's RAM during the Transition Note: Thisfunction is not within the TSF.
date.

9) In WORK mode, monitor accessto the floppy VTO7
disk during the Transition state and prevent state
switching upon detection thereof.

10) In WORK mode, control accessto external
devices such asfloppy drives and SCS disks

11) Detect the presence of a physical set-up plug | VTO03
in order to snitch into Set-up mode and allow
configuration.

Table 7.1.3-1 Developer Tests Correspondence to Functional Specifications (Cont.)
7.1.4 Testing Approach

The method of replicating the vendor tests was performed at the operating system
interface level. The applications defined in Section 7.1.1, Details of the Test Suite, were
relied upon by the operating system for all of the inputs and outputs from each of the
vendor tests performed. Thus, in replicating the vendor tests the TSC included more than
only the 2in1 PC™ card itself. Thiswas due to the fact that al of the documented vendor
test procedures were structured around a larger TSC, however in the independent testing
of the product, the TSC was limited to only the 2in1 PC™ card, which is the defined TSC
for this EAL2 evaluation.

7.1.5 Reaultsof Vendor Testing

After the execution of all of the vendor tests, verification was made that each of the
security functions performed as expected. Finally, with the inclusion of the replicated
vendor tests defined in Section 7.1.3, Coverage and Depth Analysis, it was confirmed
that all of the security functions within the TSC had been tested and performed as
expected.

7.2 EVALUATOR TESTING

This section describes the evaluator testing.
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7.2.1 Details of the Test Suite

The platform used during the TOE independent testing is defined as:

Computer: Twinbrook Systems, Intel 200Mhz Pentium-MM X
Mothercard: TX Chipset
Hard Disk: Seagate hard disk; model ST31720A, 1,705MB
BIOS Information: Award Modular BIOS Version 5.41PGM/Award Plug and
Play BIOS Extension V1.0A
|SA Slot Cards: Voltaire 2in1 PC™, Version 1.21
Generic PIC Combo Network Interface Card (NIC)
Generic 16Bit SoundBlaster Compatible Sound Card
Diamond Stealth 4MB PCI Video Card / 3D 2000 Pro
Generic 33.6K Compatible Modem
Other: 32 MB SDRAM
24X LG CD-ROM Model CRD-8240B
Generic 3.5” 1.44MB NEC Hoppy Diskette Drive
512K L2 Pipeline Burst Cache
Operating System Used for Evaluation: DOS 7, Windows 95
2inl PC™ Drivers: Operating System Dependent
Other Software: 2in1 PC™ Configuration Information from the 2in1 PC™
Installation Diskettes, Version 1.21 (2 Disks)

The test suite used during the execution of the independent tests included:

1.

2.

Twinbrook Systems, Intel 200Mhz Pentium-MMX — provided by the testing lab.

Innotec 1D520 IDE Analyzer — provided by Voltaire. This device was used in
tests ET03 and ET04 that are defined in the Evaluation Test Plan for 2inl1 PC™,
Version 1.21 Plan.

Faxconn ISA Slot Extension Card — provided by Voltaire. This device was used in
al of the independent tests to provide easy access to the 2in1 PC™ card
components.

HP 545A Logic Probe — provided by Voltaire. This device was used in
conjunction with the 2in1 PC™ Hardware Design document to verify
connections on the 2in1 PC™ card. This device was used in independent
evaluator tests as identified in the Evaluation Test Plan for 2in1 PC™, Version
1.21.

HP 1660A Logic Anayzer (50/100-MHz State/500-MHz Timing) — provided by

the testing lab. This device was used in test ETO2 located in the Evaluation Test
Plan for 2in1 PC™, Version 1.21.
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6. diskedit.exe (Norton) — provided by the vendor to read/write to specific addresses
on the hard disk. This application was used in tests ET03 and ET04 located in the
Evaluation Test Plan for 2in1 PC™, Version 1.21.

The specific test details for the independent tests performed are presented in Appendix B
and C of the Evaluation Test Plan for 2in1 PC™, Version 1.21. Other applications
installed on the system as part of the installation process (ref. 9.2.3 ADO_IGS.1
Installation, Generation, and Start-Up Procedures) were also used during the independent
testing. These applications were:

1. sense.exe— provided by installed files that were loaded onto the PC from
installation disk 1. This application enables the administrator to verify that the
configuration settings stored on the EEPROM have not been modified. A valueis
displayed in hexadecimal and reflects the current configuration settings, therefore
any changes to the EEPROM’s configuration will result in a different value being
displayed. Thisapplication also displays the card’s current working state (i.e.
Secure (A), Public (B), or Transition).

2. report.exe — provided by installed files that were loaded onto the PC from
installation disk 1. This application generates a report of the hard disk
configuration (i.e. defining borders for each disk partition). This application
works in conjunction with report.bat.

3. report.bat — provided by installed files that were loaded onto the PC from
installation disk 1. This application executes report.exe and redirects the output to
the display screen. This batch file was edited during the evaluation and renamed
report2.bat so that the output could be redirected to afile for printing. The output
of thisfile was used as a reference for other tests that were executed and is located
after test VTO2 in the Evaluation Test Plan for 2in1 PC™, Version 1.21.

7.2.2 Test Configuration
The TOE was properly installed and configured in accordance with the steps provided in

the 2in1 PC™ Installation Guide. The configuration settings made during these steps are
defined in the following tables:

Partition Drive Total Primary Extended File Accessto
% MB MB MB System Functional
Functional 3 49 FAT
Secure (A) 60 950 950 FAT Read Only
Public (B) 37 592 592 FAT Read/Write
Transition 9 FAT No Access
Total: 100% 1600 MB

Table 7.2.2-1 Partition Configuration
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Transition Settings Advanced Settings
Power-Up Mode: Menu Reset Signal Advanced
Network Mode 2inl PC™
2"7HD (if exists) A only
Force Shutdown No

Table 7.2.2-2 Settings Configuration

Throughout the execution of the independent tests, there were no changes made to the

configuration settings identified in the Tables above.

7.2.3 Coverage and Depth Analysis

After the successful verification of the replicated vendor test procedures, independent
tests were developed to further evaluate the security functions that were above and

beyond the tests selected from the developer test documentation (ref. 9.2.11 ATE_FUN.1
Functional Testing). With the confirmation of developer tests and the independent tests

performed by the evaluators, every security function within the TSC has been tested.
Details of the independent testing coverage are defined in Table 7.2.3-1 Independent

Tests Correspondence to Functional Specifications

Functional Specification

Independent Tests

1) Allow the setting up and configuration of the
2inl PC™ attributes.

ETO1

2) Provide storage for configuration data
(including card configuration and MBRS).

3) In WORK mode, provide a state machine with
three distinct states of operation: A, Band T
(Transition).

ETO02

4) In WORK mode, provide a different MBR for
each security state during boot.

ETO3

5) In WORK mode, control accessto disk
partitions based on the current security state and
the access security policy.

ETO4

6) In WORK mode, control access to networks
based on the current security state and the access
security policy.

7) In WORK mode, control the flow of state
changes.

ETO02

8) Clear the PC's RAM during the Transition
Sate.

Note: This function is not within the TSF.

Table 7.2.3-1 Independent Tests Correspondence to Functional Specifications
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Functional Specification Independent Tests

9) In WORK mode, monitor accessto the floppy ETO05
disk during the Transition state and prevent state
switching upon detection thereof.

10) In WORK mode, control accessto external ETO06
devices such asfloppy drives and SCS disks

11) Detect the presence of a physical set-up plug | ETO1
in order to snitch into Set-up mode and allow
configuration.

Table 7.2.3-1 Independent Tests Correspondence to Functional Specifications
(Cont.)

The selection of the independent tests identified in Table 7.2.3-1 was performed after
identifying the obvious vulnerabilities the TOE could be subjected to. After reviewing
these vulnerabilities, a selection was made to be included as part of the independent tests.
The specific details of these vulnerabilities are defined in Section 9.2.14 AVA_VLA.1,
Developer Vulnerability Analysis. The analysis and details for each test performed is
identified in Section 9.2.10 ATE_COV .1 Evidence of Coverage.

7.2.4 Testing Approach

The method of conducting the independent tests was performed at the IDE interface level,
using an IDE analyzer because the TSF has been identified as being only the 2in1 PC™
card. This method was selected to capture al of the IDE bus traffic on both the controller
and hard disk side of the bus, thus alowing the ahility to verify the card operated
according to it’s configured security state.

7.2.5 Resultsof Independent Testing

After the execution of all of the independent tests, verification was made that each of the
security functions performed as expected. Finally, with the inclusion of the replicated
vendor tests defined in Section 7.1.3, Coverage and Depth Analysis, it was confirmed
that all of the security functions within the TSC had been tested and performed as
expected. The details of this coverage are identified in Table 7.2.5-1 Overall Test
Correspondence to Functional Specification.

Functional Specification Developer Tests Independent Tests

1) Allow the setting up and configuration ETO1
of the 2in1 PC™ attributes.

2) Provide storage for configuration data | VTO1
(including card configuration and MBRS).

3) In WORK mode, provide a state ETO02
machine with three distinct states of
operation: A, B and T (Transition).

Table7.2.5-1 Overall Test Correspondenceto Functional Specifications
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Functional Specification

Developer Tests

Independent Tests

4) In WORK mode, provide a different
MBR for each security state during boot.

ETO3

5) In WORK mode, control accessto disk
partitions based on the current security
state and the access security policy.

VTO05
VTO06

ETO4

6) In WORK mode, control accessto
networks based on the current security
state and the access security policy.

VT02
VT04

7) In WORK mode, control the flow of state
changes.

ETO02

8) Clear the PC's RAM during the
Trandgition dtate.

Note: Thisfunction is not
within the TSF.

Note: This function is
not within the TSF.

9) In WORK mode, monitor accessto the
floppy disk during the Transition state and
prevent state switching upon detection
thereof.

VTO7

ETO5

10) In WORK mode, control accessto
external devices such asfloppy drives and
CY disks

ETO6

11) Detect the presence of a physical set-
up plug in order to switch into Set-up mode
and allow configuration.

VTO3

ETO1

Table7.2.5-1 Overall Test Correspondenceto Functional Specifications (Cont.)
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SECTION 8

EVALUATED CONFIGURATION

8 EVALUATED CONFIGURATION

This section describes the evaluated configuration for the TOE. The purpose of an
evaluated configuration is to define the hardware and software components that were
examined by the evaluation team. Furthermore, based upon the assumptions defined in
Section 4, Assumptions and Clarification of Scope, guidance on how to configure and
operate the TOE in a secure manner is also identified.

8.1 EVALUATED HARDWARE AND SOFTWARE COMPONENTS

This section identifies the hardware and software components that were examined by the
evaluation team (ref. Section 7 Product Testing). The examined hardware and software
components are identified for both the vendor replicated tests and the independent
evaluator tests performed. A rationale is also provided to explain the overall scope of the
components selected.

8.1.1 Evaluated Hardware Components

The hardware component examined by the evaluators was the 2in1 PC™ |SA slot PC
card. Table8.1.1-1 Evauated 2in1 PC™ Card List, identifies the evaluated components
onthe 2in1 PC™ card, provides a description of each element’s security function and
provides arationae as to why the component was selected. The actions enforced by each
component were verified by the evaluators, Section 7 Product Testing provides further
details of this verification.
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Card Element

Description

Evaluation Rationale

1 x Printed
Circuit Card
(PCB)

The fiberglass printed
circuit card used to mount
the electronic components.

Thisisthe 2in1 PC™ card itself. The card logic was
verified in all of the evaluator tests performed to ensure
the correct operation of all of the individual card
components.

1 x EEPROM
chip

Used to store the 2in1 PC™
card configuration data.

The EEPROM was evaluated to ensure that when the
administrator sets configuration parameters, they are
actually being written to and read from the EEPROM.
Furthermore, once these parameters had been defined,
other tests were performed to verify that the 2in1 PC™
card enforced the defined security policy. The
EEPROM has a hardware address assigned to it that can
be referenced from the IDE bus, however the Altera chip
blocks this write access if the machine is running in
work mode. In order to write to the EEPROM, the
machine must be in set-up mode, activating the write
enable jumper pins where the set-up plug isinstalled.

1 x PROM chip

Used to store the code that

operates the 2in1 PC™ card.

The PROM chip only stores the hard coded instruction
set for the correct operation of the Altera chip. If the
instruction set was not correct or fully adequate, then the
card would not operate according to its defined security
functions. Since the enforcement of the identified
security functions was verified, this element was
determined to be functioning properly.

6 x Electro-
mechanical
relays

Used to sever network
connectionsto the 2inl
PC™ card and control the
ability to enable/disable
peripheral device control
jumper connections.

The 6 electro-mechanical relays on the 2in1 PC™ card
were evaluated to ensure their correct operation. Two
relays control the Secure (A) network connection, two
relays control the Public (B) network connection, one
relay controls the peripheral device jumper connection
for the Secure (A) machine state and the last relay
controls the peripheral device jumper connection for the
Public (B) machine state. The correct operation of all of
the electromechanical relays was verified for every
machine state (i.e. Secure (A), Public (B) and
Transition). Furthermore, the relays that control access
to the Secure (A) and Public (B) networks were verified
not only at the network connection interface level, but
also by physically connecting two networks to the card
to verify the ability to transfer datato and from each
network.

1 x Altera chip

Used to perform processing
and logical operations on
thecard. Theinstruction set
for this components
operation isread from the
PROM element.

The evaluators did not directly evaluate this component
because it is the logic core of the 2in1 PC™ card. All of
the card components are controlled by the data stored in
the Altera chip and since the enforcement of the security
functions was verified, this component was determined
to be functioning properly. Furthermore, the Altera chip
does not have a machine address assigned to it, therefore
it cannot be referenced by the IDE bus.

Table 8.1.1-1 Evaluated 2in1 PC™ Card List
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Card Element

Description

Evaluation Rationale

2xIDE
connectors

Used to route the IDE
cables through the 2inl1
PC™ card.

The evaluators examined the IDE interfaces as described
in Section 7, Product Testing. These interfaces were
thoroughly examined to verify that the 2in1 PC™ card
enforced its security functions as expected. This
examination was performed in both the replications of
vendor performed tests and also the independent tests
performed. Inthe replications of vendor performed
tests, verification of the enforcement of the security
functions was verified at the operating system level. In
the independent tests, verification of the enforcement of
the security functions was verified at the IDE interface
level on both the controller and hard disk side of the
IDE connectionsto the 2in1 PC™ card.

4 x Network
connectors

Used to route the
network/telephone cables
through the 2in1 PC™ card.

The evaluators examined the four network connections
on the 2in1 PC™ card. All four connections are
independently controlled by an electromechanical relay.
Two of the network connections are associated with the
Secure (A) network, and the other two network
connections are associated with the Public (B) network.
The purpose of having two network connections for
each network isto have a network input into the card
and an output to the NIC card on the host PC. These
network connections were tested to verify the ability to
connect to each network and transfer data to and from
each network based upon the machine states, Secure (A)
and Public (B).

6 x Floppy
disconnection
jumpers

Used to provide the ability
to sever the ability to access
a peripheral device.

The evaluators verified the correct operation of the
floppy disconnection jumpers as defined in Section
9.1.2.1 Partitioning Access Policy.

Table 8.1.1-1 Evaluated 2in1 PC™ Card List (Cont.)

The correct operation of other hardware elements, all of which are complements to the
2inl PC™ |SA dlot PC card, was also verified. These elements are identified in Table
8.1.1-2 Evaluated Elements Complementing the 2in1 PC™ Card.
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Card Element

Description

Evaluation Rationale

1 x Internal Set-up
plug

Used to enable the write function to
alter the EEPROM configuration
settings and allows for full
unmonitored | DE accessto the hard
disk(s).

This component was used during the
installation procedure to configure the
2in1 PC™ card onthe host PC. It was
also used to reconfigure the 2in1 PC™
card to verify the expected results from
the replicated vendor tests (ref. Section?,
Product Testing).

1 x Internal Enabler
Plug

(Note: Thisisan
optiona device,
however its
functionality was
verified).

Used in conjunction with the external
set-up plug to enable the write
function to alter the EEPROM
configuration settings and to allow
full unmonitored IDE accessto the
hard disk(s). With the internal
enabler plug inserted on the 2inl
PC™ card, the external set-up plug
can be used in lieu of the internal set-

up plug.

This component, used in conjunction
with the external set-up plug, was
examined to verify that the functionality
provided is the same as with the internal
set-up plug.

1 x External Set-up
Plug

(Note: Thisisan
optional device,
however its
functionality was
verified).

Used in conjunction with the internal
enabler plug to enable the write
function to alter the EEPROM
configuration settings and to allow
for full unmonitored IDE accessto
the hard disk(s). With the internal
enabler plug inserted on the 2inl
PC™ card, the external set-up plug
can be used in lieu of the internal set-

up plug.

This component, used in conjunction
with the internal enabler plug, was
examined to verify that the functionality
provided is the same as with the internal
set-up plug.

1 x Hoppy Disk
Control Cable
(Note: Thisisan
optional device,
however its
functionality was
verified).

This cable replaces the floppy drive
cable onthe host PC. Thiscableis
installed on the host PC in the same
manner as the old cable, however it
has a spliced control signal wire that
is connected to the peripheral device
control jumpers on the 2in1 PC™
card. These jumpers are controlled
by two electro-mechanical relays.
One relay controls the jumpers for
the Secure (A) machine state and the
other relay controls the jumpers for
the Public (B) machine state.

This component was examined to verify
the ability to enable/disable access to the
floppy diskette drive. Thiswas
performed by connecting the floppy disk
control cable onto the host PC and then
connecting the severed control signal
wire to the floppy disconnection
jumpers.

Table 8.1.1-2 Evaluated Elements Complementing the 2in1 PC™ Card

8.1.2 Evaluated Software Components

The software components examined by the evaluators were the two installation diskettes
provided as part of the TOE for the installation and configuration of the card on the host
PC. The extent of this examination was limited to only the verification of a secure
configuration of the TOE as defined in Section 9.2.3 ADO_IGS.1 Installation,
Generation, and Start-up Procedures. The individual software elements stored on each
disk (ref. 9.2.1.2.3 Configuration List) were not independently evaluated in Section 7
Product Testing, because they were defined to be outside the scope of the TSF. The area
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where these elements were evaluated was in Section 9.2.3 ADO_IGS.1 - Installation,
Generation, and Start-Up Procedures. The software elements that were copied from the
installation diskettes to the hard disk during the installation and configuration of the 2inl1
PC™ card were aso beyond the scope of the TSF; however, some of these elements were
used in conducting the tests identified in Section 7 Product Testing. The specific
software elements that were used during the replication of vendor performed tests are
identified in Section 7.1.1 Details of the Test Suite. The specific software elements that
were used during the execution of the independent evaluator tests are identified in
Section 7.2.1 Details of the Test Suite.

8.2 CONFIGURATION AND USAGE NOTES

The 2in1 PC™ card can be configured in accordance with specific organisational security
policies. This section identifies which of the configuration settings were examined as
part of the TOE evaluation and also identifies other configurable settings that the TOE
supports, but were not included as part of the evaluation. Section 8.2.3, Incorrect
Installation of the Evaluated Configuration, addresses the incorrect configuration settings
that could be made when installing the TOE. The input of incorrect configuration
settings has been mitigated based upon the assumptions identified in Section 4,
Assumptions and Clarification of Scope.

8.2.1 Required and Allowed Configuration Settings
2inl PC™ requires specific configuration settings for the following:

1. During installation, the percent, or sizein MB, of hard disk space alocated for the
Secure (A), and Public (B) disk partitions must be defined. The percent or sizein
MB for the Functional disk partition is not required since it isa disk partition that
can be created depending upon the TOE’s configured environment.
Note: This partition was created for the EAL-2 evaluation of the TOE.

A number of TOE configuration settings are available to the administrator and are
implemented in accordance with the organisational security policy the TOE isto enforce.
These configuration settings are defined in Table 8.2.1-1 Allowed Configuration Settings.

Setting Allowable Default Value Discussion
Values
Name Any ‘Secure’ for the A Disk partitions A and B can be assigned
partition and ‘ Public’ unigue names rather than accepting the
for the B partition default value.
Functional Numeric None The administrator must define the sizein
Inputs percentage of disk space or the size in MB if
this disk partition is created.

Table 8.2.1-1 Allowed Configuration Settings
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Setting

Allowable
Values

Default Value

Discussion

Accessto
Functional,
Secure (A)

Read/Write,
Read Only, or
No Access

Read Only

Read/Write-Sets the Secure (A) machineto
have the ability to write data to and read data
from the Functional disk partition.

Read Only-Sets the Secure (A) machine to
only have the ahility to read data from the
Functional disk partition.

No Access-Sets the Secure (A) machine to
have no ahility to access the data stored in the
Functional disk partition.

Accessto
Functional,
Public (B)

Read/Write,
Read Only, or
No Access

Read/Write

Read/Write-Sets the Public (B) machine to
have the ability to write data to and read data
from the Functional disk partition.

Read Only-Sets the Public (B) machine to
only have the ahility to read data from the
Functional disk partition.

No Access-Sets the Public (B) machine to
have no ahility to access the data stored in the
Functional disk partition.

Accessto
Functional,
Transition

Read/Write,
Read Only, or
No Access

No Access

Read/Write-Sets the Transition machine to
have the ability to write data to and read data
from the Functional disk partition.

Read Only-Sets the Transition machine to
only have the ahility to read data from the
Functional disk partition.

No Access-Sets the Transition machine to
have no ahility to access the data stored in the
Functional disk partition.

Power-Up
Mode

A, B, or Menu

A-Sets the PC during first power on to boot
into Trangition and then reboot into the
Secure (A) machine state.

B-Sets the PC during first power on to boot
into Trangition and then reboot into the
Public (B) machine state.

Transition-Sets the PC during first power on
to boot into Transition and then displays a
menu for the user to select whether to reboot
the PC into the Secure (A) or Public (B)
machine state.

Table 8.2.1-1 Allowed Configuration Settings (Cont.)
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Setting

Allowable
Values

Default Value

Discussion

Reset Signal

Advanced or
AT
Compatible

Advanced

Advanced-Set to match the reset signa
method used on the host PC (IDE Reset).

AT Compatible-Set to match the reset signal
method used on the host PC (1SA64 Reset).

Note: If this setting is not properly
configured, the TOE will ignore the reset
signal that has been sent.

Network Mode

2inl PC, or
2inl Net

2in1 PC

2inl PC-Set if to allow the user on the host
PC to control the machine states.

2inl Net-Set if the optional (not evaluated)
2in1 Net device will be used to control the
machine states of a group of host PC’ sthat
have the 2in1 PC™ card installed on them.

2" HD (if
exists)

A Only, B
Only.

A Only-Set to allow only the Secure (A)
machine state the ability to access the
secondary slave hard disk.

B Only-Set to alow only the Public (B)
machine state the ability to access the
secondary slave hard disk.

Force
Shutdown

Yes, or No

No

Y es-Sets the Host PC to fully power down
when switching between machine states
Secure (A) and Public (B).

No-Sets the host PC to perform a soft-boot
when switching between machine states
Secure (A) and Public (B).

Table 8.2.1-1 Allowed Configuration Settings (Cont.)

The configuration settings defined in Table 8.2.1-1 Allowed Configuration Settings only
apply to the configuration of the 2in1 PC™ card during the installation of the TOE. After
the installation has been completed, the only parameters that cannot be modified without
reinstalling the TOE on the host system are the partition sizes on the master disk for the
Secure (A), Public (B), Transition and Functional disk partition. These configuration
settings only apply to the 2in1 PC™ card itself.

The operating environment must address other devices or connections that are to be
controlled by the 2in1 PC™ card. Thisincludes:

1. Proper connection of the network wires to the 2in1 PC™ card. If the network
connections are not connected to the 2in1 PC™ card as defined in the 2in1 PC
Installation Guide, then the result will be no network connectivity.

2. Proper connection of the peripheral device control cables to the jumper
connections on the 2in1 PC™ card (these cables are optional and supplied by
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8.2.2

Voltaire). If the cable connections are not properly inserted onto the correct
jumpers on the 2in1 PC™ card as defined in the 2in1 PC Installation Guide, then
the controlled device on the host PC will be disabled/enabled for the wrong
machine states.

Proper connection of the IDE cables from the motherboard to the 2in1 PC™ card
and from the 2in1 PC™ card to the hard disk(s). If the IDE cables are not
properly installed on the 2in1 PC™ card, then the host PC will not function.

Evaluated Configuration Settings

The following TOE configuration settings were not tested in Section 7 Product Testing
and Section 9.2.3 ADO_IGS.1 — Installation, Generation, and Start-Up Procedures (ref
Table 8.2.1-1 Allowed Configuration Settings):

1.

8.

8.2.3

Name- Names were not reassigned to the *Secure’ (A) or ‘Public’ (B) disk
partitions.

Functional- The creation of the Functional disk partition was not omitted during
the installation process (ref. 9.2.3 ADO_IGS.1 Ingtallation, Generation, and Start-
up Procedures).

Accessto Functional, Secure (A)- ‘Read/Write' access to the Functional disk
partition while running in the Secure (A) machine state was not tested.

Accessto Functional, Transition- * Read/Write' and * Read Only’ accessto the
Functional disk partition while running in the Transition machine state was not
tested.

Power-Up Mode- During first power on of the PC, Power-Up Mode ‘B’ was not
tested.

Reset Signal- The ‘AT Compatible’ reset signal was not tested.

2" HD (if exists)- The configuration of the TOE did not include the existence of a
second hard disk, therefore the selections ‘A Only’ and ‘B Only’ were not tested.

Force Shutdown- The selection ‘Y es’ was not tested.

Non-Evaluated Configuration Settings

The following TOE configuration settings were not evaluated:

1) Network Mode- The ‘2inl Net’ selection was not evaluated.
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8.2.4 Incorrect Installation of the Evaluated Configuration

The administrator must select the appropriate TOE configuration settings in order to
enforce their organisational security policy. The specific TOE configuration settings that,
if not properly configured, will result in aviolation of any organisational security policy
include:

1. Defining incorrect values for the Secure (A) machine’s ability to pass data to
and/or from the Functional disk partition.

2. Defining incorrect values for the Public (B) machine’s ability to pass data to
and/or from the Functional disk partition.

The operational environment must address the incorrect installation of other devices or
connections that are to be controlled by the 2in1 PC™ card. These connections include:

1. Network Connections: If the network connections are not connected to the 2inl
PC™ card as defined in the 2inl1 PC Installation Guide, then the result will be no
network connectivity.

2. Periphera device control cables: If the cable connections are not properly inserted
onto the correct jumpers on the 2inl PC™ card as defined in the 2in1 PC
Installation Guide, then the controlled device on the host PC will be
disabled/enabled for the wrong machine states.

3. |IDE Cables: If the IDE cables are not properly installed on the 2in1 PC™ card as
defined in the 2inl PC Installation Guide, then the host PC will not function.

8.3 TARGET ENVIRONMENT

The TOE isa COTS system that is intended to be installed on a PC that islocated in a
controlled environment. The operational environment must provide basic physical
security. Other requirements for the target environment include:

1. Usersof the TOE must recognise the need for a secure I T environment.

2. Administrators must be adequately trained to competently administer the security
features of the TOE during set-up and reconfiguration.

3. Usersof the TOE system must be trusted not to modify the hardware
configuration.

8.4 RESIDUAL VULNERABILITIES

The TOE vulnerabilities are identified in Section 9.2.14, Developer Vulnerability
Analysis. Along with the identification of residual vulnerahilities, this section aso
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defines how each vulnerability is mitigated by either environmental assumptions or
policies, or how each vulnerability is mitigated based upon the logic used on the 2inl
PC™ card.
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SECTION 9

RESULTS OF EVALUATION

9 RESULTSOF EVALUATION

This section provides descriptions of how the TOE meets each of the Security Functional
Reguirements and Assurance Requirements of the 2in1 PC™ Security Target Report.

9.1 SECURITY FUNCTIONAL REQUIREMENTS

Table 9.1-1 lists the security functional requirements from the 2in1 PC™ Security Target
Report.

Security Functional Reguirement Description
FDP ACC.1 Subset Access Control

FDP_ACF.1 Security Attribute Based Access Control
FDP ITC.1 Import of User Data Without Security Attributes
FIA_UID.2 User Identification Before Any Action
FMT_MSA.1 Management of Security Attributes
FMT MSA.3 Static Attribute Initialisation
FMT_SMR.1 Security Roles

FMT_SMR.3 Assuming Roles

FPT FLS.1 Failure with Preservation of Secure State
FPT_RCV.4 Function Recovery

FPT_RVM.1 Non-Bypassahility of the TSP
FPT_SEP.3 Complete Reference Monitor

Table9.1-1 Security Functional Requirements
9.1.1 FDP_ACC.1 Subset Access Control

Subset access control requires that each identified access control SFP be in place for a
subset of the possible operations, on a subset of the objectsin the TOE.

9.1.1.1 FDP_ACC.1.1 - Partitioning Access Policy

The TSF shall enforce the [Partitioning Access Policy] on [the user’ s current machine
gate: “ A’ ,“ B’ and“ T’ ; disk partitions: Trangtion, Functional, “ A’ ,and“ B” ;
network connections. “ A” and “ B” ; and other devices controlled by the Partitioning
Access Palicy].

This element was satisfied by the TOE. In the Partitioning Access Policy, the only

subjects are users and processes running on behalf of users. The objects are disk
partitions, network connections, and other devices controlled by the TSF. The
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Partitioning Access Policy described in Section 3.1 is enforced by a combination of
security functions specified in the 2in1 PC™ Functional Specification. A state machineis
maintained that provides three user states: A, B, and Transition. While in any given state,
the IDE bus monitor permits only IDE hard disk addresses that are within the boundaries
of disk partitions to which the user is allowed access, according to the Partitioning
Access Policy. The IDE bus monitor also permits only IDE hard disk operations (e.g.,
read/write) that are allowed for the partition, according to the Partitioning Access Policy.
The TSF sets and resets relays that control network access in accordance with the
Partitioning Access Policy. Other optional interfaces may be controlled by the TSF. The
administrator may configure the optional interfaces with special ribbon cables supplied
by Voltaire. These ribbon cables have ajumper that connects to pins on the 2in1 PC™
card to enable or disable their use in specific user states. Devices so connected are
controlled by the TSF.

9.1.1.2 FDP_ACC.1.1 — Administrator Access Policy

The TSF shall enforce the [Administrator Access Policy] on [the user roles:
administrator and user; for write access to the EEPROM].

This element was satisfied by the TOE. The TOE implements a role based access policy
providing the administrator the ability to set-up and modify some of the attributes and
parameters used by the Partitioning Access Policy. The Administrator Access Policy is
described in Section 3.2. Write access to the EEPROM is physically prohibited while in
work mode. When the administrator has been identified, by detection of the set-up plug
being inserted on the 2in1 PC™ card, they are put into set-up mode and write access to
the EEPROM s physically enabled (the PC must be powered off to insert the set-up plug,
then powered back on to enter set-up mode).

9.1.1.3 Dependencies
9.1.1.3.1 FDP_ACF.1 — Security Attribute Based Access Control

The TSF meets the requirement for this condition by providing security attribute based
access control. (See Section 9.1.2.)

9.1.2 FDP_ACF.1 Security Attribute Based Access Control

This element was satisfied by the TSF. The TSF has two access control policies that are
enforced by the TSF. Thefirst is the Partitioning Access Policy, which controls access
between users and the objects that they normally access (i.e., disk partitions, network
connections, and other interfaces) while in work mode. The second policy is the
Administrator Access Policy, which controls write access to the EEPROM. The
EEPROM iswhere many of the security parameters and attributes that are used to control
the Partitioning Access Policy are stored.
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9.1.2.1 Partitioning Access Policy

The following requirements apply to the Partitioning Access Policy.

9.1.2.1.1 FDP_ACF.1.1 — Partitioning Access Policy

The TSF shall enforce the [Partitioning Access Policy] to objects based on [the user’s
currently active machine state, disk partition address, network connection type, and pin

connection for external devices controlled by the TOE].

This element was satisfied by the TSF. The alowable attributes are as follows:

1. Machine state A,B,orT

2. Disk partition addresses Addressrangesfor A, B, T, or F
3. Network connection AorB

4. External Devices (Floppy or SCSI) A, B, !A, or IB.

(Note: A means available in all states except A. !B means available in all states except
B. Either of these provides for the device to be available during the Transition state.)

9.1.2.1.2 FDP_ACF.1.2 — Partitioning Access Policy

The TSF shall enforce the following rules to determine if an operation among controlled
subjects and controlled objectsis allowed: [usersin a given state have access only to disk
partitions, network connections, and other TOE controlled interfaces authorised for their
current state].

This element was satisfied by the TSF. In state A, users have access only to disk partition
A, and possibly F (depending on the security policy settings selected by the
administrator), network connection A, and possibly other external devices (e.g., floppy
disk and SCSI interfaces), depending on the security policy settings and cables
connecting the devices selected by the administrator. In state B, users have access only to
disk partition B, and possibly F (depending on the security policy settings selected by the
administrator), network connection B, and possibly other external devices (depending on
the security policy settings selected by the administrator and cables connecting the
devices). In state T, users have read only access to disk partition T, and possibly accessto
F (depending on the security policy settings selected by the administrator), no network
connections, and access to other external devices (e.g., floppy disk and SCSI interfaces)
connected on!A (Not A) and !B (Not B). The external devices (e.g., floppy disk and SCSI
interfaces), if configured as part of the TSC, can be availablein A, B, !A (Not A), or !B (Not
B) (see Section 9.1.2.1.1). The existence of, and access policy for, disk partition Fis
selectable by the administrator. If partition F exists, the default settings are read access
from state A and read/write access from state B. An administrator selectable setting of
read only from state A and read/write from state B would allow the passing of
information from state B to state A, but not from state A to state B.
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The TSF enforces its Partitioning Access Policy, as shownin Table 9.1.2.1.2-1. This
policy is more fully discussed in Section 3, Security Policy.

State A State B State T

Disk Partitions

A R/W No access No access

B No access R/W No access

T No access No access R*

F R* R/W* No access*

Networ k Connections

A Connected Not Connected Not Connected

B Not Connected Connected Not Connected
Other Interface
External devices A & 'B** B & A ** IA, & B

* Administrator selectable. ** Administrator configurable as A, B, A (Not A), or !B (Not B)

Table9.1.2.1.2-1 Partitioning Access Policy Rules
9.1.2.1.3 FDP_ACF.1.3 — Partitioning Access Policy

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: [when the administrator has entered set-up mode, unconditional access
isgranted to the entire hard disk and to other controlled devices connected to the ! A (Not
A) and !B (Not B) jumper ping].

This element was satisfied by the TSF. The administrator role, and set-up mode, are
identified by the set-up plug being inserted onto the 2in1 PC™ card. In thisrole, accessis
allowed to all disk partitions. Typically, the administrator accesses only partitions
associated with the partition he is booted from, but that access is not monitored or
controlled by the TSF. Relays are set to allow access to any devices connected to the A
(Not A) and !B (Not B) jumper pins.

9.1.2.1.4 FDP_ACF.1.4 — Partitioning Access Policy

The TSF shall explicitly deny access of subjects to objects based on the [administrator
having entered set-up mode, then no network connections are allowed and other
controlled device accessis not allowed to devices connected to the A and B jumper ping|.
This element was satisfied by the TSF. Entering set-up mode causes relays to be opened,
disconnecting both A and B networks and to any devices connected to the A and B
jumper pins.

9.1.2.2 Administrator Access Policy

The Administrator Access Policy provides the rules for write access to the EEPROM by
the user roles. The following requirements apply to the Administrator Access Policy.




9.1.2.2.1 FDP_ACF.1.1 — Administrator Access Policy

The TSF shall enforce the [Administrator Access Policy] to objects based on [the user
role: user or administrator, for write access to the EEPROM].

This element was satisfied by the TSF. For the Administrator Access Policy, the
attributes are the user roles; user or administrator.

9.1.2.2.2 FDP_ACF.1.2 — Administrator Access Policy

The TSF shall enforce the following rules to determine if an operation among controlled
subjects and controlled objects is allowed: [administrators are allowed to write to the
EEPROM,; users are denied write access to the EEPROM)].

This element was satisfied by the TSF. Being in set-up mode identifies the administrator
role. When the set-up plug isin place, and the system has been rebooted in set-up mode,
write access is physically enabled to the EEPROM. Typically, the administrator uses
utilities provided on the 2in1 PC™ installation disks to manage EEPROM information.
These utilities are not a part of the TSF and have not been included in Section 7 Product
Testing, because they were defined to be outside the scope of the TSF. The area where
these elements were evaluated was in Section 9.2.3 ADO_IGS.1 - Installation,
Generation, and Start-Up Procedures.

9.1.2.2.3 FDP_ACF.1.3 — Administrator Access Policy

The TSF shall explicitly authorise access of subjects to objects based on the following
additional rules: [nong].

This element was satisfied by the TSF. There are no other rules that apply to write access
to the EEPROM.

9.1.2.2.4 FDP_ACF.1.4 — Administrator Access Policy
The TSF shall explicitly deny access of subjects to objects based on the [none].

This element was satisfied by the TSF. There are no other rules that apply to write access
to the EEPROM.

9.1.2.3 Dependencies
9.1.2.3.1 FDP_ACC.1 Subset Access Control

The TSF meets the requirement for this condition by providing subset access control.
(See Section9.1.1.)
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9.1.2.32 FMT_MSA.3 Static Attribute Initialisation

The TSF meets the requirement for this condition by providing static attribute
Initialisation. (See Section 9.1.6.)

9.1.3 FDP_ITC.1 Import of User Data Without Security Attributes

Import of user data without security attributes requires that the security attributes
correctly represent the user data and are supplied separately from the object.

9.13.1 FDP_ITC.11

The TSF shall enforce the [Partitioning Access Policy] when importing user data,
controlled under the SFP, from outside of the TSC.

This element was satisfied by the TSF. In work mode, data may be imported only from
devices that are authorised for the particular machine state, and will be stored in a disk
partition appropriate for that machine state. For example: In machine state B, data may
only be imported from network B or external devices (e.g., floppy drive, SCSI disk) that
have been properly set up for state B by the administrator. That data may be stored in
disk partition B or, depending on the administrator provided security policy selections, in
disk partition F.

9.1.32 FDP_ITC.1.2

The TSF shall ignore any security attributes associated with the user data when imported
from outside the TSC.

This element was satisfied by the TSF. External security attributes, such as security
labels, are not recognised by TSF. The only security attributes recognised by the TSF are
the assignments associated with machine state, disk partition, or other devices controlled
by the TSF (i.e.,, A, B, T, or F).

9.1.33 FDP_ITC.1.3

The TSF shall enforce the following rules when importing user data controlled under the
SFP from outside the TSC: [user data imported under the control of the TSF isassigned
the security attribute of the current machine state (i.e., A or B)].

This element was satisfied by the TSF. In work mode, all dataimported under control of
the TSF is assigned the security attribute of the current machine state.
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9.1.3.4 Dependencies
9.1.3.4.1 FDP_ACC.1 Subset Access Control

The TSF meets the requirement for this condition by providing subset access control.
(See Section9.1.1.)

9.1.34.2 FMT_MSA.3 Static Attribute Initialisation

The TSF meets the requirement for this condition by providing static attribute
Initialisation. (See Section 9.1.6.)

9.1.4 FIA_UID.2 User Identification Before Any Action

User identification before any action requires that users identify themselves before any action
will be allowed by the TSF.

9.14.1 FIA_UID.2.1

The TSF shall require each user to identify itself before allowing any other TSF-mediated
actions on behalf of that user.

This element was satisfied by the TSF. The requirement for the identification before any
action is derived from the FMT_SMR.1, Security Roles, security functional requirement.
The TOE makes no claim of individual identification of users. The TSF identifies only
user roles (i.e., user and administrator), not users as individuals. By definition, any
individual operating in work mode is a user. Also by definition, any individual operating
in set-up mode is an administrator. A user may become an administrator, and enter set-up
mode, by powering off the PC, opening the PC case, inserting the set-up plug on the 2inl
PC™ card, and turning the machine back on. Alternately, if the optional, internal enabler
plug is already inserted on the 2in1 PC™ card, the user need only turn the PC off, insert
the external set-up jack, and turn the power back on. To become a user again, and return
to work mode, the administrator reverses the process, removing the set-up plug and
restarting the machine in work mode. The TSF checks for the presence or absence of the
set-up plug (in one of its two forms), thus identifying the user role, before performing any
functions on behalf of the user.

9.1.4.2 Dependencies
This requirement has no dependencies.
9.1.5 FMT_MSA.1 Management of Security Attributes

Management of security attributes allows authorised users (roles) to manage the specified
security attributes.
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9151 FMT_MSA.11

The TSF shall enforce the [Administrator Access Policy] to restrict the ability to
[change_ default and modify] the security attributes [partition boundary addresses,
MBRs, access rights, smtching policies, and internal set-up informatior] to [the
administrator that has entered set-up modsd.

This element was satisfied by the TSF. In work mode, no write accessis allowed to the
EEPROM, where most of the security attribute information, including partition boundary
addresses, access rights, and switching policies, is stored. When in set-up mode, the

administrator may modify these attributes.

Table 9.1.5.1-1 shows the information stored on the EEPROM that is modifiable by the
administrator or set by the installation software.

Attribute Allowable Values Default | Set Discussion
By*

Power On Mode A, B, Ta Tb** Tax* Adm | The administrator may select the
initial user state. The installation
software allows only Taor Th.**

Access to Functional N — No access N Adm | Access policy for the Functional

disk partitionin T R — Read Only disk partition whilein T.

R/W — Read & write
Access to Functional N — No access R/W Adm | Access policy for the Functional
disk partitionin B R — Read Only disk partition whilein B.

R/W — Read & write
Access to Functional N — No access R Adm | Access policy for the Functional
disk partitionin A R — Read Only disk partition whilein A.

R/W — Read & write

Slave disk usage AorB A Adm | The second disk, if present, may
be accessible in either state A or
B, not both.

Reset signal IDE reset ISA64 | Inst There are two ways to detect a

ISA 64 reset on a PC — by detecting the

actual associated electrical activity
onthe ISA or IDE bus, or by
monitoring the CPU reset
command itself. As certain PCs
don't display the aforementioned
bus electrical activity during reset,
the only way to verify areset on
themis to monitor the CPU reset
command.

Table9.1.5.1-1 Administrator Dependent Attributes and Parameters
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Attribute Allowable Values Default | Set Discussion
By*
Forced power off E — Enabled D Adm | 2in1 PC™ installation disk
D — Disabled software (not a part of the TSF)
provides for the clearing of RAM
during state transition. Some local
policies may also require the PC
to cycle through power off to
ensure that all volatile memory is
cleared.
2in1 PC™ /NET mode | 2in1 PC™ 2inl Adm | Thereare currently two different
2in1 NET™ pPC™ 2inl products available from
Voltaire, 2in1 PC™ and 2inl
NET. These products share a great
deal of their design and
implementation. This bit allows
the identification of the product.
NOTE: The evaluated versionis
only 2in1 PC™ ,
Functional partition Logical and physical N/A Inst Thisisthe start address of the
dtart address disk addresses Functional disk partition givenin
both LBA and physical formats. It
isthe last partition on the disk and
the end of the disk is the end of
the Functional partition.
Disk characteristics Heads/Cylinder N/A Inst Default geography of the disk —
Sectors/Head sectors/head and heads/cylinder.
Disk partition start and | Logical and physical N/A Inst These are the start and end
end addressesfor A, B, | disk addresses addressesfor the A, B, and T disk
and T partitions given in both LBA and
physical formats.
Installation signature “2inl PC™ ” N/A Inst Thisis used to verify that the
EEPROM is not blank.
Installation version Installation software N/A Inst Used for upgradesto the
version number. installation software.
Installation unique Globally Unique N/A Inst A value assigned to bind the disk
number | dentifier (GUID) and the 2in1 PC™ card together.
Data CRC32 CRC of the EEPROM. | N/A Inst Used to verify the integrity of the
EEPROM.
Install state C — Completed C Inst Thereisareboot required during
| —In progress the set-up process. Thisflag
indicates the status of the set-up
(i.e., before or after the reboot).
Stash BIOS cylinder Physical cylinder N/A Inst Location of the backup of the

address

EEPROM. Thisislocated
between partitions and is not
accessible, ***

Table9.1.5.1-1 Administrator Dependent Attributes and Parameters (Cont.)
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Attribute Allowable Values Default Set Discussion
By*

MBRsfor A, B,and T | Boot loader and N/A Inst These are the actual MBR to be
system tables used for booting fromthe A, B,
and T disk partitions.

* Adm means specifically set by the administrator. Inst means the value is determined by the set-up
software, depending on administrator selected parameters.

** Taand Tb are the Trangition state where the next state has been identified as A or B, respectively.
*** The stash isamirror image of the EEPROM that is saved to facilitate recovery from a damaged or
malfunctioning 2inl1 PC card. It has no security function. Without this information, much of the data on
the hard disk would be difficult to recover and my be completely lost, in the event of afailure. The stash
resides in a gap between partitions, and therefore is never accessible in WORK mode (when you're in
partition A it is above your highest accessible sector, when you'rein T and B, it's below your lowest
accessible sector). The "Stash BIOS cylinder" item in the EEPROM s the address of the cylinder in which
the stash is located. It's used to assist in locating the stash when it needs to be updated (and not having to
sequentially search the entire disk for it - alengthy process).

Table9.1.5.1-1 Administrator Dependent Attributes and Parameters (Cont.)
9.1.5.2 Dependencies
9.1.5.2.1 FDP_ACC.1 Subset Access Control

The TSF meets the requirement for this condition by providing subset access control.
(See Section9.1.1.)

9.1.5.2.2 FMT_SMR.1 Security Roles

The TSF meets the requirement for this condition by providing security roles. (See
Section 9.1.7.)

9.1.6 FMT_MSA.3 Static Attribute Initialisation

Static attribute Initialisation ensures that the default values of security attributes are
appropriately either permissive or restrictive in nature.

9161 FMT_MSA3.1

The TSF provides two different types of default access policies for the Functional
partition, if one exists. For the Transition state, the defaults are restrictive. For states A
and B, the default is for a*“read down” access policy, where state B may read and write to
the Functional partition and state A may only read from the Functional partition. Table
9.1.6.1-1 shows the access rule attributes that have selectable values, the possible
selections, and the default selection.
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Attribute Allowable Selections Default Selection

First power on state States A, B, T (where the next stateisB), or T State T (where the next
(where the next state is A). (Note— Installation stateisA)
software allows only Taor Th.)

Access to the F disk No access, read only access, or read/write access No access

partition from state T

Accessto the T partition Read only or read/write Read only

fromsate T

Access to the F partition No access, read only access, or read/write access R/W
from state B

Access to the F partition No access, read only access, or read/write access R
from state A

Slave disk state State A or B State A

Table9.1.6.1-1 Administrator Selectable Partitioning Access Policy Security
Attributes

9.1.6.1.1 FMT_MSA.3.1 - Transtion state

The TSF shall enforce the [Partitioning Access Policy] to provide [restrictive] default
values for security attributes that are used to enforce the SFP.

This element was satisfied by the TSF. The SFP is enforced in the Transition state.
Administrator selectable access rules for the Transition state default to the most
restrictive case, as shown in the access security policy (see Section 3). From the
Trangtion state, the T partition is read only and no other partitions are accessible.

91612 FMT_MSA.3.1- StatesA and B

The TSF shall enforce the [Partitioning Access Policy] to provide [read down] default
values for security attributes that are used to enforce the SFP.

This element was satisfied by the TSF. The SFP is enforced in the Transition state.
Administrator selectable access rules for states A and B default to a “read down” case, as
shown in the access security policy (see Section 3). Where state A is assumed to be a
more restrictive state than state B, state B may read and write to the Functional partition
and state A may only read from the Functional partition. This will allow the flow of
information from state B to state A, but not from A to B.

9.1.62 FMT_MSA.32

The TSF shall allow the [administrator] to specify alternative initial values to override
the default values when an object or information is created.

This element was satisfied by the TSF. In set-up mode, write access is logically and
physically enabled to the EEPROM, and the administrator has the capability to specify
aternative initial values to override default values. Typically, the administrator uses
utilities provided on the 2in1 PC™ installation disks to set initial values and/or override
default values in the EEPROM. These utilities are not a part of the TSF and are not
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included in Section 7 Product Testing, because they were defined to be outside the scope
of the TSF. The area where these elements were evaluated was in Section 9.2.3

ADO _IGS.1 - Instalation, Generation, and Start-Up Procedures.

9.1.6.3 Dependencies

9.1.6.3.1 FMT_MSA.1 Management of Security Attributes

The TSF meets the requirement for this condition by management of security attributes.
(See Section 9.1.5.)

9.1.6.3.2 FMT_SMR.1 Security Roles

The TSF meets the requirement for this condition by providing security roles. (See
Section 9.1.7.)

9.1.7 FMT_SMR.1 Security Roles

FMT_SMR.1 Security roles specifies the roles with respect to security that the TSF
recognises.

9.1.71 FMT_SMR.1.1

The TSF shall maintain the roles [administrator and user].

This element was satisfied by the TSF. There are two roles recognised by the 2in1 PC™
TSF, the user role and the administrator role. There are specific actions that may only
occur in one or the other of the recognised roles.

9.1.7.2 FMT_SMR.1.2

The TSF shall be able to associate users with roles.

This element was satisfied by the TSF. All users operating the TOE in work mode are in
the user role. Anyone operating the TOE in set-up mode is considered to be in the
administrator role.

9.1.7.3 Dependencies

9.1.7.3.1 FIA_UID.1 Timing of Identification

The TSF meets the requirement for this condition by providing user identification before
any action (See Section 9.1.4.). Administrators are required to be in set-up mode before

they can perform any administrator functions. Being in work mode (i.e., the set-up plug
not being inserted on the 2in1 PC™ card) identifies the user role.
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9.1.8 FMT_SMR.3 Assuming Roles

Assuming roles requires that an explicit request be given to the TSF to assume arole.
9.181 FMT_SMR.3.1

The TSF shall require an explicit request to assume the following roles: [administrator].

This element was satisfied by the TSF. Installation of the set-up plug in the TSF, and
power up in set-up mode, is the explicit action necessary to assume the administrator role.
Anyone operating the TOE without being in set-up mode is considered to be a user.

A user may become an administrator by powering off the PC, opening the PC case,
inserting the set-up plug on the 2inl PC™ card, and turning the machine back on.
Alternately, if the optional, internal enabler plug is already inserted on the 2in1 PC™
card, the user need only turn the PC off, insert the external set-up jack, and turn the
power back on. To become a user again, the administrator reverses the process, removing
the set-up plug and restarting the machine in work mode. The TSF checks for the
presence of the set-up plug (in one of its two forms), thus identifying the user role, before
performing any functions on behalf of the user.

9.1.8.2 Dependencies
9.1.8.2.1 FMT_SMR.1 Security Roles

The TOE meets the requirement for this condition by providing security roles (See
Section 9.1.7.).

9.1.9 FPT_FLS.1 Failurewith Preservation of Secure State

FPT_FLS.1 Failure with preservation of secure state requires that the TSF preserve a
secure state in the face of the identified failures.

9.19.1 FPT_FLS1.1

The TSF shall preserve a secure state when the following types of failures occur: [forced
shutdown, power failure, or systemfailure].

This element was satisfied by the TSF. Under forced shutdown, power failure, or system
fallure in work mode, the TSF does not respond until it has reached the Transition state.
The Trangition state is defined in the 2in1 PC™ Informal Security Policy Model as being
asecure state. It allows no network connections, no accessto either the A or B disk
partitions, read only access to the Transition disk partition, and access only to other
connected devices that are connected through the !A (not A) or !B (not B) jumper pins.
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9.1.9.2 Dependencies
9.1.9.2.1 ADV_SPM.1 Informal TOE Security Policy M odel
The TOE meets the requirement for this condition by providing an informal TOE security

policy model (ref. Section 3). Upon failure in the work mode, the TSF always transitions
to, or through, the Trangtion state, described in the informal TOE security policy model.

9.1.10 FPT_RCV.4 Function Recovery

Function recovery, provides for recovery at the level of particular SFs, ensuring either
successful completion or rollback of TSF datato a secure state.

9.1.10.1 FPT_RCV 4.1

The TSF shall ensure that [forced shutdown, power failure, or systemfailure whilein
work mode] have the property that the SF either completes successfully, or for the
indicated failure scenarios, recovers to a consistent and secure state.

This element was satisfied by the TSF. In work mode, the TSF recoversto, or through,
the Transition state after any forced shutdown, power failure, or system failure. The
Trangition state is defined in the 2in1 PC™ Informal Security Policy Model as being a
secure state. It allows no network connections, no access to either the A or B disk
partitions, read only access to the Transition disk partition, and access only to other
connected devices that are connected through the !A (not A) or !B (not B) jumper pins.

9.1.10.2 Dependencies

9.1.10.2.1 ADV_SPM .1 Informal TOE Security Policy Model

The TOE meets the requirement for this condition by providing an informal TOE security
policy model. (See Section 3.) Upon failure in the work mode, the TSF always transitions
to, or through, the secure (i.e., trangition) state, described in the informal TOE security
policy model.

9.1.11 FPT_RVM.1 Non-Bypassability of the TSP

FPT_RVM.1 requires non-bypassability for all SFPsin the TSP.

9.1.11.1 FPT_RVM .11

The TSF shall ensure that TSP enforcement functions are invoked and succeed before
each function within the TSC is allowed to proceed.



This element was satisfied by the TSF. In work mode, there are four user visible
functions that the TSF controls. They are:

1. Read or write access to disk partitions,

2. Connectivity to network connections,

3. Connectivity to other (optional) TSF controlled devices, and

4. Switch user states.
The TSF controls each of these functions and alows them to proceed only if they comply
with the Partitioning Access Policy. Additionally, the user state switch may occur only if
it does not violate the Floppy Disk Switching Policy.
9.1.11.2 Dependencies
This requirement has no dependencies.
9.1.12 FPT_SEP.3 Complete Reference M onitor
Complete reference monitor, requires that there be distinct domain(s) for TSP
enforcement, a domain for the remainder of the TSF, as well as domains for the non-TSF
portions of the TOE.
9.1.12.1 FPT_SEP.3.1

The unisolated portion of the TSF shall maintain a security domain for its own execution
that protectsit from interference and tampering by untrusted subjects.

This element was satisfied by the TSF. The TOE security policy is enforced entirely by
the 2in1 PC™ card. The TSF isisolated from interference or modification. The state
machine implementation isin the Altera chip that is loaded from ROM and is not
accessible by untrusted subjects. The EEPROM is not writeable without the set-up plug,
and therefore not writeable by untrusted subjects. The IDE checking is aso implemented
in the Altera chip that isloaded from ROM, and its security attributes are on the
EEPROM. The Altera chip has no input interface open to outside of the TSF.

9.1.12.2 FPT_SEP.3.2

The TSF shall enforce separation between the security domains of subjects in the TSC.
This element was satisfied by the TSF. The user security domains are maintained by a
combination of the security features implemented on the 2inl1 PC™ card. The

Partitioning Access Policy is intended to contain a user session to an authorised
environment that includes a network connection, disk partition(s), and other local
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interfaces, depending on the local organisation security policy and the administrator
controlled settings. Each user state has it’s own domain that includes disk partitions,
network connections, and other device connections. Separation of these domainsis
provided by the TSF.

9.1.12.3 FPT_SEP.3.3

The TSF shall maintain the part of the TSF that enforces the access control
and/or information flow control SFPs in a security domain for its own
execution that protects them from interference and tampering by the
remainder of the TSF and by subjects untrusted with respect to the TSP.

This element was satisfied by the TSF. The access control SFPs covered in this
requirement are the Partitioning Access Policy and the Administrator Access Policy.
There are no information flow control policies for this TOE. The TOE security policy is
enforced entirely by the 2in1 PC™ card. The card isisolated from interference or
modification. The state machine, IDE checking, and network and other hardware
interface access control implementation is in the Altera chip that is loaded from ROM.
The Altera chip has no input interface open to outside of the TSF. Object security
attributes are on the EEPROM and are not writeable without the set-up plug, and
therefore not writeable by untrusted subjects.

9.1.12.4 Dependencies

This requirement has no dependencies.

9.2 ASSURANCE REQUIREMENTS

The assurance requirements for the TOE are the EAL 2 assurance requirements,

augmented by the informal TOE security policy model requirement. Table 9.2-1 liststhe
assurance requirements from the 2in1 PC™ Security Target Report.

Assurance Requirement Description
ACM_CAP.2 Configuration Items
ADO DEL.1 Delivery Procedures
ADO I1GS.1 Installation, Generation, and Start-Up Procedures
ADV_FSP.1 Informal Functional Specification
ADV_HLD.1 Descriptive High-Level Design
ADV_RCR.1 Informal Correspondence Demonstration
ADV_SPM.1 Informal TOE Security Policy Model
AGD ADM.1 Administrator Guidance
AGD USR.1 User Guidance
ATE COV.1 Evidence of Coverage
ATE FUN.1 Functional Testing
ATE _IND.2 Independent Testing — Sample
AVA_SOF.1 Strength of TOE Security Function Evaluation
AVA VLAl Developer Vulnerability Analysis

Table9.2-1 Assurance Requirements
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9.2.1 ACM_CAP.2 Configuration Items
9.2.1.1 Evidence Elements

This section addresses the individual content and presentation evidence elements as
defined inthe CC Version 2, May 1998. Specifically, these elements consist of the
unique identification and description of the TOE configuration items. These uniquely
identified configuration items provide a definition of the TOE hardware and software
elements that lead to an overall unique version number for the TOE. Furthermore, the
configuration management system used in the assignment of the identification of
hardware items, software items, and the TOE itself is also provided.

9.2.1.2 Evaluator Action Elementsand Findings
9.2.1.2.1 Unique Version Numbers

The 2in1 PC™ Configuration Items satisfies this element by defining a unique version
for the TOE. The version defined for the TOE is 1.21. The 2in1 PC™ Configuration
Items further defines the TOE contents, software elements and card components
identifying the manufacturer version numbers and in some cases, the reassigned version
numbers by the vendor.

9.2.1.2.2 Labded With Reference

The 2in1 PC™ Configuration Items satisfies this element by listing labeled version
numbers for the TOE such that the consumer can identify the TOE at the point of
purchase. Verification that these procedures are in place and that the configuration item
version numbers match the evaluated TOE was performed in Section 9.2.2.2.1,
Description of Delivery Procedures.

9.2.1.2.3 Configuration List
The 2inl PC™ Configuration Items satisfies this element by providing alist of the

unique version numbers for the container items of the TOE. The container items define
the unique version numbers assigned by the vendor to the contents of the TOE as follows:
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Container [tem Version Number

2 x IDE cable 121
1 x 2in1 PC™ —Network cable 1.21
1 x 2in1 PC™ —Modem cable 1.21
1xY cable 1.21
1 x reset cable 1.21
1 x 2in1 PC™ Ingtallation Guide (Administrator Use) | 1.21
1 x 2in1 PC™ Quick Installation Guide 121
(Administrator Use)

1x 2in1 PC™ Application Notes (Administrator 121
Use)

1 x 2in1 PC™ User Guide (End-User Document) 1.21
2 x ingtallation diskettes (disk 1 of 2and disk 20f 2) | 1.21
1x 2inl PC™ card 1.21

Table9.2.1.2.3-1 Container ltems

The software elements define what files are used or are installed on the user’s PC during
the installation and configuration of the TOE. Some of these elements have been assigned
aversion number from the other software developers. Therest of the software elements
were developed by the vendor and each element has been assigned a reference number to
signify the association to the version number of the installation diskettes. Thesefilesare
uniquely identified in Tables 9.2.1.2.3-2 and Table 9.2.1.2.3-3:

Diskette #1 Item Version Number / M anufacturer
INSTALL.EXE Voltaire: 1.21
MEMCLR.EXE Voltaire: 1.21
PQ.EXE Voltaire: 1.21

PQ: 3.04.259
REPUI.EXE Voltaire: 1.21
SENSE.EXE Voltaire: 1.21
SWITCH.EXE Voltaire: 1.21
MESSAGES.BM Voltaire: 1.21
FACTORY.INI Voltaire: 1.21
INSTALL.INI Voltaire: 1.21
PCI.DAT Voltaire: 1.21
INSTALL.HLP Voltaire: 1.21
2IN1IPC.MBR Voltaire: 1.21
DOS.MBR Voltaire: 1.21
TRANS.MBR Voltaire: 1.21
AUTOEXEC.BAT Voltaire: 1.21
COMPLETE.BAT Voltaire: 1.21
N.BAT Voltaire: 1.21
NK.BAT Voltaire: 1.21
REPORT.BAT Voltaire: 1.21
UNINST.BAT Voltaire: 1.21
AUTOEXEC.PUB Voltaire: 1.21
CONFIG.SYS Voltaire: 1.21
AUTOEXEC.TRN Voltaire: 1.21
MSDOS.TRN Voltaire: 1.21

MS-DOS: 7.0

Table9.2.1.2.3-2 Software Elements Disk 1
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Diskette #1 Item Version Number / M anufacturer

COMMAND.COM MSDOS: 7.0
10.SYS MSDOS: 7.0
ATTRIB.EXE MSDOS: 7.0
CHOICE.COM MSDOS: 7.0
MORE.COM MSDOS: 7.0
MOUSE.COM MSDOS: 7.0
SYS.COM MSDOS: 7.0
MSDOS.SYS MSDOS: 7.0
RAMDRIVE.SYS MSDOS: 7.0
HIMEM.SY S MS-DOS: 7.0

Table9.2.1.2.3-2 Software ElementsDisk 1 (Cont.)

Diskette #2 Item Version Number / M anufacturer
\DOS\2IN1TSR3.COM Voltaire: 1.21
\DOS\INSTALL.COM Voltaire: 1.21
\DOS\TSR.DAT Voltaire: 1.21
\OS2\AUTOEXEC.BAT Voltaire: 1.21
\OS2\INSTALL.BAT Voltaire: 1.21
\UNIX\LINUX\README.TXT Voltaire: 1.21
\UNIX\LINUX\ V2IN1DRV- Voltaire: 1.21
0.39.TAR.GZ
\UNIX\LINUX\ V2IN1DRV- Voltaire: 1.21
0.39-LINUX.BIN.TAR.GZ
\UNIX\SCO\README Voltaire: 1.21
\UNIX\SCO\V2I1SCO.TAR Voltaire: 1.21

UNIX\SCO\V2IN1DRV-0.39- Voltaire: 1.21
SCO.BIN.TAR.GZ

\UTILS\APM.EXE Voltaire: 1.21
\UTILS\CONFIG.PSW Voltaire: 1.21
\UTILS\ENCRY PT.EXE Voltaire: 1.21
\UTILS\PASSWORD.SY S Voltaire: 1.21
\UTILS\PSW.BAT Voltaire: 1.21
\UTILS\HLE2E2.EXE Voltaire: 1.21
\UTILS\RE2.EXE Voltaire: 1.21
\UTILS\RWE2.EXE Voltaire: 1.21
\WIN\SETUP.EXE Voltaire: 1.21
DEBUG.EXE MSDOS: 7.0
EDIT.COM MSDOS: 7.0
FORMAT.COM MSDOS: 7.0
MORE.COM MS-DOS: 7.0

Table9.2.1.2.3-3 Software Elements Disk 2

The card components define the low-level components the TOE is comprised of. These
components are assigned unique version numbers from the manufacturer and in some
cases, the vendor has reassigned the numbers as follows:




Card Component

Version Number / M anufacturer

1x PCB

Voltaire: Rev. B

1 x EEPROM chip

Voltaire: 1.21

ATMEL: AT28C16-15SC or
Xicor: X2816CS-15

1 x PROM chip

Voltaire: 12A

Altera EPC1441 LC20

6 x Electro-mechanical relays

NaiS: TQ2SA-5V

1 x Internal Set-up plug

None

1 x Altera chip

AlteraFlex EPF6016TC144-3

2 X IDE connectors None
4 x Network connectors None
6 x Floppy disconnection jumpers None

Table9.2.1.2.3-4 Card Components

9.2.1.2.4 Description of Configuration Itemsthat Comprisethe TOE

The 2in1 PC™ Configuration Items satisfies this element by providing a description of
each configuration item the TOE is comprised of. These items are defined as follows:

Container Item

Version Number

Description

2 X |IDE cable

121

Used to connect the hard disk(s) to the
2inl PC™ card, and the 2in1 PC™ card to
the IDE controller.

1x 2in1 PC™ —Network cable 121 Used to connect one 2inl PC™ network
connector to a network interface card.

1x 2in1 PC™ —Modem cable 121 Used to connect one 2inl PC™ network
connector to a modem.

1xY cable 121 Used to connect both 2in1 PC™ network
connectorsto one NIC.

1 X reset cable 121 Used to connect the 2in1 PC™ card to the
motherboard’ s reset pins (necessary only
with certain platforms).

1x 2inl PC™ [nstallation Guide | 1.21 Provide detailed installation and

(Administrator Use) administration instructions for the
installer/administrator.

1x 2in1 PC™ Quick Installation | 1.21 Provide quick and simple installation

Guide (Administrator Use) reference for the installer/administrator.

1x 2in1 PC™ Application Notes | 1.21 Provide information to the

(Administrator Use) installer/administrator about special
problematic hardware platforms, and
troubleshooting.

1x2in1 PC™ User Guide (End- | 1.21 Provide operating instructions for the end

User Document) user.

2 x installation diskettes (disk 1 121 Used to configure the PC on which the

of 2 and disk 2 of 2) 2inl PC™ jsinstalled.

1x2in1 PC™ card 1.21 (See Tahle 9.2.1.2.4-4)

Table9.2.1.2.4-1 Container ltems

The software elements define what files are used or installed on the user’s PC during the
installation and configuration of the TOE. Some of these elements have been assigned a
version number from the other software developers. The rest of the software elements
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were developed by the vendor and each element has been assigned a reference number to
signify the association to the version number of the installation diskettes. Thesefilesare
described in Table 9.2.1.2.4-2 and Table 9.2.1.2.4-2 as follows:

Diskette #1 Item Version Number / Description
M anufacturer
INSTALL.EXE Voltare: 1.21 2inl PC™ ingtallation program
MEMCLR.EXE Voltare: 1.21 RAM clearing utility, copied to T partition.
PQ.EXE Voltare: 1.21 PowerQuest Partition Magic disk partitioning utility
PQ: 3.04.259 (compressed)

Table9.2.1.2.4-2 Software Elements Disk 1
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Diskette #1 Item Version Number / Description
M anufactur er

REPUI.EXE Voltaire: 1.21 Report and diagnostics utility

SENSE.EXE Voltare: 1.21 Card state output utility. Copied to al partitions.

SWITCH.EXE Voltare: 1.21 State switching utility. Gets copied to all partitions.

MESSAGES.BM Voltare: 1.21 Installation messagesfile.

FACTORY'.INI Voltare: 1.21 Factory settings INI file.

INSTALL.INI Voltare: 1.21 User specified settings (or default) INI file.

PCI.DAT Voltare: 1.21 PCI database used to determine the appropriate reset
method.

INSTALL.HLP Voltare: 1.21 Installation help file.

2IN1IPC.MBR Voltare: 1.21 Message file. Used as the disk based MBR if the
AMO option is disabled.

DOS.MBR Voltaire: 1.21 DOS 7.0 MBR bootstrap code

TRANS.MBR Voltare: 1.21 MBR for read only disks. Copied to the T partition.

AUTOEXEC.BAT Voltaire: 1.21 Auto-execute file for the installation diskette.

COMPLETE.BAT Voltare: 1.21 Batch file for copying filesintothe A, Band T
partitions.
In addition to copying files, two files are created on
thefly inthe T partition: TR_TO_A.BAT and
TR_TO_B.BAT (empty placeholder filesthat are
executed in Taand Th, respectively. Can be used to
call one set of programsin Taand another in Th).

N.BAT Voltaire: 1.21 Quick installation batch file.

NK.BAT Voltare: 1.21 Quick installation batch file (allows additional
parameters).

REPORT.BAT Voltare: 1.21 Report generation batch file.

UNINST.BAT Voltaire: 1.21 Uninstallation batch file.

AUTOEXEC.PUB Voltare: 1.21 Auto-execute file for the A and B partitions.
Appended to existing AUTOEXEC.BAT filein A,
copied to B.

CONFIG.SYS Voltare: 1.21 Driver loading and settings for the installation
diskette.

AUTOEXEC.TRN Voltare: 1.21 Auto-execute file for T partition. Copiedto T
partition.

MSDOS.TRN Voltare: 1.21 DOS Configuration file for T partition (disables

MS-DOS: 7.0 Windows logo and boot stopping).

COMMAND.COM MS-DOS: 7.0 DOS 7.0 shell.

10.SYS MSDOS: 7.0 DOS 7.0 1/O and hardware interface.

ATTRIB.EXE MS-DOS: 7.0 DOS 7.0 file attribute editing utility.

CHOICE.COM MS-DOS: 7.0 DOS 7.0 utility for enabling menu choice. Gets
copiedto T

MORE.COM MS-DOS: 7.0 DOS 7.0 utility for pausing when screen is full (used
for REPORT).

MOUSE.COM MS-DOS: 7.0 DOS 7.0 mouse driver

SYS.COM MS-DOS: 7.0 DOS 7.0 utility for making partitions bootable.

MSDOS.SY S MS-DOS: 7.0 DOS 7.0 configuration file.

RAMDRIVE.SYS MS-DOS: 7.0 DOS 7.0 RAM drive driver.

HIMEM.SYS MS-DOS: 7.0 DOS 7.0 high-memory driver.

Table9.2.1.2.4-2 Software ElementsDisk 1 (Cont.)
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Diskette #2 Item Version Number / Description
M anufacturer

\DOS\2IN1TSR3.COM Voltaire: 1.21 2inl PC™ DOS driver

\DOS\INSTALL.COM Voltaire: 1.21 DOS driver installation batch file

\DOS\TSR.DAT Voltare: 1.21 DOS Driver path file

\OS2AUTOEXEC.BAT Voltaire: 1.21 OS2 Auto-execute batch file

\OS2\INSTALL.BAT Voltaire: 1.21 2inl PC™ OS2 ingtallation batch file

\UNIX\LINUX\README.TXT Voltaire: 1.21 2in1 PC™ Linux installation instructions

\UNIX\LINUX\ V2IN1DRYV- Voltaire: 1.21 2in1 PC™ Linux driver source

0.39.TAR.GZ

\UNIX\LINUX\ V2IN1DRV- Voltaire: 1.21 2inl PC™ Linux driver installation

0.39-LINUX.BIN.TAR.GZ

\UNIX\SCO\README Voltaire: 1.21 2in1 PC™ SCO driver installation
instructions

\UNIX\SCO\W2I1SCO.TAR Voltaire: 1.21 2inl PC™ SCO driver source

UNIX\SCO\V2IN1DRV-0.39- Voltaire: 1.21 2inl PC™ SCO driver instalation

SCO.BIN.TAR.GZ

\UTILS\APM.EXE Voltare: 1.21 Check whether the PC supports Advanced
Power Management.

\UTILS\CONFH G.PSW Voltare: 1.21 CONFIG.SY Sfilefor password in T
partition (optional use)

\UTILS\EENCRY PT.EXE Voltare: 1.21 Utility for changing T password

\UTILS\PASSWORD.SY S Voltare: 1.21 T partition password driver

\UTILS\PSW.BAT Voltare: 1.21 T partition password installation batch file

\UTILS\FHILE2E2.EXE Voltare: 1.21 Utility for writing afile to the EEPROM

\UTILS\RE2.EXE Voltare: 1.21 Utility for outputting the EEPROM
content to the screen

\UTILS\RWE2.EXE Voltare: 1.21 Utility for reading and writing to the
EEPROM

\WIN\SETUP.EXE Voltare: 1.21 2in1 PC™ Windows (All versions) driver
installation program

DEBUG.EXE MS-DOS: 7.0 DOS 7.0 debugger

EDIT.COM MS-DOS: 7.0 DOS 7.0 text editor

FORMAT.COM MS-DOS: 7.0 DOS 7.0 disk formatting utility

MORE.COM MS-DOS: 7.0 DOS 7.0 utility for pausing when screen is

full.

Table9.2.1.2.4-3 Software Elements Disk 2

The card components describe the low-level components the TOE is comprised of. These
components are defined as follows:

Card Component Version Number / Description
M anufacturer
1xPCB Voltare: The actual fiberglass printed circuit card
Rev. B used to mount the electronic components.

1 x EEPROM chip

ATMEL: AT28C16-
15SC

or

Xicor:

X2816CS-15
Voltaire: 1.21

Used to store configuration data.

Table9.2.1.2.4-4 Card Components
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Card Component Version Number / Description
M anufactur er

1 x PROM chip Altera: Used to store the code that operates the
EPC1441 LC20 2inl PC™ card.
Voltaire: 12A

6 x Electro-mechanical relays NaS: Used to sever network and telephone
TQ2SA-5V wires connected to the 2inl PC™ card.

1 x Internal Set-up plug None Used to Enable EEPROM alteration and

full disk access.
1 x Altera chip AlteraFlex Used to perform processing and logic

EPF6016TC144-3

operations.

2 X IDE connectors

None

Used to route the IDE cables through the
2in1 PC™ card.

4 x Network connectors None Used to route the network/telephone
cables through the 2in1 PC™ card.
6 x Floppy disconnection jumpers | None Used to provide the ability to sever

peripheral devices cables.

Table9.2.1.2.4-4 Card Components(Cont.)

9.2.1.2.5 Method of Unique Identification of Configuration Items

The 2in1 PC™ Configuration Items satisfies this element by defining a unigue method of
identification. Both the installation diskettes and the 2in1 PC™ card are clearly marked
asversion 1.21. Thefollowing is alist of the uniquely identified TOE elements:

Container Item Version Description
Number

2 x installation 121 Voltaire’ s version number isincremented by 0.01 every time a

diskettes (disk 1 of 2 minor change, such as a bug fix, isimplemented. Incremented

and disk 2 of 2) by 0.1 when a major change, such as new logic design is
implemented.

1x2in1 PC™ card 121 Voltaire’ s version number isincremented by 0.01 every time a
minor change, such as a bug fix, isimplemented. It is
incremented by 0.1 when a major change, such as new logic
design or card architecture is implemented.

Table9.2.1.2.4-1 Container ltems




Container Item Version Description
Number
1x2in1 PC™ 121 Voltaire' s version number isincremented by 0.01 every time a
Installation Guide minor change, such as a documentation correction, is made. It is
(Administrator Use) incremented by 0.1 when a major change, such as a minor
change to the product’ s design has been made.
1x2in1 PC™ Quick | 1.21 Voltaire’ s version number isincremented by 0.01 every time a
Installation Guide minor change, such as a documentation correction, is made. It is
(Administrator Use) incremented by 0.1 when a major change, such as a minor
change to the product’ s design has been made.
1x2in1 PC™ 121 Voltaire' s version number isincremented by 0.01 every time a
Application Notes minor change, such as a documentation correction, is made. It is
(Administrator Use) incremented by 0.1 when a major change, such as aminmr
change to the product’ s design has been made.
1x2in1PC™ User | 1.21 Voltaire’ s version number isincremented by 0.01 every time a
Guide (End-User minor change, such as a documentation correction, is made. It is
Document) incremented by 0.1 when a major change, such as a minor
change to the product’ s design has been made.

Table9.2.1.2.4-1 Container Items(Cont.)

The 2in1 PC™ card components specify the method of identification used for the
following items:

Card Version Number / Description
Component M anufactur er
1xPCB Voltaire: Rev. B Version number incremented by one letter every timethe
PCB is reedited.

1x EEPROM | ATMEL: AT28C16-15SC | Atmel and Xicor are identical 2K EEPROM s used

chip Or interchangeably during manufacturing. They both offer the
Xicor: X2816CS-15 same functionality. Their use is determined by manufacturing
Voltare: 1.21 prices. The Voltaire version number is identical to the overall

product version number, and changes with it.

1 x PROM Alteras EPC1441 LC20 Voltaire’ s version number is incremented by one letter every
chip Voltaire: 12A time aminor change, such as a bug fix, isimplemented. It is
incremented by one number when a major change, such asa
new logic design or card architecture isimplemented.

Table9.2.1.2.5-2 Card Components

The EEPROM component of the TOE is manufactured by either AMTEL or Xicor and
the vendor has assigned version number of 1.21 to identify either chip. The selection of
the EEPROM chip is based on manufacturer pricing, however both chips offer the same
functionality (i.e., to store the 2in1 PC™ card configuration data). The PROM chip has
been assigned a vendor number 12A. A unique vendor number has been assigned to this
component due to the fact that future versions of the 2in1 PC™ card may share the same
PROM but have different instruction sets hard coded during production.

9.2.1.2.6 Unique Identification of Configuration Items

The 2in1 PC™ Configuration Items satisfies this element by uniquely identifying each
configuration item of the TOE. This list of items was used to verify that the TOE

65




delivered in Section 9.2.2 ADO_DEL.1 Delivery Procedures was properly marked with
the specified manufacturer and vendor version numbers.

9.2.1.2.7 Configuration Items Evidence

The following vendor documentation was referenced to satisfy this assurance component.

E21198041(4), 2in1 PC™ Configuration ltems

9.2.2 ADO_DEL.1 Delivery Procedures

9.2.2.1 Evidence Elements

This section addresses the vendor delivery procedures when delivering the TOE to the
user’slocation. The system controls and distribution facility procedures are defined to
provide assurance that the recipient receives the TOE without any modifications. The
established procedures define the steps the developer is enforcing to guarantee that the
recipient receives the version that corresponds precisely to the TOE master copy, thus
avoiding any tampering with the actual version, or substitution of afalse version.

9.2.2.2 Evaluator Action Elementsand Findings

9.2.2.2.1 Description of Delivery Procedures

The delivery procedures implemented by Voltaire satisfy this element by defining the
steps for the secure delivery of the TOE to the user’s site. The specific steps followed by
Voltare are:

1.

Every 2in1 PC™ card undergoes a full final test before being packaged and
shipped. Thistest ensures that the card isin working order (functionality-wise and
security-wise), ensures that the PROM version and the software on the installation
diskette are correct. (See 2in1 PC™ Product Approval Testsfor further
information regarding this procedure).

A sticker with the product’s overall version number is placed on the card itself.
Every TOE package is individually sealed using a sticker displaying the Voltaire
logo, thereby preventing the possibility of opening the box and tampering with its
contents without being noticed.

A sticker with the product’s overall version number is placed on the package.

The TOE is stored in a controlled environment prior to shipment, i.e., a guarded
office building, inside alocked office protected by an alarm system.

Cards are shipped to their final destination either by courier or by public mail.
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After reviewing the vendor delivery procedure documentation, an order for the TOE was
placed to verify that the documented delivery procedures were being enforced. After
receipt of the TOE, these delivery procedures were verified. This verification was
performed in the following manner:

1. Physically inspecting the package upon receipt to confirm that the TOE was
properly sealed.

2. Confirming that the TOE received matched the configuration itemslisted in
Section 9.2.1.

Note: Version numbers on the card and package were not confirmed upon receipt
of the TOE (items 2 and 4 of the vendor delivery procedures). This was due to the
fact that when the order for the TOE was made, these procedures were not
specified. The requirement for these procedures was identified and has been
incorporated into Voltaire' s delivery procedures.

3. Installing and configuring the TOE to confirm that the 2in1 PC™ card operated as
specified. Section 9.2.12 defines the independent testing that was conducted and
provides details on the tests performed.

9.2.2.2.2 Delivery ProceduresEvidence

The following vendor documentation was referenced to satisfy this assurance component.
E20598011, 2in1 PC™ Product Approval Tests
E21198045, 2in1 PC™ Delivery Procedure

9.2.3 ADO_IGS.1 Ingtallation, Generation, and Start-Up Procedures

9.2.3.1 Evidence Elements

9.2.3.2 Evaluator Action Elementsand Findings

This section addresses the installation, generation, and start-up procedures after receipt of
the TOE from the vendor. These procedures provide assurance that the documentation
provided as part of the TOE is sufficient in detail to securely configure the TOE inits
target environment.

9.2.3.2.1 Description of Installation, Generation, and Start-Up
Verification of the vendor’ s installation, generation, and start-up procedures for the TOE

satisfies this element. These one-time procedures were verified using only the supporting
documentation, the installation software, and other package contents that was provided
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with the TOE in order to configure it to a secure operationa state. Before the
installation of the TOE commenced, the 2inl PC Installation Guide was used to verify
that all of the TOE components have been received. Once this verification was made,
Chapter 9 of the 2in1 PC Installation Guide was also examined. This Chapter addresses
the reconfiguration, reinstallation, or removal of the 2in1 PC™ card. For the specific
evaluation details of the TOE documentation, please refer to the COACT, Inc. document
entitled Evaluation of the 2in1 PC Installation Guide, Version 1.21. This document
defines areas expressed to the vendor that should be included in future versions of the
installation guide, however do not directly affect the procedures necessary for the secure
installation, generation, and start-up of the TOE. When performing the installation,
generation, and start-up procedures, the TOE provided a Graphical User Interface (GUI)
so that the administrator could verify that the TOE security functions were properly
configured.

9.2.3.2.2 Determination of Resulting Configuration

Verification of the vendor-supplied installation, generation, and start-up procedure
documentation has satisfied this element. This verification was performed by installing
the TOE using the included product documentation and by performing atrial run to
confirm that the TOE security functions were being enforced. Once the enforcement of
the TOE security functions was verified, the security functions were further evaluated
through the replication of vendor tests and the execution of independent evaluator tests
defined in Section 9.2.12 ATE_IND.2, Independent Testing - Sample.

9.2.3.2.3 Installation, Generation, and Start-Up Evidence

The following vendor documentation was referenced to satisfy this assurance component.
. E21298062, 2in1 PC™ App. Notes — Special Settings
E21298063, 2in1 PC™ Installation Guide
E21298064, 2in1 PC™ Quick Installation Guide
E21198039(2), Evaluation of the 2in1 PC™ Installation Guide, Version 1.21

9.2.4 ADV_FSP.1 Informal Functional Specification

9.2.4.1 Documentation Included in the Functional Specification

The following documents were considered part of the 2in1 PC™ functional specification:
E21198024, 2in1 PC™ System Design Document
E21298054, 2in1 PC™ Functional Specifications
E21198061, 2in1 PC™ Updates to the SYD EEPROM Mapping Section

9.2.4.2 Evidence Elements

This section addresses the informal functional specification that completely represents the

TSF. Theinformal functional specification provides a high-level description of the user-
visible interfaces and the behavior of the TSF. It is an instantiation of the TOE security
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functional requirements. The functional specification shows that all the TOE security
functional requirements have been addressed.

9.2.4.3 Evaluator Action Elementsand Findings

9.2.4.3.1 Description of the TSF and External Interfaces

The TOE satisfies this element. The TOE functional specification isin an informal style,
written in English. All documents listed in Section 9.2.4.1 were considered in making this
determination.

9.2.4.3.2 Internally Consistent

The TOE satisfies this element. The functional specification isinternally consistent. It
contains no contradictory statements. The initial documentation, the 2in1 PC™ System
Design Document, is incomplete, sometimes vague, and has afew errorsinit. These
problems have been corrected with supplemental documentation, including the 2inl
PC™ Functional Specification and Updates to the SYD EEPROM Mapping Section. The
new functional specification is consistent with the 2in1 PC™ System Design Document,
but organises and defines the functions differently and adds more detail. The Updates to
the SYD EEPROM Mapping Section provide corrections to Appendix A — 2in1 PC™
Configuration Summary in the 2in1 PC™ System Design Document. All documents
listed in Section 9.2.4.1 were considered in making this determination.

9.2.4.3.3 Purposes and Uses of External I nterfaces

The TOE satisfies this element. The 2in1 PC™ Functional Specification provides
sufficient information on the purposes and uses of the interfaces to the TSF. An
examination of the 2in1 PC™ card reveals the existence of the following physical
connections:

1. 1SA edge connector to the PC motherboard,

2. |IDE bus connector to the PC motherboard (or the hard disk controller card, as
appropriate),

3. |IDE bus connector to the hard disk drive,
4. 2 RJ45 network connector sockets,

5. 2 RJ}11 network connector sockets,

6. Set-up plug connector pins,

7. 26 jumper pins, and an
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8. External set-up connector jack.

Additionally, there are 6 electro-mechanical relays that, while they are not external
interfaces, provide the access control mechanism that enforces the security policy on
some of the external interfaces (see Sections 9.2.4.3.3.4 and 9.2.4.3.3.6).

The uses of each of these interfaces are described in the 2in1 PC™ Functional
Specification and are more fully explained in other supporting documentation (e.g., 2inl
PC™ Installation Guide).

All of the TSFIs listed in the following sections can be derived, directly or indirectly,
from the security functional requirements presented in Section 9.1. All interfaces
mandated or implied in the security functional requirements are discussed in the 2inl
PC™ Functional Specifications.

As described in the following sections, the available documentation identifies all
interfaces to the TSF and correctly and completely describes the behavior of the TOE at
each external interface. All security relevant input parameters, or a characterisation of
those parameters, have been described. The following sections provide specific
references to documentation, in addition to the 2in1 PC™ Functional Specification, that
was used in determining the purpose and use of all of the external interfaces to the TSF.

9.24.3.3.1 ISA Bus

The ISA bus is used to receive reset signals and detect DMAZ2 activity. It isused in the
following security functions, as described in the 2in1 PC™ Functional Specification:

1. Inwork mode, control the flow of state changes (Function 7)

2. Inwork mode, monitor DMA2 activity during the Transition state and prevent
state switching upon detection thereof (Function 9)

Detection of DMAZ2 activity affects the enforcement of the Floppy Disk Switching Policy
in that the TSF will not alow any state switching if DMA2 activity has been detected in
the Trangition state. This detection is performed by the DMA controller receiving DMA2
activity from the ISA bus only. Since PCI devices do not interface with the DMA
controller, their operation is not monitored by the TSF. This condition may only be
cleared by areboot. (Ref. 2in1 PC™ System Design Document, Sections 3.1 & 4.2.2.)

The ISA bus reset signal is used as a part of state switching, but does not directly affect
the enforcement of the security policy. It indirectly affects the enforcement of the
Partitioning Access Policy in that it can affect the machine state. However, the TSF will
continue to enforce the Partitioning Access Policy for whatever state the machineisin.
(Ref. 2in1 PC™ System Design Document, Sections 3.1, 3.4, 3.5 & 4.2.2))
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9.24.3.3.2 IDE Bus—-PC

The IDE connection from the PC motherboard (or the hard disk controller card, as
appropriate) is used in several of the security functions described in the 2in1 PC™
Functional Specification. Those uses are shown in Table 9.2.4.3.3-1.

Function (2in1 PC™
Functional Specification)

Use of the IDE Interface

1 - Allow the setting up and
configuration of the 2in1 PC™
attributes.

Inputs are attributes and parameters from the PC during set-up. This
input includes many of the attributes and parameters used to enforce
the Partitioning Access Policy and the Floppy Disk Switching Policy.
(Ref. 2in1 PC™ System Design Document, Sections 3.1, 3.4 & 4.2.4.)

2 — Provide storage for
configuration data (including
card configuration and MBRS).

Inputs are requests from the PC for configuration information
contained on the EEPROM and reads for MBR addresses. Outputs are
MBR data and configuration data (including security attributes and
parameters) to the PC. These inputs and outputs include many of the
attributes and parameters used to enforce the Partitioning Access
Policy and the Floppy Disk Switching Policy. (Ref. 2in1 PC™ System
Design Document, Sections 3.1, 3.4 & 4.2.4.)

3 — Inwork mode, provide a
state machine with three distinct
states of operation: A, B, and T.

Outputs state information to the PC. This external output does not
directly affect the enforcement of security policy. (Ref. 2in1 PC™
System Design Document, Sections 3.1, 3.4, 3.5 & 4.2.2)

4 — Inwork mode, provide a
different MBR for each security
state during boot.

Inputs are read requests for the MBR address (sector 0,0,1). Output is
MBR data to the PC. These inputs and outputs are used to enforce the
Partitioning Access Policy. As the state machine changes state, the PC
is booted, or rebooted, from the new state’ s assigned disk partitions.
(Ref. 2in1 PC™ System Design Document, Sections 3.1, 3.4, 3.5 &
4.2.4)

5 — Inwork mode, control
access to disk partitions based
on the current machine state
and the access security policy.

Inputs are disk commands, addresses, and data from the PC. Disk
addresses are checked to see if they are within the partition boundaries
for the partition associated with the current state or the “Functional”
partition. Disk commands are checked to see that they are legal
operations (e.g., read, write) to the partition for which they are
addressed. |DE commands and addresses are used to enforce the
Partitioning Access Policy on access to disk partitions. (Ref. 2inl1
PC™ System Design Document, Sections 3.1, 3.2, 3.4,4.2.1 & 4.2.3)

7 — In work mode, control the
flow of state changes.

Inputs are the switch command and the reset signal. The reset signal
and the switch command are used as a part of state switching, but do
not directly affect the enforcement of security policy. The TSF will
enforce the Partitioning Access Policy for whatever state the machine
isin. (Ref. 2in1 PC™ System Design Document, Sections 3.1, 3.4, 3.5
& 4.2.2)

Table9.2.4.3.3-1 Usesof thelDE Interface

71



9.2.4.3.3.3 IDE Bus— Disk

The IDE bus connector to the hard disk drive is used to send valid commands, addresses,
and datato the hard disk and return information from the hard disk. The validity of the
commands and addresses is determined in Function 5, as described in the 2in1 PC™
Functional Specification. IDE outputs from the TSF to the hard disk drive are the results
of the enforcement of the Partitioning Access Policy. (Ref. 2in1 PC™ System Design
Document, Sections 3.1, 3.2, 3.4, 3.5,4.2.1, & 4.2.3))

Note: The flow of IDE commands, addresses, and data from the hard disk drive back to
the PC are not covered by the TSP, and are not monitored by the TSF.

9.2.4.3.3.4 Network Connectors

The 2in1 PC™ card has two RJ-45 network connection sockets and two RJ-11 network
connection sockets. One RJ45 and one RJ-11 network connection socket is used to
provide connectivity to each of the two networks (networks A and B). The connectivity
to each of the two networks is enforced by the TSF controlling two electro-mechanical
relays for each of the two networks. The A network cable is connected into the ‘Net A’
RJ45 connection socket on the 2in1 PC™ card. This socket is connected to an electro-
mechanical relay, is routed through a second (redundant) electro-mechanical relay, and is
then routed out to the ‘Net A’ RJ-11 network connector for the A network. The B
network cable is connected into the ‘Net B’ RJ-45 connection socket on the 2in1 PC™
card. Thissocket is connected to an electro-mechanical relay, is routed through a second
(redundant) electro-mechanical relay, and is then routed out to the ‘Net B’ RJ-11 network
connector for the B network. The network connector sockets themselves are not a direct
interface to the TSF, but are controlled by another interface (i.e., the electro-mechanical
relays). The RJ-45 sockets connect to the external networks and the RJ-11 sockets
connect to the PC's NIC card or modem. There are two electro-mechanical relays
between each of the RJ-45 sockets and RJ-11 sockets. The TSF controls the electro-
mechanical relays, allowing or disallowing these network connections to be made. There
are two relays on each circuit to provide redundant backup. Both must be closed for the
circuit to be complete. The use of thisinterface is described in Function 6, in the 2inl
PC™ Functional Specification. (Ref. 2in1 PC™ System Design Document, Sections 3.1,
3.4, & 4.2.1. Additional details on the network connections are also provided in the 2inl
PC™ Installation Guide, Chapter 7.)

The electro-mechanical relays are used to enforce the Partitioning Access Policy on
access to external networks.

9.2.4.3.3.5 Set-up PingPlugs
The set-up plug connector pins accept the 2inl PC™ set-up plug that identifies a user as
being in the administrator role and that the machine isin set-up mode. The PC must be

powered off to insert or remove the set-up plug on the 2in1 PC™ card. This must be
performed since the TSF only checks for the presence of the set-up plug after powering
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onthe PC. Inserting or removing the set-up plug while the machine has not been
powered off will not change the mode (set-up or work) that the 2in1 PC™ card is running
in. The presence of the 2in1 PC™ set-up plug also physically and logically enables the
write operations to the EEPROM, causes the network electro-mechanical relays to be
opened (i.e., disconnecting all networks), causes the other connected device electro-
mechanical relays associated with A and B to be opened (i.e., disconnecting all devices
connected through the A and B jumpers), causes the other connected device electro-
mechanical relays associated with!A (Not A) and !B (Not B) to be closed (i.e.,
connecting al devices connected through the 'A (Not A) and !B (Not B) jumpers), and
allows all IDE commands to pass without being monitored. There are two methods of
using the set-up pins to place the 2in1 PC™ card into setup mode. The first, and
recommended, method is with the standard, black, set-up plug. When this plug is inserted
on the set-up pins, set-up mode is activated. The second method is to attach the gray,
internal enabler plug to the set-up pins, and leave it in place. The PC must also be
powered off to insert or remove the external set-up plug. This enables the use of an
external, phone jack type, plug to enter set-up mode. This external set-up plug isinserted
in the external set-up connector jack. This second method is not recommended because it
allows the TSF to be put into set-up mode without removing the cover of the host PC to
insert a plug for which the user does not have access. This could alow a user to enter set-
up mode with only an easily obtainable microphone jack plug. Although the users are
assumed to be trusted not to modify the TOE, it should not be that easy to assume the
administrator role.

Table 9.2.4.3.3-2 shows how the functions specified in the 2in1 PC™ Functional
Specification use the set-up pinsg/plug.

Function (2in1 PC™ Functional Use of the Set-up Ping/Plug
Specification)
1 — Allow the setting up and configuration of If the set-up plug isinstalled on the set-up pins, the
the 2in1 PC™ attributes. EEPROM is made writeable and security attributes and

parameters may be stored. (Ref. 2in1 PC™ System
Design Document, Sections 3.1, 34, & 4.2.4)

11 — Detect the presence of a physical set-up If the set-up plug isinstalled on the set-up pins, and the
plug in order to switch into set-up mode and PC is powered back on, the Altera chip sensesthe
allow configuration. presence of the set-up plug and places the TOE in set-

up mode, and establishes the user as being in the
administrator role. Thisallows all disk access, breaks
al network connections, and other device connections
are broken or established. (Ref. 2in1 PC™ System
Design Document, Sections 3.1, 3.4, & 4.2.4)

Table9.2.4.3.3-2 Set-up PingPlug Uses

The set-up ping/plugs are used in the enforcement of all of the security policies. The

| dentification and Authentication Policy assigns user roles and machine modes based on
the presence or absence of the set-up plug. When the plug isin place, the TOE isin set-up
mode and the user isin the administrator role. Otherwise, the TOE isin work mode and
the user isin the user role. Based on the user role, different rules are applied in the
Partitioning Access Policy. Administrator Access Policy rules are based on the user’s
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role. The Floppy Disk Switching Policy is enforced only in work mode. (See Section 3
for a detailed description of these security policies.)

9.2.4.3.3.6 Jumper Pins

The external device pins (i.e., pins 1-6) provide the attributes (i.e., A or !A and B or !B)
used in the Partitioning Access Policy for the attached devices. The Partitioning Access
Policy is enforced on the attached devices using the electro-mechanical relays. The
indicator pins (i.e., pins 7-12) provide an externally available indication of the state of the
state machine, but are not used for any security functionality. The reset pins (i.e., pins 13-
14) can be used to provide areset signal to older-style PCs. If they were used when not
needed, they may have no affect, depending on the configured reset signal. If not used
when required, switching would be prevented. In either case, the Partitioning Access
Policy continues to be enforced. Pins 15-16 are reserved for future Voltaire use, and were
not used in the evaluated configuration. The switch disable pins (i.e., pins 17-18) may
prevent state switching, but will not affect the correct enforcement of security policy. The
net select pins (i.e., pins 19-26) are jumpered in specified patterns to indicate the type of
networks that are connected through the A and B network connector sockets (see 2inl
PC™ Installation Guide, Appendix C for the correct settings). These pins do not provide
or affect any security relevant functionality. The RJ-45 connectors provide for atotal of 8
wires to come in from an attached network. Ethernet uses wires 1,2,3, and 6. Token-Ring
uses wires 3,4,5, and 6. The pins map the correct network wiresto the PC side of the
connection. Incorrect settings will make connected networks inaccessible, but do not
effect security policy. Jumper pins usage is shown in Table 9.2.4.3.3-3.

Pins Use 2in1PC™
Functional

Specification

Reference

1-6 | Control up to two externa devices (one each in states A and B). The system Function 10
administrator applies jJumper wires to two pins, connecting to/from the
external devices, allowing connectivity in accordance with local policy.
Control of the external device(s) is achieved by routing the one of the control
signas (e.g., “ Device Ready” signal for afloppy disk) from the peripheral
device cable through an electro-mechanical relay. Allowable settings are A or
IA (not A) and B or IB (not B). (See Note 1) (Ref. 2in1 PC™ System Design
Document, Sections 3.1, & 4.2.1. Additional details on the use of these pins
are provided in the 2in1 PC™ Installation Guide, Chapter 1 & Appendix B.)

7-12 | Stateindicator outputs from the TSF. Pins 8, 10, & 12 provide +5V whenin Function 3
states A, B, & T, respectively. Otherwise OV are present. Pins7, 9, & 11
provide alogical “0” for the active state and logical “1” for inactive states for
states A, B, & T, respectively. (Ref. 2inl PC™ System Design Document,
Sections 3.1, & 4.2.2. Additional details on the use of these pins are provided
inthe 2in1 PC™ Ingtallation Guide, Appendix B.)

Table9.2.4.3.3-3 2in1 PC™ Jumper Pins
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Pins Use 2in1PC™
Functional
Specification

Reference

13- 14 | If jumper wires are connected to the reset pins on the motherboard, the TSF Function 7
provides areset signal for computers that use a non-standard reset scheme
(Ref. 2in1 PC™ System Design Document, Sections 3.1, 3.4, & 4.2.2.
Additional details on the use of these pins are provided in the 2in1 PC™
Installation Guide, AppendicesB & C.)

15- 16 | Reserved for future Voltaire add-ons. (Ref. 2in1 PC™ |nstallation Guide,
Appendix B.)

17 - 18 | If jJumper wires connecting the pins to an external device (not part of the TSF) | Function 7
are present, a“switch disable” signal can be received by the TSF (See Note
2). (Ref. 2in1 PC™ System Design Document, 4.2.2. Additional details on the
use of these pins are provided in the 2in1 PC™ Ingtallation Guide, Chapter 1
& Appendix B.)

19- 22 | These pins are jumpered in specified patterns to indicate the type of networks | Not security
and that are connected through the A and B network connector sockets. (Ref. 2inl | function
23-26 | PC™ Ingtallation Guide, Chapter 7 & Appendix B.) related.

Table9.2.4.3.3-3 2in1 PC™ Jumper Pins(Cont.)

Note 1. These pins connect to two electro-mechanical relays (one for each circuit) that
are controlled by the TSF, as specified in Function 10 of the 2in1 PC™ Functional
Specification. They are not adirect interface to the TSF, but are controlled by another
interface (i.e., the electro-mechanical relays), just as are the R}45 and RJ-11 network
connectors. The jumper pins provide the attributes (i.e., A or !A and B or !B) used in the
Partitioning Access Policy for the attached devices.

Note 2. These pins may be used by an optional, external device (e.g., biometric I&A
device) to disallow transition to an operational machine state until this signal is asserted.
Improper use of this signal will not violate the TOE security policy, but will prevent state
switching.

9.2.4.3.4 Complete Representation of the TSF

The TOE satisfies this element. All security functions contained in the TOE summary
specification of the ST are fully represented in the documentation that makes up the TOE
functional specifications. However, there are some security relevant functions described
in the user and administrator guidance, as well as elsewhere in the documentation, that
are outside of the TSF. The TSF is contained entirely on the 2in1 PC™ card. Severa of
the vendor supplied documents describe software support provided on the host PC. This
software is complimentary to the TSF and provides assistance to the administrator in
setting-up and configuring the TSF, and to the user in switching states, but is not
necessary for the correct function of the TSF. This software is al outside the TSC. It
provides user-friendly support, but adds no additional security functionality or interfaces
to the TSF. Included in this category of support is a process that runsin the Transition
state that clears PC RAM between user states. While this is a desirable function, it is
outside of the TSC. Likewise, there are processes that run in each of the user states (i.e.,
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A and B) that show the current state of the state machine or can cause the commands to
be sent to the TSF to change to the other user state. These processes are also outside of
the TSC. Therefore, while providing some useful functionality, none of these processes
can be trusted.

Similarly, there is arecommendation, and instructions for adding identification and
authentication (1&A) mechanisms into the Transition state in the PC (see 2in1 PC™
Installation Guide). That 1&A mechanism is outside of the TSC.

All documents listed in Sections 9.2.4.1 and 9.2.4.6 were considered in determining that
the TSF is completely represented in the 2in1 PC™ functional specifications.

9.2.4.3.5 Accurate and Complete Instantiation of TOE Security Functional
Requirements

The TOE satisfies this element. The 2in1 PC™ Functional Specificationscompletely and
accurately cover the security functional requirements fromthe ST. Table 9.2.4.3.5-1
shows the mapping from the security functional requirements to the security functions
presented in the 2in1 PC™ Functional Specifications

Security Functional 2in1 PC™ Functional Specification References
Requirements from ST
FDP_ACC.1 3 — State Machine, 4 — Provide different MBRs, 5 — Control Accessto Disk

Partitions, 6 — Control Accessto Networks, 7 — Control State Changes,
9 — Monitor Floppy Disk Usage in Transition state, & 10 — Control Access
to External Devices

FDP_ACF.1 3 — State Machine, 4 — Provide different MBRs, 5 — Control Accessto Disk
Partitions, 6 — Control Accessto Networks, 7 — Control State Changes,

9 — Monitor Floppy Disk Usage in Transition state, & 10 — Control Access
to External Devices

FDP_ITC.1 3 — State Machine, 5 — Control Access to Disk Partitions, 6 — Control Access
to Networks, & 10 — Control Accessto External Devices

FIA _UID.2 11 — Detect the Set-up Plug

FMT_MSA.1 1 — Set-up & Configuration & 2 — Storage for Configuration Data

FMT_MSA.3 1 — Set-up & Configuration & 2 — Storage for Configuration Data

FMT _SMR.1 11 — Detect the Set-up Plug

FMT_SMR.3 11 — Detect the Set-up Plug

FPT_FLS.1 3 — State Machine, 4 — Provide different MBRs, 5 — Control Accessto Disk

Partitions, 6 — Control Accessto Networks, 7 — Control State Changes, &
10 — Control Access to External Devices

FPT_RCV .4 3 — State Machine, 4 — Provide different MBRs, 5 — Control Accessto Disk
Partitions, 6 — Control Accessto Networks, 7 — Control State Changes, &
10 — Control Access to Externa Devices

FPT_RVM.1 All
FPT_SEP.3 All
Table9.2.4.3.5-1 Security Functional Requirementsto Functional Specification

M apping

The TSF does not provide any error or success indicators back to the end user except for
indications of state change. Operations permitted by the TSF are allowed to occur.
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Prohibited operations (e.g., read from a disk address outside the user’s allowed partitions)
are not alowed to pass through the TSF to the hard disk, and no indication of success or
faillure, and no data, are passed back to the user. The user visible indication of state
information is not trusted, so state change information presented to the user is also not
trusted. Regardless of what state the user thinks the TOE isin, the TSF enforces the
security policy for the actual state of the state machine.

9.2.4.6 Functional Specification Evidence

The following additional documentation was reviewed during the analysis of the
functional specification:
. Voltaire 2in1 PC™ Security Target Report

E21198006, 2in1 PC™ Administrative Rights

E21198021, 2in1 PC™ Hardware Failure

E21198035, 2in1 PC™ Informal Security Policy Model

E21198046, 2inl1 PC™ User Guide

E21198047, 2in1 PC™ Mapping of Assurance Elements

E21198063, 2in1 PC™ Installation Guide

E21198064, 2in1 PC™ Quick Installation Guide

9.25 ADV_HLD.1 Descriptive High-Level Design
9.25.1 Evidence Elements

This section addresses the high-level design of the TOE, provides a description of the
TSF in terms of major structural units (i.e. subsystems), and relates these unitsto the
functions that they provide. For each subsystem of the TSF, the high-level design
describes every function, the purpose of each function, and identifies the security
functions contained in the subsystem. The interrelationships of all subsystems are also
defined in the high-level design. These interrelationships are represented as external
interfaces for data flow, control flow, etc., as appropriate.

9.2.5.2 Documentation Included in the High-Level Design

The following documentation was considered a part of the high-level design for the TOE:
E21198024, 2in1 PC™ System Design Document
E21198061, 2inl1 PC™ Updates to the SYD EEPROM Mapping Section
E21199066, 2in1 PC™ Addendum to the System Design Document — High-Level
Design

9.2.5.3 Evaluator Action Elementsand Findings
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9.2.5.3.1 Informal High-Level Design

The TOE satisfies this element. The high-level design isin an informal style, written in
English.

9.2.5.3.2 Internal Consistency

The TOE satisfies this element. The high-level design is internally consistent. It contains
no contradictory statements. The initial documentation, the 2in1 PC™ System Design
Document, is incomplete, sometimes vague, and has afew errorsin it. These problems
have been corrected with supplemental documentation provided by the developer,
primarily the Addendum to the 2in1 PC™ System Design Document — High Level Design
The Addendum is consistent with the 2in1 PC™ System Design Document, and adds
more detail.

9.2.5.3.3 Structure of the TSF in Terms of Subsystems

The TOE satisfies this element. The high-level design is described in terms of blocks.
There are four blocks described in the high-level design. They are the Main Block, IDE
Block, EEPROM Block, and the State Machine Block. Each of the blocks implements a
part, or all, of the functions described in the functional specifications. The number and
composition of the blocks is appropriate for the security functionality provided by the
TOE. The functional decomposition into subsystems, and their descriptions, provided in
the high-level design is sufficient to provide a high-level understanding of design of the
TSF. (Ref. 2in1 PC™ System Design Document, Section 4; Addendum to the 2inl PC™
System Design Document — High-Level Design; and 2in1 PC™ Functional
Specifications)

9.2.5.3.4 Security Functionality Provided by Each Subsystem of the TSF

The TOE satisfies this element. The high-level design provides a description of the
functional behavior of each of the four blocks. The following sections describe the
blocks.

9.25.3.4.1 Main Block

The Main Block provides the external interface to the entire card. All external inputs and
outputs are channeled through the Main Block. Other blocks deal with externally visible
inputs and outputs, but they all pass through the Main Block. The other primary security
functions of the Main Block are:

Manage security arbitration — alow or disallow IDE disk commands based on the
results of determinations made by the IDE Block (Function 5) and open and close
electro-mechanical relays that control accessto network connections (Function 6)
and external devices (Function 10) based on mode and state information from the
State Machine Block. (Ref. 2in1 PC™ System Design Document, Section 4.2.1;
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Addendum to the 2in1 PC™ System Design Document — High-Level Design, Main
Block, Sections 3.1, 3.5, and 3.6; and 2in1 PC™ Functional Specifications)

Manage the reset mechanism — Monitor the IDE and | SA buses for any of the
possible reset signals or commands. When areset is received, the Main Block
notifies the State Machine Block (Function 7). (Ref. 2in1 PC™ System Design
Document, Section 4.2.1; Addendum to the 2in1 PC™ System Design Document —
High-Level Design, Main Block, Sections 3.3 and 3.4; and 2in1 PC™ Functional
Specifications)

9.25.3.4.2 |1DE Block

The IDE Block monitors IDE bus activity. The IDE Block looks for four specific
conditions on the IDE bus and acts accordingly.

First, it looks for aread MBR (0,0,1). When aread MBR has been detected, the IDE
Block signals the EEPROM Block of the occurrence (Function 4). This processis
functional only in work mode. When the TOE isin set-up mode, the MBR at physical
disk location 0,0,1 (normally the MBR for the A partition) is used. (Ref. 2in1 PC™
System Design Document, Section 4.2.3; Addendum to the 2in1 PC™ System Design
Document — High-Level Design, IDE Block, Section 3.1; and 2in1 PC™ Functional
Specifications)

The IDE Block aso looks for 2in1 PC™ commands. When the “SWITCH” command is
detected, the IDE Block notifies the State Machine Block (Function 7). (Ref. 2in1 PC™
System Design Document, Section 4.2.3; Addendum to the 2in1 PC™ System Design
Document — High-Level Design, IDE Block, Section 3.1; and 2in1 PC™ Functional
Specifications)

When aread or write command to the EEPROM is detected, the IDE Block notifies the
EEPROM Block (Functions 1 and 2). (Ref. 2in1 PC™ System Design Document, Section
4.2.3; Addendum to the 2in1 PC™ System Design Document — High-Level Design, IDE
Block, Section 3.1; and 2in1 PC™ Functional Specifications)

The IDE Block also looks for any I/0 command for the disk (Function 5). When a disk
I/O command is detected, the IDE Block compares the disk address provided with the
disk boundary addresses for the different disk partitions. Then, based on the current
machine state provided by the State Machine Block and partition boundary information
provided by the EEPROM block, the IDE Block does the following checks and resulting
notifications:

1. Isthe disk address within the partition associated with the current state or
within the Functional partition?
a. If not, signal the Main Block to block the command.
b. Otherwise, is the access type (i.e., read or write) authorised for that
partition by the current machine state?
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1) If so, signal the Main Block to let the command pass.
2) Otherwise, signal the Main Block to block the command.

(Ref. 2in1 PC™ System Design Document, Section 4.2.3; Addendum to the 2in1 PC™
System Design Document — High-Level Design, IDE Block, Sections 3.1 and 3.2; and

2inl PC™ Functional Specifications)

9.2.5.3.4.3 EEPROM Block

The primary function of the EEPROM Block isto store and retrieve security and
configuration parameters and attributes for the TOE (Functions 1 and 2). The EEPROM
Block functions differently in set-up mode than in work mode.

In set-up mode, the EEPROM Block write enables the EEPROM chip. This allowsthe
input and storage of the security and configuration parameters and attributes that are
maintained on the EEPROM chip. Vendor supplied utilities are provided to support the
set-up of parameters and attributes, but that software is outside the TSC.

Table 9.2.5.3.4-1 shows the information stored on the EEPROM that is configurable by
the administrator or determined by the set-up software.

Attribute Allowable Values | Default | Set By* Discussion
Power On Mode A, B, Ta Tb** Ta Adm The administrator may select the
initial user state. The installation
software allows only Taor Th.
Accessto T disk R — Read Only R Adm Access policy for the T disk
partitionin T R/W — Read & write partition whilein T.
Access to Functional | N — No access R/W Adm Access policy for the Functional
disk partitionin B R — Read Only disk partition whilein B.
R/W — Read & write
Access to Functional | N — No access R Adm Access policy for the Functional
disk partitionin A R — Read Only disk partition whilein A.
R/W — Read & write
Slave disk usage AorB A Adm The second disk, if present, may
be accessible in either state A or
B, not both.
Reset signal IDE reset ISA64 | Inst There are two ways to detect a
ISA 64 reset on a PC — by detecting the

actual associated electrical activity
onthe ISA or IDE bus, or by
monitoring the CPU reset
command itself (out 64, FE). As
certain PCs don't display the
aforementioned bus electrical
activity during reset, the only way
to verify areset onthemisto
monitor the CPU reset command.

Table9.2.5.3.4-1 Administrator Dependent Attributes and Parameters
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Attribute Allowable Values | Default | Set By* Discussion
Forced power off E — Enabled D Adm 2inl PC™ installation disk
D — Disabled software (not a part of the TSF)
provides for the clearing of RAM
during state transition. Some local
policies may also require the PC
to cycle through power off to
ensure that all volatile memory is
cleared.
2inl PC™ /NET 2inl PC™ PC Adm There are currently two different
mode 2inl NET 2inl products available from
Voltaire, 2in1 PC™ and 2inl
NET. These products share a great
deal of their design and
implementation. This bit allows
the identification of the product.
NOTE: The evaluated version is
only 2in1 PC™ ,
Functional partition Logical and physical | N/A Inst Thisisthe start address of the
dtart address disk addresses Functional disk partition givenin
both LBA and physical formats. It
isthe last partition on the disk and
the end of the disk is the end of
the Functional partition.
Disk characteristics Heads/Cylinder N/A Inst Default geography of the disk —
Sectors/Head sectors/head and heads/cylinder.
Disk partition start Logical and physical | N/A Inst These are the start and end
and end addresses for | disk addresses addressesfor the A, B, and T disk
A,B,and T partitions given in both LBA and
physical formats.
Installation signature | “2inl1 PC™ ” N/A Inst Thisis used to verify that the
EEPROM is not blank.
Installation version Installation software | N/A Inst Used for upgradesto the
version number installation software.
Installation unique Globally Unique N/A Inst A value assigned to bind the disk
number | dentifier (GUID) and the 2in1 PC™ card together.
Data CRC32 CRC of the N/A Inst Used to verify the integrity of the
EEPROM. EEPROM.
Install state C — Completed C Inst Thereisareboot required during
| —In progress the set-up process. Thisflag
indicates the status of the set-up
(i.e., before or after the reboot).
Stash BIOS cylinder | Physical cylinder N/A Inst Location of the backup of the

address

EEPROM. Thisislocated
between partitions and is not
accessible, ***

Table9.2.5.3.4-1 Administrator Dependent Attributes and Parameters (Cont.)
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Attribute Allowable Values | Default | Set By* Discussion
MBRsfor A, B, and Boot loader and N/A Inst These are the actual MBRs to be
T system tables. used for booting fromthe A, B,

and T disk partitions.

* Adm means specifically set by the administrator. Inst means the value is determined by the set-up
software, depending on administrator selected parameters.

** Taand Tb are the Trangition state where the next state has been identified as A or B, respectively.
*** The stash isamirror image of the EEPROM that is saved to facilitate recovery from a damaged or
malfunctioning 2inl1 PC card. It has no security function. Without this information, much of the data on
the hard disk would be difficult to recover and my be completely lost, in the event of afailure. The stash
resides in a gap between partitions, and therefore is never accessible in WORK mode (when you're in
partition A it is above your highest accessible sector, when you'rein T and B, it's below your lowest
accessible sector). The "Stash BIOS cylinder" item in the EEPROM (s the address of the cylinder in which
the stash is located. It's used to assist in locating the stash when it needs to be updated (and not having to
sequentially search the entire disk for it - alengthy process).

Table9.2.5.3.4-1 Administrator Dependent Attributes and Parameters (Cont.)

(Ref. 2in1 PC™ System Design Document, Section 4.2.4 and Appendices A and B;
Addendumto the 2in1 PC™ System Design Document — High-Level Design EEPROM
Block, Sections 3.1 and 3.3; and 2in1 PC™ Functional Specifications)

When the IDE Block notifies the EEPROM Block that aread MBR has been detected,
and based on machine state obtained from the State Machine Block, the EEPROM Block
provides MBR data appropriate for that state, to the IDE bus (Function 4). This provides
the capability to boot the operating system from the appropriate disk partition for the
machine state. For example, when the TOE transitions into state A, the systemis booted
from the A partition. (Ref. 2in1 PC™ System Design Document, Section 4.2.4;
Addendum to the 2in1 PC™ System Design Document — High-Level Design EEPROM
Block, Sections 3.2 and 3.4; and 2in1 PC™ Functional Specifications)

The IDE Block also responds to requests for data both internal to the TSF and to external
sources. External requests for EEPROM data come through the IDE Block (Function 2).
(Ref. 2in1 PC™ System Design Document, Section 4.2.4; Addendum to the 2in1 PC™
System Design Document — High-Level Design, EEPROM Block, Section 3.2; and 2inl
PC™ Functional Specifications)

9.25.3.4.4 State M achine Block

The State Machine Block provides the state machine for the TOE. It controls and
maintains both the mode (i.e., set-up or work) and the state (i.e., A, B, or T) of the TOE.

When the system (i.e., PC and TOE) is powered-on, the State Machine Block checks the
set-up pins for the presence of a set-up plug. If the set-up plug is detected, the TOE is put
into set-up mode (Function 11). In set-up mode, the machine states (i.e., A, B, and T) do
not apply, and that part of the state machine is not active. (Ref. 2in1 PC™ System Design
Document, Section 4.2.2; Addendum to the 2in1 PC™ System Design Document — High-
Level Design, State Machine Block, Section 3.1; and 2in1 PC™ Functional
Specifications)
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When the TOE is not in set-up mode, it isin work mode. In work mode, the machine
states (i.e., A, B, and T) are maintained by the state machine (Functions 3 and 7). A
change of machine state requires two specific events to occur. First, a“SWITCH”
command must be received from the IDE block. The next state is determined based on
the current machine state, an internal flag that indicates the next user state, and the
direction of the switch (i.e., switching from A or from B). The state will actually change
when the next reset signal is received from the Main Block. (Ref. 2in1 PC™ System
Design Document, Section 4.2.2; Addendum to the 2in1 PC™ System Design Document
— High-Level Design, State Machine Block, Sections 3.4 and 3.5; and 2in1 PC™
Functional Specifications) There are three conditions that may prevent state switching,
depending on the administrator defined and configured options. They are:

1. Forced Shutdown — There is an administrator selectable option that requires a full,
hard boot, between user states (i.e., A and B). When this option is selected, only
one state transition is allowed (e.g., T —> A or T —> B) before state switching is
disabled (Function 7). When the State Machine Block determinesthat it was a
hard boot (i.e., power-on), aflag is cleared to indicate initial state. The first
power-on state is determined from configuration information obtained from the
EEPROM Block (bits 1-2 of the first word on the EEPROM chip). At the next
reset signal, the flag will be set, indicating that the one allowed switch has taken
place. No additional state switches will be honored after the flag is set. (Ref. 2inl
PC™ System Design Document, Section 4.2.2; Addendum to the 2inl PC™
System Design Document — High-Level Design, State Machine Block, Sections
3.2, 3.4 and 3.6; and 2in1 PC™ Functional Specifications)

2. DMA2 (DRQ2) Activity — There is an administrator selectable option that
prevents the state machine from leaving the transition (T) state if any DMA2
activity has been detected during that state (Function 9). DMA2 (DRQ2) activity
is generally associated with the floppy disk. (Note: There is a possibility that
DMAZ2 could be associated with another device (e.g., sound card). If that wereto
occur, switching would also be prevented by access to the sound card, and would
still not violate the security policy.) This detection is performed by the DMA
controller receiving DMAZ2 activity from the |SA bus only. Since PCI devices do
not interface with the DMA controller, their operation is not monitored by the
TSF. When DMAZ2 activity is detected during the Transition state, the system
(PC & TOE) must be rebooted, through Transition state again, without any further
DMAZ2 activity, before it is allowed to continue on to a user state (i.e., A or B).
(Ref. 2in1 PC™ System Design Document, Section 4.2.2; Addendum to the 2inl
PC™ System Design Document — High-Level Design, State Machine Block,
Sections 3.3 and 3.4; and 2in1 PC™ Functional Specifications)

3. Switch Disable — There are jumper pins (i.e., 17-18) on the 2in1 PC™ card that
may disable switching. Aslong as a signal is asserted (i.e., +5v) on these pins,
switching is disabled (Function 7). This feature was included in the TOE to
provide an optional, external device, such as a biometric 1&A device, to be used
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to restrict auser’s ability to gain accessto one, or more, of the machine sthree
states. Any such device is outside of the TSC. (Ref. 2in1 PC™ System Design
Document, Section 4.2.2; Addendum to the 2in1 PC™ System Design Document —
High-Level Design, State Machine Block, Section 3.8; and 2in1 PC™ Functional
Specifications)

In some older PCs, software generated resets do not send areset signal on either the ISA
or IDE busses. Such areset signal is required by the TOE to verify that a reboot occurred.
In such cases, an optional reset jumper must be connected from the reset pins (i.e., pins
13-14) to the PC motherboard’ s reset pins (Function 7). (Ref. 2in1 PC™ System Design
Document, Section 4.2.2; Addendum to the 2in1 PC™ System Design Document — High-
Level Design, State Machine Block, Section 3.4; and 2in1 PC™ Functional
Specifications)

9.2.5.3.5 Underlying Hardwar e, Firmware, and/or Software

This element is satisfied because the Voltaire 2in1 PC™ Security Target Report contains
no IT security requirements on the IT environment. (See Section 4.3.)

9.2.5.3.6 Identify All Interfacesto the Subsystems

The TOE satisfies this element. The 2in1 PC™ High-Level Design provides the required
information on the internal and external interfaces to the four blocks. Table 9.2.5.3.6-1
identifies each of the security relevant interfaces to the blocks and shows which are
internal and which are external.

Block Internal I nterfaces Externally Visible I nterfaces

Main Block IDE Block — Allow/disallow signals | IDE Bus (PC) — Reset signals, Hard
for disk 1/0 disk I/O commands
EEPROM Block — Configuration IDE Bus (Disk) — Hard disk I/O
data commands
State Machine Block — Machine |SA Bus— Reset signals and
state, Machine mode, Reset commands
notification Electro-mechanical relays—

Network connectivity
Electro-mechanical relays—
External device connectivity
Jumper pins— External devices

IDE Block Main Block — Hard disk I/0O IDE Bus (PC) — Hard disk I/O
commands, Allow/disallow signals | commands
for disk 1/0

EEPROM Block — Configuration
data, Read MBR notice, Read/write
EEPROM commands

State Machine Block — Machine
state, Machine mode, Switch
command

Table9.2.5.3.6-1 Interfacesto the Blocks



Block

Internal Interfaces

Externally Visible Interfaces

EEPROM Block

Main Block — Configuration data
IDE Block — Configuration data,
Read MBR notice, Read/write
EEPROM commands

State Machine Block —
Configuration data, Machine state,
Machine mode

IDE Bus (PC) — Read & write
requests

State Machine Block

Main Block — Machine state,
Machine mode, Reset notification
IDE Block — Machine state,
Machine mode, Switch command
EEPROM Block — Configuration
data, Machine state, Machine mode

|SA Bus— DMAZ2 activity

IDE Bus— State indicator

Set-up Ping/Plug — Set-up/work
mode

Jumper Pins— Switch Disable, State
indicator, Reset signal

Table9.2.5.3.6-1 Interfacesto the Blocks (Cont.)

9.2.5.3.7 Accurate and Complete I nstantiation of the TOE Security Functional

Requirements

The TOE satisfies this element. The security functions in the functional specification are
accurately and completely represented in the high-level design. Table 9.2.5.3.7-1 shows
the mapping from functional specifications to high-level design. It further shows, for each
function, to which block it is primarily allocated and other blocks that provide supporting
functionality. Table 9.2.5.3.7-2 shows the reverse mapping, from high-level design to
functional specifications. It demonstrates that each of the blocks provides support for

several functions.

High-L evel Design

Functional Specification Primary Support

1 — Set-up & Configuration EEPROM Block IDE Block
2 — Storage for Configuration Data EEPROM Block IDE Block
3 — State Machine State Machine Block

4 — Provide different MBRs EEPROM Block IDE Block
5 — Control Access to Disk Partitions IDE Block Main Block
6 — Control Accessto Networks Main Block

7 — Control State Changes

State Machine Block

Main Block and IDE Block

8 — N/A (see note)

9 — Monitor Floppy Disk Usage in

Transition state

State Machine Block

10 — Control Accessto External

Devices

Main Block

11 — Detect the Set-up Plug

State Machine Block

Note: This function is not within the TSC.

Table9.2.5.3.7-1 Mapping of Functional Specification to High-Level Design

85



High-L evel Design Functional Specification

Main Block 5 — Control Access to Disk Partitions, 6 — Control Access to Networks,
7 — Control State Changes, and 10 — Control Accessto Externa Devices

IDE Block 1 — Set-up & Configuration , 2 — Storage for Configuration Data, 4 — Provide
different MBRs, 5 — Control Accessto Disk Partitions, and 7 — Control State
Changes

EEPROM Block 1 — Set-up & Configuration , 2 — Storage for Configuration Data, 4 — Provide

different MBRs

State Machine Block | 3 — State Machine, 7 — Control State Changes, 9 — Monitor Floppy Disk Usage
in Trangition state, and 11 — Detect the Set-up Plug

Table 9.2.5.3.7-2 Mapping of High-Level Design to Functional Specification
9.2.5.4 High-Level Design Evidence

The following additional documentation was reviewed during parts of the analysis of the
High-Level Design:

Voltaire 2in1 PC™ Security Target Report

E21198047, 2in1 PC™ Mapping of Assurance Elements

E21298054, 2in1 PC™ Functional Specifications

9.2.6 ADV_RCR.1 Informal Correspondence Demonstration
9.2.6.1 Evidence Elements

This section addresses the correspondence between the various T SF representations.
These representations include the TOE summary specification, functional specification,
and high-level design. A correct and complete instantiation of the requirements to the
least abstract TSF representation is also provided. This conclusion is achieved by step-
wise refinement and the cumulative results of correspondence determinations between all
adjacent abstractions of representation.

9.2.6.2 Evaluator Action Elementsand Findings

9.2.6.2.1 Correspondence Demonstration

The TOE satisfies this element. The TOE Summary Specification, provided in Voltaire
2in1 PC™ Security Target Report, is directly derived from the 2in1 PC™ functional
specification. The mappings presented in this section were taken from the 2in1 PC™

Mapping of Assurance Elements. Table 9.2.6.2.1-1 shows the mapping between the TOE
Summary Specification and the functional specification.
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Functions Functional Specification
SET-UP 1 — Set-up & Configuration
STORE 2 — Storage for Configuration Data
STATE 3 — State Machine
BOOT 4 — Provide different MBRs
AC DISK 5 — Control Accessto Disk Partitions
AC NW 6 — Control Accessto Networks
CHANGE 7 — Control State Changes
FLOPPY 9 — Monitor Floppy Disk Usage in Transition state
AC DEV 10 — Control Accessto Externa Devices
MODE 11 — Detect the Set-up Plug

Table9.2.6.2.1-1 Functionsto Security Functional Requirements M apping

Table 9.2.6.2.1-2 shows the mapping of the security functional requirements from the ST
to the security functions presented in the 2in1 PC™ Functional Specifications

Security Functional
Requirements

2in1 PC™ Functional Specification References

FDP_ACC.1 3 — State Machine, 4 — Provide different MBRs, 5 — Control Accessto Disk
Partitions, 6 — Control Accessto Networks, 7 — Control State Changes, 9 —
Monitor Floppy Disk Usage in Transition state, & 10 — Control Accessto
External Devices

FDP_ACF.1 3 — State Machine, 4 — Provide different MBRs, 5 — Control Accessto Disk
Partitions, 6 — Control Accessto Networks, 7 — Control State Changes, 9 —
Monitor Floppy Disk Usage in Transition state, & 10 — Control Accessto
External Devices

FDP_ITC.1 3 — State Machine, 5 — Control Accessto Disk Partitions, 6 — Control Accessto
Networks, & 10 — Control Accessto Externa Devices

FIA_UID.2 11 — Detect the Set-up Plug

FMT_MSA.1 1 — Set-up & Configuration, & 2 — Storage for Configuration Data

FMT_MSA.3 1 — Set-up & Configuration, & 2 — Storage for Configuration Data

FMT_SMR.1 11 — Detect the Set-up Plug

FMT_SMR.3 11 — Detect the Set-up Plug

FPT_FLS.1 3 — State Machine, 4 — Provide different MBRs, 5 — Control Accessto Disk
Partitions, 6 — Control Accessto Networks, 7 — Control State Changes, & 10—
Control Accessto External Devices

FPT_RCV .4 3 — State Machine, 4 — Provide different MBRs, 5 — Control Accessto Disk
Partitions, 6 — Control Accessto Networks, 7 — Control State Changes, & 10—
Control Accessto External Devices

FPT_RVM.1 All

FPT_SEP.3 All

Table9.2.6.2.1-2 Security Functional Requirementsto Functional Specification

M apping

Table 9.2.6.2.1-3 shows the mapping of functional specifications to high-level design. It
further shows, for each function, to which block it is primarily allocated and other blocks
that provide supporting functionality. Table 9.2.6.2.1-4 shows the reverse mapping, from
high-level design to functional specifications. It demonstrates that each of the blocks
provides support for several functions.
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Functional Specification High-Level Design High-Level Design
(Primary) (Support)
1 — Set-up & Configuration EEPROM Block IDE Block
2 — Storage for Configuration Data EEPROM Block IDE Block
3 — State Machine State Machine Block
4 — Provide different MBRs EEPROM Block IDE Block
5 — Control Accessto Disk Partitions IDE Block Main Block
6 — Control Accessto Networks Main Block
7 — Control State Changes State Machine Block Main Block and IDE Block
8 — N/A (see note)
9 — Monitor Floppy Disk Usage in State Machine Block
Transition state
10 — Control Accessto External Main Block
Devices
11 — Detect the Set-up Plug State Machine Block
Note: Thisfunction is not within the TSC.

Table9.2.6.2.1-3 Mapping of Functional Specification to High-Level Design

High-L evel Design Functional Specification

Main Block 5 — Control Accessto Disk Partitions, 6 — Control Accessto Networks, 7 —
Control State Changes, and 10 — Control Accessto External Devices

IDE Block 1 — Set-up & Configuration , 2 — Storage for Configuration Data, 4 — Provide
different MBRs, 5 — Control Accessto Disk Partitions, and 7 — Control State
Changes

EEPROM Block 1 — Set-up & Configuration , 2 — Storage for Configuration Data, 4 — Provide
different MBRs

State Machine Block | 3 — State Machine, 7 — Control State Changes, 9 — Monitor Floppy Disk Usage
in Trangition state, and 11 — Detect the Set-up Plug

Table9.2.6.2.1-4 Mapping of High-Level Design to Functional Specification
9.2.6.3 Informal CorrespondenceEvidence

The following additional documentation was reviewed during the analysis of the Informal
Correspondence Demonstration:
. Voltaire 2in1 PC™ Security Target Report
E21198024, 2in1 PC™ System Design Document
E21298054, 2in1 PC™ Functional Specifications
E21198061, 2in1 PC™ Updates to the SYD EEPROM Mapping Section
E21199066, 2inl PC™ Addendum to the System Design Document — High-Level
Design

9.2.7 ADV_SPM.1 Informal TOE Security Policy M odel

9.2.7.1 Evidence Elements

This section addresses the informal TOE security policy model. This model is defined in
a consistent manner and fully describes the TSP rules, characteristics, and provides a
correspondence between the TSP and the functional specification. This correspondence

demonstrates that all of the security functions defined in the functional specification are
consistent and complete with respect to the TSP model.
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9.2.7.2 Evaluator Action Elementsand Findings
9.2.7.2.1 Informal TSP Model

The TOE satisfies this element. The security policy model isin an informal style, written
in English and includes tables and explanatory text.

9.2.7.2.2 Description of Rulesand Characteristics

A security policy model is required by the inclusion of the FPT_FLS.1, Failure with
Preservation of Secure State, and FPT_RCV .4, Function Recovery, security functional
requirements. For that purpose, only the definition of a “secure state” need be made.
However, for reasons of clarity and completeness, the vendor has chosen to also include
access control, 1&A, and floppy disk switching policies.

The TOE satisfies this element. The ST identifies two access control TSPsin the
FDP_ACC.1 and FDP_ACEF.1 security functional requirements, the Partitioning Access
Policy and the Administrator Access Policy. Both of these access policies are represented
inthe 2in1 PC™ Informal Security Policy Model.

The four security policies modeled in the 2in1 PC™ Informal Security Policy Model are
fully described in Section 3 of this report. Both access control models clearly state the
rules to be enforced by identifying the subjects, objects, and operations to which they
apply. The l&A and floppy disk switching policy models also clearly state the rules to be
enforced.

9.2.7.2.3 Consistent and Complete M odel

The TOE satisfies this element. Three of the policies modeled, the Administrator Access
Policy, the Identification and Authentication Policy, and the Floppy Disk Switching
Policy are relatively simple policies with trivial models. The Identification and
Authentication Policy states that once the set-up plug isinstalled on the 2in1 PC™ card
and the PC has been powered on, the user has assumed the administrator role. Otherwise
heisauser. The Administrator Access Policy statesthat if auser is acting in the
administrator role, they may have write access to the EEPROM. Otherwise he may not.
The Floppy Disk Switching Policy states that, once DMA2 activity has been detected in
Trangition state, no further switching is permitted during the current session. Removing
the floppy disk (if present) and rebooting the system can reset this condition. If any other
device uses DMAZ2, it also can not be used during transition. The Partitioning Access
Policy has a much more complex set of rules, and is more fully described below.

There are two modes of operation for the TOE, set-up and work. Each mode is directly
coupled with a user role. All actionsin set-up mode are in the administrator role. All
actionsin work mode are in the user role. Table 9.2.7.2.3-1 shows the effects of each of
these modes/roles on the application or enforcement of each of the four security policies.
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M ode/Role

Policy

Set-up/Administrator

Wor k/User

Partitioning Access

Exceptions apply *

Policy fully enforced

Administrator Access

Write access granted

Write access denied

Identification and Authentication | Administrator role

User role

Floppy Disk Switching

Does not apply

Policy fully enforced

* Exception rules are identified in Table 9.2.7.3-3.

Table9.2.7.2.3-1 Mode/Role Use By Palicies

Enforcement of the Partitioning Access Policy is the primary purpose of the product. This
policy controls access to disk partitions, network connections and other devices under it’'s
control, depending on the current state of the state machine. Table 9.2.7.2.3-2 shows the
rules for the Partitioning Access Policy. Exceptions are shown in Table 9.2.7.2.3-3.

State A State B State T

Disk Partitions

A R/W No access No access

B No access R/IW No access

T No access No access R

F * (default R) * (default R/W) * (default No access)
Networ k Connections

A Connected Not Connected Not Connected

B Not Connected Connected Not Connected
External Devices

A Connected Not Connected Not Connected

1A Not Connected Connected Connected

B Not Connected Connected Not Connected

B Connected Not Connected Connected

* Administrator selectable (R, R/W, or No access)

Table9.2.7.2.3-2 Partitioning Access Policy Rules

When the user is acting in the administrator role (i.e., they have entered set-up mode by
installing the set-up plug on the 2in1 PC™ card and powering back on) there are
exceptions to the Partitioning Access Policy. The rules that are applied under this
exception are shown in Table 9.2.7.2.3-3.

Disk Partitions Set-up M ode
A Not monitored
B Not monitored
T Not monitored
F Not monitored
Networ k Connections
A Not Connected
B Not Connected

Table9.2.7.2.3-3 Partitioning Access Policy Exception Rules
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Other Interface
A Not Connected
1A Connected
B Not Connected
B Connected

Table9.2.7.2.3-3 Partitioning Access Policy Exception Rules (Cont.)

In the Partitioning Access Policy, the Transition state is considered to be secure since it
has no active network connections, no access to either A or B disk partitions, read only
access to the Transition disk partition, and only has access to other controlled externa
devices connected through the!A (Not A) or !B (Not B) jumper pins. Accessto the
functional partition is an administrator selectable parameter. The TSF will assure that a
PC with the 2in1 PC™ card correctly installed, and without the set-up plug installed on
the card, that has been shut down for any reason will always boot up into, or through, the
Trangition state, where the environment is restricted and cannot be altered.

9.2.7.2.4 Correspondence Between TSP Model and Functional Specification

The TOE satisfies this element. The 2in1 PC™ Informal Security Policy Model is fully
represented in the 2inl PC™ Functional Specification. Identified functions implement
the rules of each of the policies included in the model. The functional descriptions
identify the same attributes and characteristics as found in the model. The policy
descriptions are consistent with user and administrator guidance. Table 9.2.7.2.4-1 maps
the Informal Security Policy Model to the Functional Specification.

I nfor mal Security Policy Model | Functional Specification
Partitioning Access Palicy
Disk Partitions 5 — Control Accessto Disk Partitions
Networks 6 — Control Accessto Networks
Other Devices 10 — Control Accessto Externa Devices
Partitioning Access Policy Exception
Disk Partitions 11 — Detect the Set-up Plug
Networks 11 — Detect the Set-up Plug
Other Devices 11 — Detect the Set-up Plug
Administrator Access Paolicy
EEPROM | 1— Set-up & Configuration & 11 — Detect the Set-up Plug
I dentification and Authentication Policy
Set-up Pins | 11 — Detect the Set-up Plug
Floppy Disk Switching Policy
Floppy Disk | 9— Monitor DMA2 Usage in Transition state

Table9.2.7.2.4-1 Security Policy Model to Functional Specification M apping
9.2.7.2.5 Informal Security Policy M odel Evidence
The following documentation was reviewed during the analysis the Informal Security
Policy Model:

E21198035, 2in1 PC™ Informal Security Policy Model
E21298054, 2in1 PC™ Functional Specifications
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E21198046, 2in1 PC™ User Guide
E21198063, 2in1 PC™ |nstallation Guide
E21198064, 2in1 PC™ Quick Installation Guide

9.2.8 AGD_ADM.1 Administrator Guidance
9.2.8.1 Evidence Elements

This section presents the results of the evaluation of administrator guidance provided
with the TOE. The administrator guidance is contained in the 2in1 PC™ Installation
Guide and is supplemented by 2in1 PC™ Application Notes The administrator function
isinvoked in the set-up mode through the use of an internal or external set-up plug as
applicable.

9.2.8.2 Evaluator Action Elementsand Findings
9.2.8.2.1 Describe Administrative Functionsand Interfaces

The administrator guidance satisfies this element by providing a detailed overview of the
TOE security functionality available to the administrator in the set-up mode (Ref. 2inl
PC™ |ngtallation Guide, Chapter 1). It also provides step-by-step set-up mode
procedures, configuration settings, and descriptions of the necessary actions and expected
results when using the appropriate keyboard or mouse inputs for the Windows
3.1/95/NT, and MS-DOS operating systems (Ref. 2in1 PC™ Installation Guide, Chapter
3, Chapter 4, Chapter 5, Chapter 6, Chapter 9, Appendix B, Appendix C, and Appendix
D).

9.2.8.2.2 Describe How to Administer the TOE in a Secure Manner

The administrator guidance satisfies this element by describing the required administrator
actions and procedures while in the set-up mode with the set-up plug inserted and is
consistent with the security management requirements specified in the Voltaire 2inl
PC™ Security Target Report (Ref. 2in1l PC™ Installation Guide, Chapter 3, Chapter 4,

Chapter 5, Chapter 6, Chapter 9, and Appendix D). Specifically:

FMT_MSA.1 Management of Security Attributes

FMT_MSA.3 Static Attribute Initialisation

FMT_SMR.1 Security Roles

FMT_SMR.3 Assuming Roles

9.2.8.2.3 Warnings About Functions and Privilegesthat Should Be Controlled

This element is satisfied because there are no user-accessible functions and privileges,
i.e., running the 2inl PC™ installation program, keeping or erasing existing data,
configuring the 2in1 PC™ card, and completing the installation flow, (Ref. 2in1 PC™
Installation Guide, Chapter 4) available to the user in the work mode (Ref. 2in1 PC™
Installation Guide, Chapter 8). Consequently, there are no specific warnings about these
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items. The administrator guidance does provide highlighted warnings and informational
notes regarding the installation and configuration of the TOE (Ref. 2in1 PC™
Installation Guide, Chapter 3, Chapter 4, Chapter 5, Chapter 6, Chapter 9, and Appendix
D).

9.2.8.2.4 Assumptions Regarding User Behavior

This element is satisfied because the user is unable to access, modify, or otherwise affect
the TOE security functions and privileges from the work mode. Consequently, the
administrator guidance contains no assumptions regarding user behavior. Specific user
behavior assumptions are contained in the Voltaire 2in1 PC™ Security Target Report,
namely, that users recognise the need for a secure IT environment (A.E.USER-NEED).

9.2.8.2.5 Security Parameters Under the Control of the Administrator

The administrator guidance satisfies this element through the description of security
parameters and their secure values as appropriate. The administrator controls parameters
for the following functions (REF. 2in1 PC™ Installation Guide, Chapter 4, Chapter 10,
Appendix C, and Application Notes):

1 Configuring the 2in1 PC™
a. Custom names for the state machines
b. Disk space alocated to the A, B, and Functional partitions
c. Sizeof A and/or B partitions
d. Accessto the Functional partition fromthe A, B, and Trangition state
machines
e. Transtion settings
1) Power-up mode
f. Advanced settings
1) Reset signal
2) Network mode
3) Second hard drive
4) Forced shutdown

2. Installing Special Software to the Transition Area
a.  Writing to the appropriate batch file
3. Installing a Reset Cable, if necessary

4, Genera Hardware Dependent Settings (Application Notes)
a. BIOS Settings
b. Hard Disk Settings
c. Specific Platform Dependent Settings

9.2.8.2.6 Security-Relevant Events
The administrator guidance satisfies this element through detailed descriptions and

procedures for security-relevant events. Specifically, the following events were examined
to determine that the guidance described each type of security-relevant event relative to
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the administrative functions that need to be performed, including the changing of entities
under the control of the TSF (REF. 2in1 PC™ Installation Guide, Chapter 4, Chapter 5,
Chapter 6, Chapter 8, Chapter 9, Chapter 10, Appendix D, and Application Notes):

1.

ONOUAWN

Changing to the 2in1 PC™ Set-up Mode

a. Interna Set-up

b. Externa Set-up

Configuring Your 2inl1 PC™

Completing the Installation Flow

Installing Operating Systems

Installing 2inl PC™ Drivers

Reconfiguring, Reinstalling or Removing the 2in1 PC™ Card
Installing Special Software or Re-installing an Operating System
Advanced Configurations

a. Dual Disk Configuration

b. Configuring an Extended Partition in Windows NT
Application Notes

General Hardware Dependent Settings

Chip Sets

BIOS Settings

Hard Disk Settings

Specific Platform Dependent Settings

Papoe

9.2.8.2.7 Consistency of Documentation

Administrator guidance contained in the 2in1 PC™ Installation Guide and supplemented
by 2in1 PC™ Application Notesis consistent with other applicable deliverables and
satisfies this element. The following documentation was reviewed in making the
consistency analysis determination:

Voltaire 2in1 PC™ Security Target Report

E21298054(2), 2in1 PC™ Functional Specifications

E20598024, 2in1 PC™ System Design Document (Section 3)

E21298056, Addendum to the 2in1 PC™ High Level Design —-INSTALLATION
Software

E21298058, Addendum to the 2in1 PC™ High Level Design — The Transition
partition

E21198046, 2inl1 PC™ User Guide

E21198040(2), 2in1 PC™ Vulnerability Analysis

E20698006, 2in1 PC™ Administrative Rights

E20698007, 2in1 PC™ Security Policy

E21198035(2), 2in1 PC™ Informal Security Policy Model

E20598004, 2in1 PC™ Physical Data Security
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9.2.8.2.8 Security Requirementsfor thelT Environment

This element is satisfied because the Voltaire 2in1 PC™ Security Target Report contains
no IT security requirements on the I'T environment.

9.2.9 AGD_USR.1 User Guidance
9.2.9.1 Evidence Elements

This section presents the results of the evaluation of user guidance provided with the
TOE. The user guidance is supplied with the TOE as a separate document (Ref. Voltaire
2inl PC™ User Guide) and addresses only the functions available to the non-
administrative user. The user isrestricted to two basic actions, Switching and Data
Transfer, as determined by the administrator during the installation of the TOE. As such,
the user guidance only contains information relevant to these two functions.

9.2.9.2 Evaluator Action Elementsand Findings

9.2.9.2.1 User Functions and interfaces

The user guidance satisfies this element by providing an overview of the TOE security
functionality and describing the Switching and Data Transfer functions permitted to the
user. It aso provides a description of the necessary actions and expected results when
using the appropriate keyboard or mouse inputs for the Windows 95/98/NT 4, Windows
3.1U/NT 3.51, MS-DOS, and Linux/SCO operating systems. (Ref. Voltaire 2in1 PC™
User Guide)

9.2.9.2.2 Useof User Functions

The user guidance satisfies this element by providing a description of the methods (e.g.,
menu selection, command line, or command button) and expected results for the
functions available to the user.

The user isrestricted to two basic functions when using the TOE. The Switching function
enables the user to switch between the A and B machine states as required. The Data
Transfer function is an option which allows the transfer of data from one machine state to
another and will normally be only possible in one direction, e.g., data could be copied
from machine state B to A but not from A to B. The configuration of the parameters for
these functions is accomplished by the administrator during installation of the TOE and
cannot be accessed or modified by the user. (Ref. Voltaire 2in1 PC™ User Guide)
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9.2.9.2.3 Warnings About User Functionsand Privileges

Parameters and privileges for the two user functions are configured by the administrator

during installation of the TOE and cannot be accessed or modified by the user.
Conseguently, no warnings are required in the user guidance.

9.2.9.2.4 User Responsibilities

User responsibilities are not included in the user guidance because of the limited
functions available to the user. Various aspects of user responsibilities are addressed in

the Voltaire 2in1 PC™ Security Target Report. Specifically:

1. A.E.ACCESS - The processing resources of the TOE that depend on hardware

security features will be located within controlled access facilities that mitigate
unauthorised, physical access.

. A.E.USER-NEED — Usersrecognise the need for a secure I'T environment.

. P.E.KNOWN — Users of the TOE must be identified and authenticated before

TOE access can be granted.

. P.E.USAGE — The organisation’s I T resources must be used only for authorised
puUrposes.

. P.E.DUE-CARE — The organisation’s I T systems must be implemented and
operated in a manner that represents due care and diligence with respect to any
risks to the organisation.

9.2.9.2.5 Consistency with Other Documentation

User guidance contained in the Voltaire 2inl PC™ User Guide is consistent with other
applicable deliverables and satisfies this element. The following documentation was
reviewed in making the consistency analysis determination:

Voltaire 2in1 PC™ Security Target Report

E21298054(4), 2in1 PC™ Functional Specifications

E20598024, 2in1 PC™ System Design Document (Section 3)

E21298056, Addendum to the 2in1 PC™ High Level Design —-INSTALLATION
Software

E21298058, Addendum to the 2in1 PC™ High Level Design — The Transition
partition

E21298063, 2in1 PC™ Installation Guide

E21198040(2), 2in1 PC™ Vulnerability Analysis

E20698006, 2in1 PC™ Administrative Rights

E20698007, 2in1 PC™ Security Policy

E21198035(4), 2in1 PC™ Informal Security Policy Model
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E20598004, 2in1 PC™ Physical Data Security
9.2.9.2.6 User Relevant Environmental Security Requirements

This element is satisfied because the Voltaire 2in1 PC™ Security Target Report contains
no IT security requirements on the I'T environment.

9.2.10 ATE_COV.1 Evidence of Coverage
9.2.10.1 Evidence Elements

This section presents the results of the test coverage evidence check for a mapping
between the test documentation and the functional specification. Correspondence is
presented in table format and includes both developer functional tests and independent
lab tests. Specific test descriptions and results are contained in the Evaluation Test Plan
for the 2in1 PC™, Version 1.21.

9.2.10.2 Evaluator Action Elementsand Findings

9.2.10.2.1 Correspondence Between Tests and Functional Specification

This element has been satisfied through the evaluation of the developer functional tests
and identifies the independent lab tests performed. Correspondence between tests and the

functional specification is provided in Table 9.2.10.2.1-1. Developer tests are identified
in Table 9.2.10.2.1-2. Independent lab tests are identified in Table 9.2.10.2.1-3.

Functional Specification Developer I ndependent
Tests Tests

1) Allow the setting up and configuration of the 2in1 PC™ attributes. VT12 ETO1
2) Provide storage for configuration data (including card configuration VTO1
and MBRS).
3) InWORK mode, provide a state machine with three distinct statesof | VT13 ETO02
operation: A, B and T (Transition).
4) In WORK mode, provide a different MBR for each security state VT14 ETO3
during boot.
5) In WORK mode, control accessto disk partitions based on the current | VT05 ETO4
security state and the access security policy. VT06
6) In WORK mode, control access to networks based on the current VT02
security state and the access security policy. VT04
7) In WORK mode, control the flow of state changes. VT11 ETO02
8) Clear the PC's RAM during the Transition state. VT15 See Note
9) In WORK mode, monitor accessto the floppy disk during the VTO7 ETO05
Transition state and prevent state switching upon detection thereof.
10) In WORK mode, control access to external devices such as floppy VT10 ETO06
drives and SCSI disks

Table9.2.10.2.1-1 Correspondence of Developer and Independent Teststo
Functional Specifications
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Functional Specification Developer I ndependent
Tests Tests
11) Detect the presence of a physical set-up plug in order to switchinto | VT03 ETO1
Set-up mode and allow configuration.

Note: This function is not within the TSC.

Table9.2.10.2.1-1 Correspondence of Developer and Independent Teststo
Functional Specifications (Cont.)

Developer :
Test ID Element Test to Confirm
vTO1 EEPROM The_ configuration data stored on the EEPROM s storable, editable and
retrievable.
Electro-mechanical The 2in1 PC™ card supports the connection of two physically
VT02 Relays
separated networks.
Set-up Plu The EEPROM becomes writeable with the set-up plug placed on the
VT03 p g 2in1 PC™ card. The card will allow full disk access with the set-up
plug placed on it.
VT04 Network For each user state, the network functions normally, asit would
Connectors without the 2in1 PC™ card being installed.
. : Low-level disk editing utilities (e.g., Norton Disk Editor) that are based
VT05 (D\}:ZﬁtntDelr% At\clc;)& on BIOS Interrupt 13 are denied the ahility to read/alter unauthorised
P disk partitions when the 2in1 PC™ is running in Work Mode.
VT06 Direct Disk Access | The 2in1 PC™ card will block the reading of unauthorised disk
(1/O Ports) partitions when using low-level 1/O port access.
VT07 FHoppy Based The 2in1 PC™ card prevents the switch from Transition state upon
Automatic Copying | detection of DMA2 activity.
VTO08 IDE Connectors The TOE does not introduce errors into the normal use of IDE drives.
Network The 2in1 PC™ card does not introduce errorsinto the normal use of
VTO09
Connectors networks.
Fl_o PRy External devices controlled by the 2in1 PC™ card will be inaccessible
VT10 Disconnection . o
in the relevant states, and accessible in the other states.
Jumpers
The 2in1 PC™ card (with the reset cable) provides a physical reset
VT11 Reset Cable signal that isindicated on the ISA/IDE buses. The TOE does not
switch if such areset is not identified.
VT12 Software Diskettes 'Iggenlnn?a?lc:anon diskettes alow the complete installation of the 2inl
Altera Chip, Prom | The 2in1 PC™ card provides a state machine with three distinct states
VT13 . )
Chip and operates accordingly.
EEPROM Chip, . ™ . .
VT14 Altera Chip, ;r;ean PC™ card can provide a different MBRs for the relevant
PROM Chip ]
VT15 PC RAM During the Transition state, the PC's RAM s cleared.

Table9.2.10.2.1-2 Identification of Developer Tests
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I ndependent :
Test ID Element Test to Confirm
ETO1 Set-up Plug TOE can only be configured with the Set-up Plug installed.
2in1 PC™ Card Control | Thethree states (A, B, and Transition) are reflected by
ETO2 ' )
Signals hardware control signals.
. . The Master Boot Record (MBR) is different when booting
ET03 Disk Partitions into each of the three states.
ETO4 Disk Partitions Access to different partitionsis limited
. The TOE will not switch the computer from the Transition
™
ET05 2inl PC™ Card Sate to an active state (A or B) if DMA2 activity is detected.
. . When using the Floppy Diskette Disable Cable, the floppy
ET06 Floppy Diskette Disable drive cannot be accessed without the Control Connector
Cable Control Connector installed

Table9.2.10.2.1-3 Identification of Independent Tests
9.2.10.2.2 Test Coverage Evidence

The following documentation was reviewed in mapping between the test documentation
and the functional specification. The test coverage check was primarily based on the 2inl
PC™ Functional Testing and the Evaluation Test Plan for the 2in1 PC™, Version 1.21
documents.

CA1298006, Evaluation Test Plan for the 2in1 PC™ | Version 1.21

E21298054(4), 2in1 PC™ Functional Specifications

E21198042(3), 2in1 PC™ Functional Testing

E20598019(2), 2in1 PC™ Install White Box Tests Sheet

E20598018(2), 2in1 Platform Tests Description

E21198038, 2in1 PC™ Operating System QA Test

E21198043(2), 2in1 PC™ Test Coverage

E20698036(3), 2in1 PC™ Hacking Tests

E21198040(2), 2in1 PC™ Vulnerability Analysis

9.2.11 ATE_FUN.1 Functional Testing

9.2.11.1 Evidence Elements

This section presents the results of the evaluation of the developer’ s test documentation.
The results of the evaluation of each document are summarised in table format in Section
9.211.2.3.

9.2.11.2 Evaluator Action Elementsand Findings

9.2.11.2.1 Content of Test Documentation

Table 9.2.11.2.1-1 identifies the test documentation presented by the developer.
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Document # Title Description
E20698036(3) | 2in1 PC™ Hacking Tests Describes tests performed to attempt to exploit 2inl
PC™ security.
E21198042(3) | 2in1 PC™ Functional Testing Describes the functional tests performed on the 2inl
PC™,
E21198043(2) | 2in1 PC™ Test Coverage | dentifies tests performed to verify functional
specifications.

Table9.2.11.2.1-1 Vendor Test Documentation

9.2.11.2.2 Developer Test Documentation Examination

The developer’s test documentation was checked and examined in accordance with the
ATE_FUN.1C requirements identified in Section 9.2.11.1. Table 9.2.11.2.2-1, presents
the results of the examination.

The ATE_FUN.1 evaluation elements presented in Table 9.2.11.2.2-1 are:

| dentify Test Procedures: ATE_FUN.1.1C
Expected Resullts: ATE_FUN.1.1C
Actual Results: ATE FUN.1.1C
ID Security Functionsto be Tested: ATE_FUN.1.2C
Reproducible Initial Test Conditions: ATE_FUN.1.2C
Reproducible Means to Stimulate Security Functions: ATE_FUN.1.2C
ID Teststo be Performed: ATE _FUN.1.3C
Successful Execution of the Test: ATE_FUN.1.4C
Results are Consistent: ATE _FUN.1.5C
gg > 2 g (%] g % [
oo |25 l5, | _,|SEEETE| Soge EE |780 ES
Document =8| 8= | T3 (§§*5'8§ h- 8§SE EE 832|341
5|28 |88/ 055 BE5| B8E s |S8=|85
Sy [ 5& | 88028 853|858 |28 |355|&8
Hacking Tests | X 1 2 X 2 X X 2 3
Functional
Testing X X X X X X X X X
Test
Coverage 1 1 1 X 1 1 1 1 3
Legend:
X = Adequate information provided. 1 = Information not provided.
2 = Insufficient detail provided. 3 = Unable to make determination.

Table9.2.11.2.2-1 ATE_FUN.1.1C Test Documentation Examination

9.2.11.2.3 Test Documentation Examination Results

The developer test documentation included atest plan in the 2inl PC Functional Testing
document that provided sufficient information to fully satisfy the ATE_FUN.1 element.
This document tested all of the security functions identified in the 2in1 PC Functional
Testing. Other vendor supplied test documentation (identified in Table 9.2.11.2.2-1) was
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not used to satisfy the ATE_FUN.1 element since these documents did not provide the
required content to test the TSF, however they were reviewed by the evaluators.

The 2inl PC Functional Testing document clearly identifies the test approach and goals
in the introductory section and provides a detailed analysis near the end of the document.
The content of this document was reviewed by the evaluators and a selection of tests was

made to be verified in section 9.2.12 ATE_IND.2 Independent Testing — Sample.
Furthermore, the Evaluation Test Plan for the 2in1 PC™ was created to satisfy the
ATE_IND.2 requirement. This document identifies the vendor tests that were selected
and independent tests developed by the evaluators to confirm the T SF enforcement.
These two test suites were identified by the evaluators to verify the validity of the
developer’s functional testing and provide correspondence to the functiona
specifications. Voltaire provided detailed test procedures for functional tests that could be
replicated and verified by the evaluators, see Table 9.2.11.2.2-2. The second suite of tests
was independently developed and performed by CAFE Lab evaluators, see Table
9.2.11.2.2-3. All of the test descriptions and results are contained in the Evaluation Test

Plan for the 2in1 PC™, Version 1.21.

Developer Test I1D Element Test to Confirm
The configuration data stored on the EEPROM s storable,
Vol EEPROM editable and retrievable.
VTO2 Electro-mechanical The 2in1 PC™ card supports the connection of two
Relays physically separated networks.
The EEPROM becomes writeable with the set-up plug
VTO03 Set-up Plug placed on 2inl PCT'f” card after th_e machine has been hard
booted. The card will allow full disk access with the set-up
plug placed on it.
The network connection for each user state (A,B,& T)
VT04 Network Connectors | functions normally, asit would without the 2in1 PC™ card
being installed.
Low-level disk editing utilities such as Norton Disk Editor
VTO5 Direct Disk Access that are based on BIOS Interrupt 13 are denied the ability to
(Vialnterrupt 13) read / ater unauthorised disk partitions when the TOE is
running in Work Mode.
. : The 2in1 PC™ card will block the reading of unauthorised
VT06 (DI/I:)eCtPo?tI:)k Access disk partitions when using low-level I/O port access when
the TOE is running in Work Mode.
VT07 FHoppy Based The 2in1 PC™ card prevents the switch from Transition
Automatic Copying state upon detection of DMA?2 activity.
VTO08 IDE Connectors The TQE does not introduce errors into the normal use of
IDE drives.

Table9.2.11.2.2-2 Developer Tests
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Developer Test ID Element Test to Confirm
The 2in1 PC™ card does not introduce errors into the
VTO09 Network Connectors normal use of networks.
Floppy External devices controlled by the 2in1 PC™ card will be
VT10 Disconnection inaccessible in the relevant states, and accessible in the
Jumpers other sates.
The 2in1 PC™ card (with the reset cable) provides a
VT11 Reset Cable physical reset signal that is indicated on the ISA/IDE buses.
The TOE does not switch if such areset is not identified.
. The installation diskettes allow the complete installation of
VT12 Software Diskettes the 2inl PC™ card.
VT13 Altera Chip, Prom The 2in1 PC™ card provides a state machine with three
Chip distinct states and operates accordingly.
EEPROM Chip, . ™ . .
VT14 Altera Chip, PROM The 2in1 PC™ card can provide a different MBRs for the
Chip relevant state.
VT15 PC RAM During the Transition state, the PC's RAM s cleared.

Table9.2.11.2.2-2 Developer Tests (Cont.)

Independent Test 1D Element Test to Confirm
ETOL Set-up Plug The TOE can only be configured with the Set-up Plug
installed.
ETO2 2inl PC™ Card The three machine states (A, B, and Transition) are
Control Signals reflected by hardware control signals.
ETO03 Disk Partitions The Master Boot Record (M BR) is different when booting
into each of the three machine states.
ET04 Disk Partitions Access to disk partitionsis limited.
The TOE will not switch the computer from the Transition
ETO05 2inl PC™ Card dtate to an active state (A or B) when DMA2 activity is
detected.
FHoppy Diskette The floppy drive can only be accessed with the Control
ET06 Disable Cable Connector installed and the 2in1 PC™ card in the
Control Connector | configured state.

Table9.2.11.2.2-3 Independent Tests

9.2.12 ATE_IND.2 Independent Testing— Sample

9.2.12.1 Evidence Elements

This section addresses the independent testing performed by the evaluators. The testing
has been broken down into two test suites that are defined in the Evaluation Test Plan for
2inl PC™, Version 1.2. Thefirst test suite defines the replicated vendor tests that verify
the enforcement of the TSF, while the second test suite defines the independent tests
performed by the evaluators to verify the enforcement of the TSF.
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9.2.12.2 Evaluator Action Elementsand Findings
9.2.12.2.1 TOE Suitablefor Testing

The TOE evaluated in this element was configured in accordance with the stated security
functions listed in the 2in1 PC™ Security Target. The details of this configuration are
given in Section 2.2 of the Evaluation Test Plan for 2in1 PC™, Version 1.21.
Verification of the TOE’s suitability for testing was performed in the following manner:

1. After receiving the TOE from the vendor (ref. 9.2.2 ADO_DEL.1 Delivery
Procedures), verification of the configuration items was made. The details of this
verification are located in Section 9.2.1 ACM_CAP.2 Configuration Items.

2. The TOE was instaled using only the vendor supplied product documentation.
The details of thisinstallation process are located in Section 9.2.3 ADO_IGS.1
Installation, Generation, and Start-Up Procedures.

3. Resources used in the test were calibrated to ensure their proper operation. A
listing of the test resources used for the TOE evaluation is located in Section
9.2.12.2.2 Equivalent Set of Resources, and also in Section 2 of the Evaluation
Test Plan for 2in1 PC™, Version 1.21.

After the steps listed above were completed, the enforcement of the settings configured
during the installation procedure was verified. Verification was made by testing the disk
access privileges and network connectivity for the Secure (A) and Public (B) machine
operating states. This was performed by creating a small text file, reading/writing the file
to other disk partitions and sending it to other PCs connected to the Secure (A) and Public
(B) network connections. Once this process was completed and the enforcement of the
TOE configuration settings was verified, the TOE was found to be suitable to commence
the vendor and evaluator tests defined in the Evaluation Test Plan for 2in1 PC™, Version
1.21.

9.2.12.2.2 Equivalent Set of Resources

The set of resources used during the execution of the vendor tests performed included the
following:

1. Twinbrook Systems, Intel 200Mhz Pentium-MMX — provided by the testing lab.
Specific platform information is located in the Evaluation Test Plan for 2inl
PC™, Version 1.21.

2. Fluke 75 Multi-meter — provided by the testing lab to evaluate the network
connectorsfor test VTO3 in the Evaluation Test Plan for 2in1 PC™, VVersion 1.21.

3. llr.exe — source code was provided by the vendor and then compiled by the
evaluation lab to test the low-level read access to the hard disk based on Cylinder,
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Head, Sector (CHS) and Logic Block Addressing (LBA) schemes. This
application was used in test VTO6 located in the Evaluation Test Plan for 2inl
PC™ Version 1.21.

rwe2.exe — source code was provided by the vendor and then compiled by the
evaluation lab to test the read, write and execute permissions to the EEPROM on
the 2in1 PC™ card. This application was used in tests VTO1 and VTO3 located in
the Evaluation Test Plan for 2in1 PC™, Version 1.21.

diskedit.exe (Norton) — provided by the vendor to read/write to specific addresses
on the hard disk. This application was used in test VTO5 (first and second sub-
tests) located in the Evaluation Test Plan for 2in1 PC™, Version 1.21.

The evaluators used the list of items above to verify the documented vendor test results.
Most of the vendor performed tests were done so in a manner in which the scope was
larger (i.e. factors outside of the TSC were relied upon for the test results). The scope of
the independent tests on the other hand, relied strictly upon the 2in1 PC™ card itself and
its' interfaces. Due to the differences in the scope, a subset of the vendor tests was
replicated by the lab and the independent tests were used to verify the TOE security
functions defined in the 2in1 PC™ Security Target. The resources used in the
independent tests included the following:

1.

Twinbrook Systems, Intel 200Mhz Pentium-MMX — provided by the testing lab.
Specific platform information is located in the Evaluation Test Plan for 2inl
PC™, Version 1.21.

Innotec ID520 IDE Analyzer — provided by Voltaire. This device was used to in
tests ET03 and ET04 located in the Evaluation Test Plan for 2in1 PC™, Version
1.21 Plan.

Faxconn ISA Slot Extension Card — provided by Voltaire. This device was used in
al of the independent tests to provide easy access to the 2in1 PC™ card
components.

HP 545A Logic Probe — provided by Voltaire. This device was used in
conjunction with the 2in1 PC™ Hardware Design document to verify
connections on the 2in1 PC™ card. This device was used in independent
evaluator tests as identified in the Evaluation Test Plan for 2in1 PC™, Version
1.21.

HP 1664A Logic Anayzer (50/100-MHz State/500-MHz Timing) — provided by

the testing lab. This device was used in test ET02 located in the Evaluation Test
Plan for 2in1 PC™, Version 1.21.
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6. diskedit.exe (Norton) — provided by the vendor to read/write to specific addresses
on the hard disk. This application was used in tests ET03 and ET04 located in the
Evaluation Test Plan for 2in1 PC™, Version 1.21.

The evaluators used the list of items above to execute the independent tests in order to
evaluate the TOE at the interface level. The specific test details for the entire vendor and
independent tests performed are presented in Appendix A, B and C of the Evaluation Test
Plan for 2in1 PC™, Version 1.21.

Other applications installed on the system as part of the installation process (ref. 9.2.3
ADO_IGS.1 Ingtallation, Generation, and Start-Up Procedures) were also used during the
vendor and independent testing. These applications were:

1. sense.exe— provided by installed files that were loaded onto the PC from
installation disk 1. This application enables the Administrator to verify that the
configuration settings stored on the EEPROM have not been modified. A value is
displayed in hexadecimal and reflects the current configuration settings, therefore
any changes to the EEPROM’s configuration will result in a different value being
displayed. This application aso displays the cards current working state (i.e.
Secure (A), Public (B), or Transition).

2. report.exe — provided by installed files that were loaded onto the PC from
installation disk 1. This application generates areport of the hard disk
configuration (i.e. defining borders for each disk partition). This application
works in conjunction with report.bat.

3. report.bat — provided by installed files that were loaded onto the PC from
installation disk 1. This application executes report.exe and redirects the output to
the display screen. This batch file was edited during the evaluation and renamed
report2.bat so that the output could be redirected to afile for printing. The output
of thisfile was used as a reference for other tests that were executed and is located
after test VTO2 in the Evaluation Test Plan for 2in1 PC™, Version 1.21.

9.2.12.2.3 Test a Subset of the TSF

The developer test documentation evidence was evaluated as to the relevance of the
identified security functions to be tested (ref. 9.2.11 ATE_FUN.1 Functional Testing).
The selection of the developer tests was based upon a requirement to verify developer
functional testing (see Section 9.2.11.2.3 Describe Scenarios) and correspondence to the
tests mapped to the 2in1 PC™ Functional Specification. Once the test sample was
selected, independent tests were developed to further evaluate the security functions that
were addressed by the developer test documentation (ref. 9.2.11 ATE_FUN.1 Functional
Testing). With the confirmation of developer tests and the independent tests performed
by the evaluators, every security function within the TSC has been tested. For the details
of the testing coverage, refer to Table 9.2.10.2.1-1 Correspondence of Developer and

I ndependent Tests to Functional Specifications.
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A selection of independent tests was also based on the identification of residual TOE
vulnerabilities. After reviewing these vulnerahilities, the selection was made to be
included as part of the independent tests. The specific details of these vulnerabilities are
defined in Section 9.2.14 AVA_VLA.1, Developer Vulnerability Analysis.

The independent tests were performed at the IDE interface level using an IDE analyzer.
Thistest method was selected to capture all of the IDE bus traffic on both the controller
and hard disk side of the bus, thus allowing the ability to verify the card operated
according to its' configured security state.

The identification and details for each of the evaluation tests performed is contained in
the Evaluation Test Plan for 2in1 PC™, Version 1.21.

The expected results for all of the tests performed in the Evaluation Test Plan for 2inl
PC™, Version 1.21 were verified by the actual results. There were no inconsistencies
between the expected result and the actual results.

9.2.12.2.4 Verify Test Resultsfor a Sample of Tests

This element addresses the scope of the documented vendor tests and provides arationale
for the selection of specific vendor tests that were included in the Evaluation Test Plan
for 2in1 PC™, Version 1.21. The details of these procedures were documented by the
evaluators and are located in Appendix A of the Evaluation Test Plan for 2in1 PC™,
Version 1.21. The following vendor tests were selected to confirm their actua results:

1. VTO1 - Statesthat the configuration data on the EEPROM is storable, editable
and retrievable. Thistest was selected to verify that the configuration data stored
on the EEPROM could only be modified while the card is in set-up mode.
Actual Result: The expected result was verified.

2. VT02 — Statesthat the 2in1 PC™ card supports the connection of two physically
separated networks. Thistest was selected to verify:

a. When the PC isrunning in the Transition machine state, all network
connections are severed.

b. When the PC is running in the Secure (A) machine state, connection is made
to only the Secure (A) network.

c. Whenthe PCisrunning in the Public (B) machine state, connection is made to
only the Public (B) network.
Actual Result: The expected result was verified.

3. VTO03 - States that the EEPROM becomes writeable and full accessto the hard
disk is allowed when the PC is fully powered down, the set-up plug isinstalled on
the 2in1 PC™ card, and then the machine is powered back on. This test was
selected to verify that the detection of the installed set-up plug occurs after the PC
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has been hard booted. Once this detection is made, the Administrator has the
ability to re-configure the EEPROM and also have full access to the hard disk.
Actual Result: The expected result was verified.

4. VT04 — States that the connectivity to each of the two networks will function
normally as it would without the 2in1 PC™ card being installed on the PC. This
test was selected to verify that the 2in1 PC™ card supports the connection of two
networks and that these networks are physically separated from one other. This
test was also selected to verify that connectivity to each network is not affected as
aresult of having the 2in1 PC™ card installed on the machine (i.e. the card is
transparent to the connected network).

Actual Result: The expected result was verified.

5. VTO05 - States that low-level disk editing utilities based on BIOS interrupt 13 are
denied the ability to read/alter unauthorised disk partitions when the TOE is
running in work mode. This test was selected to verify that when the PC is
running in any given machine state (Secure (A), Public (B), or Transition), access
to unauthorised disk partitionsis blocked.

Actual Result: The expected result was verified.

6. VTO06 — Statesthat the 2in1 PC™ card will block the reading of unauthorised disk
partitions when using low-level 1/O port access methods while the TOE is running
in work mode. Thistest was selected to verify that when the PC is running in any
given machine state (Secure (A), Public (B), or Transition), accessto
unauthorised disk partitions using LBA or CHS disk addressing methods will be
blocked.

Actual Result: The expected result was verified.

7. VTO7 — Statesthat the 2in1 PC™ card will prevent the switch from the Transition
machine state upon detection of afloppy disk being accessed. Thistest was
selected to verify that the TOE monitors the | SA bus for any DMA2 traffic while
the machine is running in the Transition machine state. If traffic is traveling
across the DMA2 channel, then the PC will not reboot into the Secure (A) or
Public (B) machine states; rather the PC will continue to reboot into the
Trangition state until no traffic is detected on the DMA2 channel.

Actual Result: The expected results were verified.

The vendor tests defined above were selected to verify that the key security functions
offered by the TOE operated in accordance with the 2in1 PC™ Functional Specification
and the functional requirements listed in the 2in1 PC™ Security Target. Specifically, the
key security functions are three machine operating states (Secure (A), Public (B), and
Transition), network access separation, hard disk access separation, and protection of
configuration information. Some of these key security functions, and also other security
functions offered by the TOE, have been further evaluated and defined in detail in the
independent tests described in Appendix B of the Evaluation Test Plan for 2in1 PC™,
Version 1.21. The results of all of the independent tests performed were verified as
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expected. Table 9.2.10.2.1-1 Correspondence of Developer and | ndependent Tests to
Functional Specification provides a mapping from the vendor and independent tests
performed to the 2in1 PC™ Functional Specification.

9.2.13 AVA_SOF.1 Strength of TOE Security Function Evaluation

9.2.13.1 Evidence Elements

This section addresses the strength of TOE security function, defining any mechanisms
relied upon by the TOE to enforce the TSF.

9.2.13.2 Evaluator Action Elementsand Findings

9.2.13.2.1 Minimum Strength L evel

This element is met because the TOE makes no strength of function claims.

9.2.13.2.2 Meetsor Exceeds Claimed Strength of Function Metric

This element is met because the TOE makes no strength of function claims.

9.2.13.2.3 Confirm Correctness of Claimed Strength of Function

This element is met because the TOE makes no strength of function claims.

9.2.14 AVA_VLA.1 Developer Vulnerability Analysis

9.2.14.1 Evidence Elements

This section presents the results of the evaluation of the developer’ s vulnerability analysis
and penetration testing performed by the CAFE Lab. The attack potential for the TOE is
low or higher based on the Voltaire 2in1 PC™ Security Target Report Secure Usage
Assumptions and Organisational Security Policies (see Table 9.2.14.2-1 and Table
9.2.14.2-2) and the identification and mitigation of obvious vulnerabilities in accordance
with AVA_VLA.1, Developer Vulnerability Analysis.

9.2.14.2 Evaluator Action Elementsand Findings

9.2.14.2.1 Content of Developer’s Vulnerability Analysis

The 2in1 PC™ Vulnerability Analysis E21198040(2), satisfies this element by providing

aunique identification and description of each vulnerability along with a description of
how each vulnerability is addressed by the TOE.
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9.2.14.2.2 Security Threats Addressed by the TOE

The security threats addressed by the TOE are identified in section 3.5 of the Voltaire
2in1 PC™ Security Target Report.

9.2.14.2.3 Security Threats Addressed by the Operating Environment

The security threats addressed by the TOE operating environment are identified in section
3.6 of the Voltaire 2in1 PC™ Security Target Report.

9.2.14.2.4 Obvious and Residual Vulner abilities

Table 9.2.14.2.4-1 lists the TOE vulnerabilities identified in the 2in1 PC™ Vulnerability
Analysis, E21198040(2). These vulnerabilities are identified as “obvious vulnerabilities’
in accordance with the guidance provided in the (Draft) Common Methodol ogy for
Information Technology Security Evaluation (see Section 9.2.14.2).

Obvious Vulner ability Explanation
Relay failure An electromechanical relay might malfunction.
Card removal The TOE could be removed from the system and the disk accessed directly.

Improper installation The TOE might be installed or configured incorrectly in away that could
undermine security.

Tampering en route The TOE could be replaced or tampered with during shipment to the customer.

Table 9.2.14.2.4-1 Obvious Vulner abilities

Table 9.2.14.2.4-2 lists the TOE vulnerabilities identified in the 2in1 PC™ Vulnerability
Analysis, E21198040(2). These vulnerabilities are identified as “residual vulnerabilities’
in accordance with the guidance provided in the (Draft) Common Methodol ogy for
Information Technology Security Evaluation (see Section 9.2.14.2).

Vulnerability Explanation

Floppy based copying A floppy diskette could be used as a buffer between the two partitions, using
an automatic script that switches from one state to the other.

Crash/forced shutdown An attacker might shut down the system to force a state change. The same
effect would occur should the system crash.

Trangition altering An attacker might change the automatic routines run in the Transition state,
overcoming the memory clearing and any other access control routines
implemented.

EEPROM altering An attacker might remotely change the configuration data on the EEPROM,

thereby gaining full access to the entire disk, or having the ahility to change
certain attributes which would compromise the disk’ s security

CHS remapping An attacker might change the CHS addressing of the hard disk, thereby
gaining access to unauthorised aress.

Using RAM as a buffer An attacker might store data from one partition in the RAM, switch to the
other partition and retrieve the data from the RAM.

Table9.2.14.2.4-2 Residual Vulnerabilities
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9.2.14.2.5 Exploitability of Obvious Vulnerabilities

A determination was made in accordance with the guidance provided in the (Draft)
Common Methodology for Information Technology Security Eval uation (see Section
9.2.14.2) that the obvious vulnerabilities contained in developer’s vulnerability analysis
were not exploitable in the identified areas of malicious intent, hardware failure, and
tampering during the delivery process. The results of additional CAFE Lab vulnerability
testing are presented in Section 9.2.14.2.7.

An example of this determination is the TOE’s dependence on the IT and non-1T
environment for protection against malicious users. Physical tampering with the TOE,
e.g., removing the 2in1 PC™ card, is one of the easiest and least sophisticated ways to
circumvent the TOE’s security functions. Mitigation of this vulnerability is dependent on
both the physical security of the operating environment and restricting access to only
authorised users. The (Draft) Common Methodol ogy for Information Technology Security
Evaluation states that “ An obvious vulnerability is not exploitable in the intended
environment if one or more of the following conditions exist: security functions or
measuresin the (IT or non-1T) environment prevent exploitation of the vulnerability in
the intended environment. For instance, restricting physical accessto the TOE to
authorised users only may effectively render a TOE's vulnerability to tampering
unexploitable; ...”. Since it is assumed that the TOE will be operated by authorised users
in a secure environment (see Table 9.2.14.2-1, Security Target Report Secure Usage
Assumptions, and Table 9.2.14.2-2, Security Target Report Organisational Security
Policies), this vulnerability was determined to be unexploitable.

9.2.14.2.6 Consistency of Documentation

A determination was made that the 2in1 PC™ Vulnerability Analysis E21198040(2),
satisfies this element based on the mapping presented in Table 9.2.14.2.6-1 and areview
of the following documentation:

Voltaire 2in1 PC™ Security Target Report
E21198046, 2inl1 PC™ User Guide
E21298063, 2in1 PC™ Installation Guide
E20598004, 2in1 PC™ Physical Data Security
E20698036, 2inl PC™ Hacking Tests

Table 9.2.14.2.6-1 provides a mapping between vulnerabilities, the security threats

addressed by the TOE and the operating environment, and their mitigation by the TOE or
applicable assumption.
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Vulnerability Threat Mitigation/Assumption
Foppy Based T.T.COPY Disabling switching during TRANSITION when DMA2
Copying activity is detected.
Crash/Forced T.T.CRASH Forcing each power-up of the system into the controlled
Shutdown T.T.ENTRY Trangtion state.
T.T.ATTACK
Transition T.T.TRANSFER Making the Transition partition read-only, and disallowing
Altering T.T.CONFIGURATION | the bypassing of the automatic routines.
EEPROM T.T.ATTACK Allowing the EEPROM to be written to only when a
Altering T.T.CONFIGURATION | physical set-up plug isinserted.
CHS T.T.DATA Tracking the remap command and disabling disk activity
Remapping when it is detected.
Using RAM as | T.T.TRANSFER Rebooting the PC between states and automatically forcing
a Buffer amemory clearing routine during TRANSITION.
Note: This memory clearing routine was not evaluated in
the configuration and cannot be trusted to work.
Peripheral T.T.DISK Only allowing peripheral devices to be connected to the
Devices TOE using special cables, and controlling their operation.
Relay Failure T.T.DEVICE.FAIL Using a second set of redundant relays, each having a 10"-8
likelihood of failure. The relay’ s failure position is off.
Card Removal T.E.PHYSICAL A.E.ACCESS
Improper T.EINSTALL A.E.ADMIN
Installation T.E.ADMIN-ERROR
Tampering En T.EINSTALL Voltaire’ s handling and shipping procedures to include
Route T.E.PHYSICAL tamper resistant packaging.

T =Threat, .T = Threat, .E = Environment

Table9.2.14.2.6-1 Vulnerability Mapping

9.2.14.2.7 CAFE Lab Vulnerability Testing

The TOE can easily be exploited if proper physical and personnel security is not
enforced, e.g., switching network connections and card removal. Based on areview of the
TOE vulnerabilities, a determination was made to focus on testing the TOE’s
susceptibility to attack through unauthorised access to the disk partitions and copying
information via the floppy disk. These vulnerabilities represent residual vulnerabilities
not requiring physical access to be exploited although they would require the attacker to
have more than minimal skills, technical sophistication, resources, and understanding of
the TOE. The results of the testing showed that the TSF successfully countered these
attacks. Sections 9.2.14.2.7.1 and 9.2.14.2.7.2 identify additional obvious and residual
vulnerabilities that were considered during the TOE evaluation.

Table 9.2.14.2.7-1 identifies the testing performed by the CAFE Lab to replicate
developer tests and validate the results. Specific scenarios, procedures, and test results are
presented in the Evaluation Test Plan for 2in1 PC™, Version 1.21, Appendix A.
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Element Test to Confirm Vulnerability

Direct Disk Access Low-level disk editing utilities such as Norton Disk An attacker might gain

(Vialnterrupt 13) Editor that are based on BIOS Interrupt 13 are denied | access to unauthorised

VT05 the ability to read / alter unauthorised disk partitions disk partitions.

when the TOE is running in Work Mode.

Direct Disk Access The 2in1 PC™ card will block the reading of An attacker might gain

(1/O Ports) unauthorised disk partitions when using low-level I/O | access to unauthorised

VT06 port access. disk partitions.

FHoppy Based The 2in1 PC™ card prevents the switch from the A floppy diskette could

Automatic Copying Transition machine state upon detection of any DMA2 | be used as a buffer

VTO7 activity. between the two
partitions, using an
automatic script that
switches from one state
to the other.

VT [Number] = Vendor Test [Test Reference Number]

Table9.2.14.2.7-1 Sample Teststo Confirm Developer Vulnerability Test Results

Table 9.2.14.2.7-2 identifies the testing performed by the CAFE Lab to independently
verify the mitigation of the unauthorised disk partition access and floppy disk copying
vulnerabilities. Specific scenarios, procedures, and test results are presented in the
Evaluation Test Plan for 2in1 PC™, Version 1, Appendix B.

Element Teststo Perform Vulnerability
ETO4 Access to the four disk partitions (Secure (A), Public (B), | An attacker might gain
Transition, and Functional) is controlled by the TSF. access to unauthorised disk
partitions.
ETO05 The TOE will not switch the computer from the A floppy diskette could be
Transition machine state to an active state (Secure (A) or | used as a buffer between the
Public (B)) when DMAZ2 activity has been detected. two partitions, using an
automatic script that switches
from one state to the other.
ET [Number] = Evaluator Test [ Test Reference Number]

Table9.2.14.2.7-2 TSF Teststo Confirm Mitigation of TOE Vulnerabilities
9.2.14.2.7.1 Obvious Vulner abilities

Table 9.2.14.2.7.1-1 identifies obvious vulnerabilities considered as part of the TOE
evaluation. It also identifies the mitigation for each vulnerability.

Obvious Vulner ability Mitigation
1. Card removal. A.E.ACCESS
P.E.KNOWN
2. Switch network connections. A.E.ACCESS
P.E.KNOWN
3. Unauthorised use of the external set-up plug in conjunction A.E.ACCESS
with internal enabler plug. P.E.KNOWN
4. Unauthorised use of set-up plug A.E.ACCESS
P.E.KNOWN

Table9.2.14.2.7.1-1 Obvious Vulnerabilities
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Obvious Vulner ability Mitigation
5. Unauthorised modification of device control connection A.E.ACCESS
jumpers. P.E.KNOWN
6. Unauthorised configuration of PC with more than 2 storage | A.E.ACCESS
devices to be controlled by the TOE (jumper connections). P.E.KNOWN

A = Assumption, P = Physical, .E = Environment

Table9.2.14.2.7.1-1 ObviousVulnerabilities (Cont.)

9.2.14.2.7.2 Residual Vulnerabilities

Table 9.2.14.2.7.2-2 identifies vulnerabilities requiring the attacker to have more than
minimal skills, technical sophistication, resources, and understanding of the TOE. It also
identifies the mitigation for each vulnerability.

Residual Vulnerability

Mitigation

1. Directly addressing the Altera
chip and modifying the
configuration settings derived
from the EEPROM during the
boot/reboot process.

Making the Altera chip non-addressable mitigates this vulnerability.
The EEPROM chip on the other hand does have a machine address
and the Altera chip controls the write accessto it. Write access is
only granted when the machine is running in set-up mode by the set-
up plug jumpering the write enable pins on the 2in1 PC™ card.

2. Deleting 2in1 PC™
driversffiles stored in the A& B
machine via networks to prevent
state switching.

This vulnerahility is not within the scope of the TSF, however it can
lead to adenial of service attack preventing a user from switching to
another machine state (i.e. Secure (A) or Public (B)). This
vulnerability does not undermine the security provided by the TOE
and can be resolved by the administrator reinstalling the drivers/files
that were removed.

3. Introduction of malicious
code, e.g. B>F>A.

This vulnerahility is not within the scope of the TSF, however it can
lead to corruption of data controlled by the TOE. The operating
environment must address this vulnerability by having software,
such as anti-virus programs, installed into the Transition disk
partition. By storing such software in this disk partition, whenever
the machine boots into the Transition machine state, the anti-virus
software is executed to scan the Functional disk partition to prevent
the spread of malicious code to the other machine state (i.e. Secure
(A) or Public (B)).

Table9.2.14.2.7.2-2 Residual Vulnerabilities
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SECTION 10

EVALUATOR
COMMENTSRECOMMENDATIONS

10 EVALUATOR COMMENTSRECOMMENDATIONS

This section contains some brief comments on the evaluated product and the evaluation
process.

10.1 PRODUCT ENVIRONMENT

The TOE is an effective product for its' intended use. However, the requirement for a
secure environment with non-malicious users can not be over stressed. The single largest
vulnerability of the system isto a physical attack, where the network connections are
switched.

10.2 INDIVIDUAL IDENTIFICATION & AUTHENTICATION

In most environments it would seem prudent to provide one, or more, effective I& A
mechanisms to use with the TOE. This could be done by a single product running in the
Trangition partition and state, identifying and authenticating each individual user before
allowing them to do anything on the system. Another way would be to use an I&A
mechanism with the operating system in each of the user states (i.e., A and B). A third
method would be to use I1&A mechanisms in both the Transition and user states.

10.3 USE OF THE CEM

The TOE evaluation process incorporated the guidance provided in the (Draft) Common
Methodol ogy for Information Technology Security Evaluation, CEM-98-030, Version
0.5, November 1998. The guidance in Part 2: Evaluation Methodology was especially
useful in defining the evaluation effort for achieving an EAL2 evaluation and in
explaining the required actions for each element. The document is still in draft status and
was only used as aguide. The evauation was performed in accordance with the
requirements in the Common Criteria for Information technology Security Evaluation,
CCIB-98-028, Verson 2.0, May 1998.
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APPENDIX A

ACRONYMS

A
ACC — Access control [family of requirements from the CC]
ACF — Access control functions [family of requirements from the CC]
ACM - Configuration management [class of assurance requirements from the CC]
ADM — Administrator guidance [family of requirements from the CC]
ADO — Delivery and operation [class of assurance requirements from the CC]
ADV — Development [class of assurance requirements from the CC]
AGD - Guidance [class of assurance requirements from the CC]
AMO — A MBR Open [When this option is on (default), read MBR requests for
state A return the MBR from address 0,0,1 of the hard disk]
ATE — Testing [class of assurance requirements from the CC]
AVA — Vulnerability assessment [class of assurance requirements from the CC]

B
BIOS — Basic Input/Output System

C
CAP — Configuration management [family of requirements from the CC]
CC — Common Criteria for Information Technology Security Evaluation (Version 2.0)
CEM — Common Methodol ogy for Information Technology Security Evaluation (Version
0.5)
CHS — Cylinder, Head, Sector [method to access the PC's hard disk]
CM — Configuration Management
COTS — Commercial-Off-The-Shelf
CQV - Coverage [family of requirements from the CC]
CPU — Central Processor Unit
CRC — Cyclic Redundancy Check

D
DEL — Delivery [family of requirements from the CC]
DMAZ2 — Direct Memory Access/Addressing, Channel 2
DRQ2 — AnISA bus signal for DMA2

E
EAL — Evauation Assurance Level
EAL2 — Evaluation Assurance Level 2 [Structurally Tested]
EEPROM - Electronically Erasable Programmable Read-Only Memory
ET — Evauator Test
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F
FDP — User data protection [class of functional requirements from the CC]
FI A — Identification and authentication [class of functional requirements from the CC]
FLS — Fail secure [family of requirements from the CC]
FMT — Security management [class of functional requirements from the CC]
FPT — Protection of the TOE security functions [class of functional requirements from
the CC]
FSP — Functional specification [family of requirements from the CC]
FUN — Functional tests [family of requirements from the CC]

G
GUI — Graphical User Interface
GUID — Globally Unique Identifier

H
HD — Hard Disk
HLD — High-level design [family of requirements from the CC]

|
|&A — Identification and Authentication
1/O — Input/Output
IDE — Integrated Drive Electronics
|GS — Installation, generation and start-up [family of requirements from the CC]
IND — Independent testing [family of requirements from the CC]
I|SA — Industry Standard Architecture
IT — Information Technology
I'TC — Import from outside TSF control [family of requirements from the CC]

JK

L
LBA — Logical Block Addressing [method to access the PC's hard disk]
Linux — UNIX operating system named after Linus Toralds

M
MB — Megabyte(s)
MBR — Master Boot Record
MHz — Mega-Hertz
MMX — Matrix Manipulation Extensions [Intel] + Multimedia Extensions
MSA — Management of security attributes [family of requirements from the CC]
MS-DOS — Microsoft — Disk Operating System
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NIC — Network Interface Card
NSA — National Security Agency
NT — Microsoft — New Technology [Microsoft] operating system

o

p
PC — Personal Computer
PC/AT — Personal Computer/Advanced Technology [IBM AT standard)]
PCB — Printed Circuit Board
PCI — Peripheral Component | nterconnect/I nterface
PP — Protection Profile
PROM - Programmable Read-Only Memory

Q
QA — Quality Assurance

R
RAM — Random Access Memory
RCR — Representation Correspondence [family of requirements from the CC]
RCV — Trusted Recovery [family of requirements from the CC]
ROM — Read-Only Memory

S
SCO — Santa Cruz Operation [UNIX operating system]
SCSI — Small Computer Systems Interface
SDRAM - Synchronous Dynamic Random Access Memory
SF — Security Function
SFP — Security Function Policy
SMR — Security Management Roles [family of requirements from the CC]
SOF — Strength of Function [family of requirements from the CC]
SPM — Security Policy Model [family of requirements from the CC]
ST — Security Target
SYD —2in1 PC™ System Design Document

-
TCP SYN — Transmission Control Protocol Synchronization Process [denial of service
attack]

TOE — Target of Evaluation

TSC — TOE Scope Of Control

TSF — TOE Security Function

TSH — TOE Security Function Interface

TSP — TOE Security Policy

U
UID — User identification [family of requirements from the CC]
USR — User guidance [family of requirements from the CC]

A-3



\Y
VLA — Vulnerability analysis [family of requirements from the CC]
VT — Vendor Test

WXYZ
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1 Introduction

Thistest plan identifies the tests performed for the 2in1 PC™ evaluation, describes
specific test scenarios and procedures, and presents the test results. It includes a
description of the test environment, test assumptions, and a cross-reference between
specific tests and the test results.

1.1 Scope

The 2in1 PC™ product evaluation is at the Evaluation Assurance Level 2 (EAL2). EAL2
involves structural testing of the TOE but does not demand more effort on the part of the
developer than is consistent with good commercial practice and does not require a
substantially increased investment in cost or time. It is applicable where developers or
usersrequire alow to moderate level of independently assured security in the absence of
ready availability of the complete development record.

Thistest plan addressesthe ATE_IND.2, Independent testing - sample, assurance
component of EAL2. The objective of this component is to demonstrate that the security
functions perform as specified. It requiresthe evaluator to repeat a sample of the
developer’ stests to gain confidence in the results obtained and to build on the
developer’ s testing by conducting additional tests that exercise the TOE in a different
manner.

The specific requirements of ATE_IND.2 are:

Dependencies:
ADV_FSP.1 Informal functional specification
AGD_ADM.1 Administrative guidance
AGD_USR.1 User Guidance
ATE_FUN.1 Functional testing

Developer action elements:
ATE_IND.2.1D The developer shal provide the TOE for testing.

Content and presentation of evidence elements:
ATE_IND.2.1C The TOE shall be suitable for testing.
ATE_IND.2.2C The developer shall provide an equivalent set of resourcesto
those that were used in the developer’ s functional testing of the
TSF.

Evauator action elements:
ATE_IND.2.1E The evaluator shall confirm that the information provided meets
all requirements for content and presentation of evidence.
ATE_IND.2.2E The evaluator shall test a subset of the TSF as appropriate to
confirm that the TOE operates as specified.
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ATE_IND.2.3E The evaluator shall execute a sample of testsin the test
documentation to verify the developer test results.

1.2 Functional Testing

Developer-provided information required by the ATE_FUN.1, Functional testing,
assurance component has been evaluated separately and is not part of thistest plan. The
evaluation methodology and results are detailed in the FER, Section 9.2.11.

1.3 Document Organization

The Evaluation Test Plan for the 2inl1 PC, Version 1.21 is comprised of 5 Sections and 4
Appendices.

Section 1, Introduction, provides the scope of the 2in1 PC™ product testing and the
documents organization.

Section 2, Test Environment, describes the TOE configuration, the hardware and
software, and assumptions used during testing.

Section 3, Repeated Developer Tests to Confirm Developer Test Results, defines the
sample of tests used to confirm the vendor test results and provides a mapping to the 2inl
PC Functional Specification.

Section 4, Tests to Confirm the TOE Operates as Specified, defines the sample of
independent tests used to confirm the 2inl PC™ operates as specified and provides a
mapping to the 2inl PC Functional Specification.

Section 5, Cross-Reference between Specific Tests and Test Results, defines the mapping
between the tests listed in Sections 3 and 4 to their corresponding locationsin
Appendixes A and B and also defines the test document numbering scheme.

Appendix A, Test Resultsto Confirm Developer Test Results, this Section defines the
following for each test performed:

1) Naming the evaluatorsthat performed the test.

2) ldentifying the date and time the test was performed.

3) Provides abrief test description.

4) Lists vendor documentation used as a reference.

5) Defines any changes to the TOE configuration identified in Section.
6) ldentification of the expected test results.

7) ldentification of the actual test results.

8) Identification of the repeatable test procedures.

9) Evaluator details/observations noted during the test.
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Appendix B, Test Results to Confirm the TOE Operates as Specified, this section defines
the following for each independent test performed:

1)
2)
3)
4)
5)
6)
7)
8)
9)

Naming the evaluators that performed the test.

| dentifying the date and time the test was performed.

Provides a brief test description.

Lists vendor documentation used as a reference.

Defines any changes to the TOE configuration identified in Section.
| dentification of the expected test results.

| dentification of the actual test results.

| dentification of the repeatable test procedures.

Evauator details/observations noted during the test.

Appendix C, Independent Evaluation Test Output, defines the complete output files
generated to confirm the TOE operates as specified in the Test Results confirmed in
Appendix B.

Appendix D, References, defines the vendor documentation that was used during testing.
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2 Test Environment
2.1 TOE

Voltaire 2in1 PC™, Version 1.21 (For content version numbers, please refer to the
Voltaire document titled “ Configuration Items’). The 2in1 PC™ evaluation coversthe
2in1 PC™ |SA Slot PC card, network connections and peripheral device connections
controlled by the 2in1 PC™ card. These following items were tested:

1) The2inl PC™ |SA dot card was tested with an IDE analyzer to verify that it
monitors al IDE signals defined in the evaluation test documents in Appendix B.

2) The network connections were tested to verify that the two connections were
separated and operated in accordance with the 2inl PC Informal Security Policy
Model.

3) Thejumperson the 2in1 PC™ card were tested to verify the enabling/disabling
of access to peripheral devices such as afloppy drive, SCSI connection, or
parallel port connection for each machine state of operation, A and B.

4) The machine states were tested with a Logic Analyzer to verify that the bootable
partitions and network connections were enforced for the three operating states,
Trangtion, Secure (A) and Public (B).

2.2 TOE Configuration

The 2in1 PC™ card was properly installed and configured in accordance with the steps
provided in the 2inl PC Installation Guide. The configuration settings made during these
steps are defined in the following tables. Any changes to the specified settings are noted
in the test resultsin Appendix A and B.

Partition Drive Total Primary Extended File Accessto
% MB MB MB System Functional
Functional 3 49 FAT
Secure (A) 60 950 950 0 FAT Read Only
Public (B) 37 592 592 0 FAT Read/Write
Transition 9 FAT No Access

Total: 100% 1600 MB

Table 2-1 Partition Configuration

Transition Settings Advanced Settings
Power-Up Mode: Menu Reset Signal Advanced
Network Mode 2inl PC
2"7HD (if exists) A only
Force Shutdown No

Table 2-2 Settings Configuration

2.3 System Hardware

Computer: Twinbrook Systems, Intel 200Mhz Pentium-MM X
Motherboard: TX Chipset




Hard Disk: Seagate hard disk; model ST31720A, 1,705MB
BIOS Information: Award Modular BIOS Version 5.41PGM / Award Plug and
Play BIOS Extension V1.0A
|SA Slot Cards: Voltaire 2in1 PC™, Version 1.21
Generic PIC Combo Network Interface Card (NIC)
Generic 16Bit SoundBlaster Compatible Sound Card
Diamond Stealth 4MB PCI Video Card / 3D 2000 Pro
Generic 33.6K Compatible Modem
Other: 32 MB SDRAM
24X LG CD-ROM Model CRD-8240B
Generic 3.5" 1.44MB NEC Floppy Diskette Drive
512K L2 Pipeline Burst Cache

24 Installed System Software

Operating System Used for Evaluation: DOS 7, Windows 95

2inl PC Drivers: Operating System Dependent

Other Software: 2inl PC Configuration Information from the 2inl1 PC Installation
Diskettes, Version 1.21 (2 Disks)

2.5 Test Equipment

Other Software: diskedit.exe (Norton)
lIr.exe (Voltaire)
rwe2.exe (Voltaire)
Other Test Equipment: HP 1660A Logic Analyzer (50/100-MHz State/500-MHz Timing)
Innotec ID520 IDE Analyzer
Fluke 75 Multi-meter
HP 545A Logic Probe
Faxconn ISA Slot Extension Card

2.6 Test Assumptions

The following test assumptions, as stated in the Security Target, were used in the TOE
evaluation:

1) Usersof the Target of Evaluation (TOE) are trusted not to modify the
hardware configuration.

2) The TOE will be located in a controlled environment (i.e. basic physical
security is assumed to prevent modification of the system hardware/software).

3) The Persona Computer (PC) platform fully complies with the PC/AT
standard.
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3 Repeated Developer Teststo Confirm Developer Test Results

This section provides a high-level description of the sample of tests required by
ATE_IND.2.3E to confirm developer test results. Specific scenarios, procedures, and test
results are presented in Appendix A.

Legend
VT [Number] = Vendor Test [Test Reference Number], FS = Functional Specification
Element Test to Confirm Mapping to FS
EEPROM The configuration data stored on the EEPROM is Functional
VTO1 storable, editable and retrievable. Specification Number

2

Electro-mechanical

The 2in1 PC™ card supports the connection of two

Functional

Relays physically separated networks. Specification Number

VT02 6

Set-up Plug The EEPROM becomes writeable with the set-up plug | Functional

VTO3 placed on the 2in1 PC™ card. The card will allow full | Specification Number
disk access with the set-up plug placed on it. 11

Network Connectors The network functions normally, as it would without Functional

VT04 the 2in1 PC™ card being installed. Specification Number

6

Table 3-1 Sample Developer Teststo Confirm the Functional Test Results

Legend

VT [Number] = Vendor Test [Test Reference Number], FS = Functional Specification

Element

Test to Confirm

Mapping to FS

Direct Disk Access
(Vialnterrupt 13)
VTO05

Low-level disk editing utilities such as Norton Disk
Editor that are based on BIOS Interrupt 13 are denied
the ability to read / alter unauthorized disk partitions
when the 2in1 PC™ is running in Work Mode.

Functional
Specification Number
5

Direct Disk Access

The 2in1 PC™ device will block the reading of

Functional

(10 Ports) unauthorized disk partitions when using low-level 10 Specification Number
VTO06 port access. 5
Foppy Based 2in1 PC™ prevents the switch from the Transition Functional

Automatic Copying
VTO7

machine state upon detection of a floppy disk being
accessed.

Specification Number
9

Table 3-2 Sample Developer Teststo Confirm the Mitigation of the Vulnerability

Tests Results

4 Teststo Confirm the TOE Oper ates as Specified

This section provides a high-level description of the subset of TSF tests required by
ATE_IND.2.2E to confirm the TOE operates as specified. Specific scenarios,
procedures, and test results are presented in Appendix B.

Legend
ET [Number] = Evaluator Test [Test Reference Number], FS = Functional Specification
Element Teststo Perform Mapping to FS
ETO1 The TOE can only be configured with the setup plug Functional
installed. Specification Number
1,11
ETO02 The three machine operating states (Secure (A), Public | Functional
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(B), and Trangition) are reflected by hardware control
signals.

Specification Number
3,7

ETO3 The Master Boot Record (MBR) is different when Functional
booting into each of the three machine operating states | Specification Number
(Secure (A), Public (B), and Transition). 4

ETO06 The floppy drive cannot be accessed without the Functional

Control Connector installed.

Specification Number
10

Table4-1 TSF Teststo Confirm TOE Functionality

Legend
ET [Number] = Evaluator Test [Test Reference Number], FS = Functional Specification
Element Teststo Perform Mapping to FS
ETO4 Access to the four disk partitions (Secure (A), Public | Functional
(B), Transition, and Functional) is controlled by the | Specification Number
TSF. 5
ETO05 The TOE will not switch the computer from the | Functional

Transition machine state to an active state (Secure (A)
or Public (B)) when floppy disk access has been

Specification Number
9

detected.

Table4-2 TSF Teststo Confirm the Mitigation of Vulnerabilities
5 Cross-Reference between Specific Testsand Test Results

This section provides a mapping between the tests defined in the Tables from Section 3
and 4 and provides a cross-reference to the evaluator test documents located in Appendix
A and B. The numbering system used for the evaluator test documentsis defined as
follows:

Test to Confirm Subset Number of Test to Confirm Page Number for Test

VTO01/01/01

The Test to Confirm isthe vendor / evaluator test that was performed from the Tables
listed in Sections 3 and 4. The Subset Number of Test to Confirm is the vendor /
evaluator test that was performed for each test listed in the Tablesin Sections 3 and 4 (01
isthe first subset test run for the indicated Test to Confirm, 02 is the second subset test
run, etc.). The Page Number for Test defines the specific reference number assigned to
each page in sequentia order from the first to the last page of each Subset Test to
Confirm.

APPENDIX A AND APENDIX B REFERENCE
VTO1 Test Plan Book One
VTO02 Test Plan Book One
VTO3 Test Plan Book One
VTO04 Test Plan Book One
VTO05 Test Plan Book One




VTO06 Test Plan Book One

VTO7 Test Plan Book One

ETO1 Test Plan Book One (Test Plan Books One — Five contain detailed output)
ETO02 Test Plan Book One (Test Plan Books One — Five contain detailed output)
ETO03 Test Plan Book One (Test Plan Books One — Five contain detailed output)
ET04 Test Plan Book One (Test Plan Books One — Five contain detailed output)
ETO05 Test Plan Book One (Test Plan Books One — Five contain detailed output)
ETO06 Test Plan Book One (Test Plan Books One — Five contain detailed output)

B-9




APPENDIX C

BIBLIOGRAPHY

The following is alist of documents provided by the vendor in support of this evaluation
(the numbering system used for each document is defined as, digits one and two represent
an EAL-2 level evaluation; digits three through six define the month and date the
document was delivered to the evaluation lab; digits seven through nine define the
specific control number assigned to every document; and the bracketed numbers identify
the document as being revision one, revision two, and so on).

E20598004 — 2in1 PC™ Physical Data Security

E20598005 — 2in1 PC™ Security Claims

E20698006 — 2in1 PC™ Administrative Rights

E20698007 — 2in1 PC™ Security Policy

E20698008 — 2in1 PC™ Flow Policy

E20698009 — 2in1 PC™ Hardware Design

E20698010 — 2in1 PC™ Terminal Map

E20598011 — 2in1 PC™ Product Approval Tests

E20598012(2) — 2in1 PC™ Software Design Document (Windows 3.11 — DOS)
E20598013 — 2in1 PC™ Software Design Document (Windows NT)
E20598014 — 2in1 PC™ Software Design Document (Windows 95)
E21098015 — 2in1 PC™ Software Design Document (Windows 98)
E21098016 — 2in1 PC™ System Development Plan

E21098017 — 2in1 PC™ Platform Qualifications Summary
E20598018(2) — 2in1 PC™ Platform Tests Description
E20598019(2) — 2in1 PC™ Install White Box Tests Sheet
E20897020 — 2in1 PC™ Code Documentation

E20898021 — 2in1 PC™ Hardware Failure

E20898022 — 2in1 PC™ New Version Tests

E20398023 — 2in1 PC™ White Paper

E20598024 — 2in1 PC™ System Design Document

E20498025 — 2in1 PC™ SPOCK Presentation

E20198034 — 2in1 PC™ |DE Tests — Source Code

E21198035(4) — 2in1 PC™ Informal Security Policy Model
E20698036(3) — 2in1 PC™ Hacking Tests

E21198037 — Preliminary Evaluation of 2in1 PC™

E21198038 — 2in1 PC™ Operating System QA Test

E21198039(2) — Evaluation of 2in1 PC™ Installation Guide, Version 1.21
E21198040(2) — 2in1 PC™ Vulnerability Analysis

E21198041(3) — 2in1 PC™ Configuration Items

E21198042(3) — 2in1 PC™ Functional Testing

E21198043(2) — 2in1 PC™ Tests Coverage

E21197044 — 2in1 PC™ Product Requirements Document
E21198045(3) — 2in1 PC™ Delivery Procedure



E21198046 — 2in1 PC™ User Guide

E21198047(2) — 2in1 PC™ Mapping of Assurance Elements

E21198048 — 2in1 PC™ Claims

E21198049 — 2inl PC™ Relay Information

E21298050 — 2in1 PC™ Software Components

E21298053 — 2in1 PC™ Transition partition

E21298054(4) — 2in1 PC™ Functional Specifications

E21298056 — 2in1 PC™ Addendum to the 2in1 PC™ — |nstallation Software
E21298057 — 2in1 PC™ |DE Tests — Output

E21298058 — 2in1 PC™ Addendum to the 2in1 PC™ — The Transition partition
E21298061 — 2in1 PC™ Updates to the SYD EEPROM Mapping Section
E21298062 — 2in1 PC™ Application Notes

E21298063 — 2in1 PC™ |nstallation Guide

E21298064 — 2in1 PC™ Quick Installation Guide

E21197065 — 2in1 PC™ 10 Protocol Tests

E20199066 — 2in1 PC™ Addendum to the 2in1 PC™ — System Design Document

The following is alist of other documentation referenced in support of this evaluation:

CCIB-98-026 — Common Criteria for Information Technology Security Evaluation, Part
1: Introduction and General Model, May 1998, Version 2.0.

CCIB-98-027 — Common Criteria for Information Technology Security Evaluation, Part
2: Security Functional Requirements May 1998, Version 2.0.

CCIB-98-027A — Common Criteria for Information Technology Security Evaluation,

Part 2: Annexes, May 1998, Version 2.0.

CCIB-98-028 — Common Criteria for Information Technology Security Evaluation, Part
3: Security Assurance Requirements May 1998, Version 2.0.

CEM-98/030 — Common Ciriteria for Information Technology Security Evaluation, Part
2: Evaluation Methodology, November 1998, Version 0.5.

Proposed TTAP Process for Common Criteria EALL & 2 Evaluations.



